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Ilvanti Neurons for Secure Access Overview

Neurons for Secure Access (nSA) is a SaaS-delivered, centralized management and reporting platform
designed to work with both Ivanti Connect Secure (ICS) and Neurons for Zero Trust Access (nZTA).

* nSA provides a unified interface allowing security admins to manage multiple gateways and/or
locations quickly and efficiently.

* nSA simplifies workflows by consolidating all logging, reporting and activity data to a single
pane of glass.

e Administrators gain powerful analytics tools to review the health status of their deployments as
part of their daily routine.

e Proprietary risk scores identify non-compliant or anomalous user activity, enabling admins to
identify risky user activity and react accordingly.

¢ Scheduled reports let admins design, customize and schedule reports to arrive in their inbox with
the exact data they want to see.
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nSA works with existing ICS deployments and does not require additional hardware to be implemented,
nor must any network or connectivity changes be made in order to integrate nSA into an ICS
deployment. Registering an ICS Gateway with nSA will initiate secure WebSocket communications
between the ICS Gateway and nSA. Once connected, the ICS Gateway logs and analytics are uploaded
to nSA and can be viewed and reported on from the nSA portal. Gateway-management duties allowing
for the ability to upgrade, roll back and restart — as well as provide troubleshooting tools — are all
enabled once ICS is connected to nSA.

The following list shows the supported features and benefits.
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Secure Access Foundation:

¢ Manages Connect Secure Gateways and/or Zero Trust.

e Access Gateways in all aspects.

e Supports both existing and next-gen VPN gateways.
Gateway Lifecycle Management: Enables centralized upgrades, downgrades and restarts.
Configuration Management:

e Supports gateway configurations.

e Configuration groups for multi-node configuration management.

Single-Pane-of-Glass Visibility: Holistic visibility and compliance reporting of users, devices,
applications and infrastructure across the enterprise.

User Entity Behavior Analytics (UEBA): Leverages analytical data to reduce security risks,
detect anomalies, optimize user experience and adapt to a mobile workforce.

Local (Gateway) and Central Debugging: Enables getting back to business faster.

Hybrid Configuration Support: Gateways can be deployed in a variety of configurations
including the cloud.
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What's New

Version 22.6R1

IPv6 L3 VPN Application Visibility (Supported only for 22.x ICS Gateway)

Support for IPV6 L3 VPN visibility in nSA. You can view both IPv4 and IPv6 applications for L3 user
sessions from the Applications overview page. For details, see "Using the Applications Filter Bar" on
page 79.

nSA Named User License Normalization (Supported only for 22.x ICS Gateway):

Normalization of license seat reservation across devices and users. Single license is consumed instead
of two through associating devices with users for Machine Cert Authentication and subsequent User
Authentication. For details, see "nSA Licensing/Subscription” on page 525.

nSA Feature parity with 22.6R2 ICS gateway
¢ Resource policies > VPN Tunneling > Connection Profile > DHCP Subnet - 22.x
e HTML5 Bookmark - Enable Auto Resolution Option - 22.x and 9.x
e User Roles Options - Enable Auto Resolution Option - 22.x and 9.x
» System > Configuration > SAML > New SAML > Hide PDP Option - 22.x

¢ Hide Authentication > Auth Servers > LDAP server > Health check - Test username, Test
Password and Validate User Credential fields - 9.x

o Authentication > Auth Servers > LDAP server > Health check - Test username, Test Password and
Validate User Credential fields - 22.x

¢ System > Configuration > Security > Miscellaneous > Relay state option - 22.x

Support SAML Authentication server as a secondary authentication server when
configuring Certificate Authentication server (Supported only for 22.x ICS Gateway)

nSA now supports configuration of Certification Authentication server with SAML Authentication server
as a secondary authentication server. For details, see "Configuring Certificate Authentication Server" on
page 279.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 9 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

Admin experience enhancements to L4, Gateway Logs, and Logs Tables in terms of
selection and resizing, pagination, and text copy/paste

The following list shows the enhancements to L4, Gateway Logs, and Logs Tables.
¢ Column resizing across ICS pages
e Cell content copy text from Table
¢ Pagination across ICS pages
e Minimum number of columns in all the tables in L4 dashboards
¢ Enhancement to Advanced Filter

For details, see "Using the Top Active Breakdown Charts" on page 64 and "Filtering the Logs" on
page 108.

Version 22.5R1

Admin Access Control Based on Location, Host Checker, and Network

Checks the Admin's device geographic location/network/host checker compliance for admin sign-in
policy before providing access to admin login. For details, see "Creating Admin Policies" on page 474.

Auto Selecting Dependent Configurations as part of Config Sync

While creating config sync rule, if there is any dependency mismatch, admin can review dependent
configurations and select them before creating/editing rule.

For example, If realm configuration is mapped to Authentication server and if config sync rule is created
with only realm. The dependent configuration is highlighted (Auth server). Realm configuration is
highlighted with i icon and when dependencies are reviewed, Authentication server is mentioned in the
dependency tree.

Preview of changes done in source gateway before config sync. This feature is available only with
Manual sync.

o Preview before sync works only when one manual config sync rule is triggered.

For details, see "Config Synchronization" on page 152.
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Version 22.4R3

Role Based Access Control for Admin Users

With Role-based access control (RBAC), organizations can easily add admins and assign them specific
roles, with differing levels of access to the nSA Admin Portal. In addition to an existing set of default
roles, Administrators can now create custom granular roles for specific functions within the nSA admin
portal.

For details, see "Role-based Access Control for Admin Users" on page 485.

Version 22.4R1

Analytics: Historical View

Analytics supports data visualization in Active View. Admin can see the historic data on different time
windows. Admin's can find all connections details for different time frames past 30 days. For details, see
"Using the Filter Bar" on page 41.

Config Sync Rule Status

This feature allows a user to view the config sync rule status of all target gateways. For details, see
"Config Synchronization" on page 152.

nSA named user licensing normalization

This feature allows a user to use different login formats - Domain\username, Common Name (CN), and
User Principal Name (UPN) - from different devices, but consumes only one seat for the user. For details,
see "nSA Licensing/Subscription” on page 525.
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Logging in to lvanti Neurons for Secure
Access

e "Preparing to Log in" below
e "Logging in to the lvanti Neurons for Secure Access as a Tenant Admin" below

« "Logging out of the Ivanti Neurons for Secure Access" on page 18

Preparing to Log in
To log in to Ivanti Neurons for Secure Access (nSA), you require a Tenant Admin login.

All Tenant Admin accounts are set up by the lvanti DevOps team. Once your Tenant Admin account has
been created, you will receive an email which describes how to log in to the nSA as a Tenant Admin.

You can then proceed to log in to nSA. See "Logging in to the lvanti Neurons for Secure Access as a
Tenant Admin" below.

Logging in to the Ivanti Neurons for Secure Access as a
Tenant Admin

Before you can log in as a Tenant Admin, you will receive an email from the Ivanti DevOps team. This

email contains:
¢ Your Tenant Admin user name.

¢ Your password.

The nSA domain. That is, the FQDN of Ivanti Neurons for Secure Access.
¢ An Admin hyperlink to start the login process. Example: https://<tenant FQDN>/login/admin

To log in to your Tenant Admin account:
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1. Click the hyperlink in your email.

The administrator login page appears.

-
i va nt I IVANTI NEURONS FOR SECURE ACCESS

WELCOME TO
IVANTI NEURONS FOR SECURE ACCESS

Sign In (@)

USERNAME )
| J °

O
(PassworD ]
p.
.
~

FORGOT PASSWORD ? ° -

Note: This is the Administrator Sign-In Page. Copyright ® 2023, Ivanti. All rights reserved.

2. Login using your supplied Tenant Admin credentials. If you are logging in for the first time,
system prompts for a password reset.

The following timeouts are used for all Admin sessions:
e Theidle timeout is 10 minutes.

¢ The session timeout is 60 minutes.

To reset a forgotten password, click FORGOT PASSWORD. This link
presents a credentials form through which you enter a Username and

o Email address. If the entered credentials match a registered administrator
account, /CS emails a password reset link to the entered address allowing
the recipient to create a new password.
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3. If nSA requests it, specify a new password for your account.
Once this procedure is complete, you can access the nSA graphical interface as an admin user.

The Secure Access Setup page appears.

©
IVANTI NEURONS FOR ZTA &

Secure Access Setup ()

You're now ready to enable Zero Trust Access on your network. Follow the steps below to configure and setup now.

1. Authentication Policies 2. Gateways 3. Application Policies Setup St
+ @ T
+ + A

ADD USER

CREATE SECURE

AUTHENTICATION ADD GATEWAY
ACCESS POLICY
POLICY
. o C
Auth Policy #1 Gateway #1 Unregistered Application #1
Admin Signin dummy amz
Auth Server Name: Admin Auth VSPHERE SINGLE
Auth Server Type: Local *
DOWNLOAD CONFIGURATION °
Application #2
Auth Policy #2
v Application discovery T+
Enroliment Signin SINGLE suc

A o ar h o o Aol

4. Click "9 dots’ on extreme left corner. Choose Ivanti Connect Secure. These two steps are
required for every login.

IVANTI NEURONS FOR ZTA

Ivanti Connect Secure

From this page, you can view and configure all functions and capabilities allowed through your
subscription and role. Using the Ivanti Connect Secure menu at the left-hand side, choose from:
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¢ The Show/Hide menu icon, providing the ability to show or collapse the lvanti Connect Secure
menu tree:

®

¢ The Insights menu icon, providing access to the analytics and monitoring components of the
nSA portal:

-

To learn more about the functionality offered by this menu, see "lvanti Connect Secure Gateway
Analytics" on page 38.

e The Gateways menu icon, providing access to register and manage the Gateways:

B

¢ The Administration menu icon, providing access to administrative functions related to your ICS
subscription:

0d
(3]

The chapters in this guide cover each of these functions in detail.

Changing the Ul Theme
nSA offers two themes for your Ul display:

To change the current theme, which remains in place through subsequent logins, use the Settings
menu located on the top-right-corner of the page:
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afel o A

B> Color Scheme A

Choose the color mode for the app

@ Light O Dark

Through the Color Scheme panel (indicated), click Light or Dark to switch between themes.

Setting the Timezone

To configure the default timezone for this admin login account, use the Settings menu located on the
top-right-corner of the page:

a e o &

® Timezone A

Set Timezone

CHOQSE EZONE
({UTC}CO rdinated Universal Time "’W

Choose a timezone in the provided drop-down selector, then click Apply.

The configured timezone affects the display of data on all Insights pages, and each admin login
account within a tenant deployment has their own specific timezone configuration. Changes to the
timezone persist across login sessions, and the default setting is UTC (Coordinated Universal Time).

Changing the timezone can affect the data displayed in each chart or graph. For example, a
recently-observed non-compliance event involving a client device in the GMT timezone that

o appears in the Last Hour view (when using GMT (UTC + 00:00) as your configured timezone)
might then only appear in the Last X Hours view when you switch your timezone to IST
(UTC+05:30).
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Configuring Session Timeouts

To configure timeout values for admin and user sessions, use the Settings menu located on the top-

right-corner of the page:

Al

& @

o}
m

© Session Settings

Timeout Handling

sessions capability enabled.

Not all gateways have configurable

Admin

o 9 |eo o
User

_60 T— @

Through the Session Settings panel (indicated), you can set the following timeout values:

Admin Idle Timeout: the time, in minutes, after which the admin login session to the Tenant

Admin Portal times out due to inactivity. (default: 10)

Admin Max Session Length: the time, in minutes, after which the admin login session to the

Tenant Admin Portal ends and must be re-authenticated. (default: 60)

to inactivity. (default: 60)

User Idle Timeout: the time, in minutes, after which the user login session to nSA times out due

User Max Session Length: the time, in minutes, after which the login session to nSA ends and

must be re-authenticated. (default: 720)

To apply your changes, click APPLY.
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To use these settings, your configured Gateways must all meet minimum version requirements
o for session control. nSA disables the panel and displays a warning message if this is not the
case.

Logging out of the Ivanti Neurons for Secure Access

To log out of the nSA and end the current session, click the Profile icon and select Logout.

n & o |A&

Change Password

Logout
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Managing Existing lvanti Connect Secure
9.x Appliance

The existing lvanti Connect Secure 9.x appliance can be managed by Ivanti Neurons for Secure Access

(nSA), by upgrading the appliance to the nSA managed 9.1R11.5 version. Note that the fresh installation

is not available for this release.

Platform

>

System Maintenance > Platform

m Upgrade/Downgrade Options Installers

Cluster: PSA-1Q-5K

Hostname: N-186

Model: PSA-5000

Machine ID: 0320M52NSO0DYMOHOS

Serial Number: 0320062017100026

I_I.lm.imﬁ' 1 day 21 hours 36 minutes, 36 seconds
Current version:

9.1R11.5 (build 14110)

Rollback version: 9.1R11 (build 11160)

Note: This PCS can be managed by Ivanti Neurons for Secure Access.

Node operations: [ ate e 810 s

Cluster operations:

affect all nodes in the

cluster

Connectivity:

This will ping various

configured servers to
test the device's

connectivity

The note "This Ivanti Connect Secure can be managed by Ivanti Neurons for Secure Access" confirms

that the appliance is upgraded to the correct version.
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Registering lvanti Connect Secure Gateway

« "Completing Registration of an ICS Appliance" on page 22

Once you have logged into the Ivanti Neurons for Secure Access, the next step is to launch Ivanti

Connect Secure Gateway Ul, then register one or more ICS.

To launch ICS Gateway Ul

1. In the Ivanti Neurons for Secure Access Ul, select the Gateway Switcher icon located on the top

left corner.

IVANTI NEURONS FOR ZTA

Ivanti Connect Secure

2. From the list, select lvanti Connect Secure.
The Ivanti Connect Secure Ul page is displayed.

To register ICS Gateway:

1. From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >

Gateways List.

The Gateways List page is displayed.

Gateways (@

15 ICS Gateway

O

~—— ICS Cluster

\_J GATEWAYS CONNECTION STATUS VERSION STATUS
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2. Inthe Gateways List page, click the Create drop-down list.
3. From the Gateway types list, select ICS Gateway.

The Register ICS Gateway page is displayed.

&S Register ICS Gateway

¢/ Gateway Details

To register a new gateway, enter the gateway name and location

NAME
ics-gw @

Location

Ty

Atlanta v ®

COUNTRY STATE/REGIQI
United States v ()| | califomia v @‘

9 Registration Summary

4. Enter a unique name for ICS gateway.

o The name should be maximum 15 characters, only alphanumeric, underscores, and
hyphens are allowed between characters, and must start with a letter.
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Page 21 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

5. Enter your Location details such as Country, State/Region, City, and then click Register.

S Register ICS Gateway

@ Gateway Details

Registration Summary
Following is an overview of the registered gateway

NAME LOCATION
ics-gw Atlanta
FQDN REGISTRATION KEY
_ . f |
STATUS VERSION STATE
offline N/A unregistered

The Registration Summary page contains the FQDN URL and Registration Key, which you need to
enter in the ICS Gateway to complete the registration. See "Completing Registration of an ICS

Appliance" below.
6. Click Close.

The newly added ICS Gateway gets listed as "Unregistered" under ICS Gateways list.

Completing Registration of an ICS Appliance

For all platforms, make sure the firewall rules for the Public Subnet in which your ICS Gateway External
Interface resides is configured to accept inbound client connections on TCP port 443.

Furthermore, make sure you configure the Network Gateway serving your Private Subnet to allow
outbound traffic to the nSA Controller in the following ways:
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¢ Allow outbound TCP traffic on port 443 to the Controller service
¢ Allow outbound UDP traffic to the following Network Time Protocol (NTP) services:
e time.windows.com (port 123)

e time.nist.gov (port 123)

o We recommend you use NTP server to ensure the clocks are synchronized and features on
Ivanti Neurons for Secure Access work properly.

To complete registration of a ICS appliance:
1. Log in to the ICS appliance as an Admin.
2. Select the System > Configuration > Ivanti Neurons for Secure Access > Settings tab.

3. Enter the Registration FQDN and Registration Code.

o The Registration FQDN and Registration Code were displayed during ICS Registration
with nSA”" .
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Ivanti Meurons for Securs Access = Seltings

Settings

*Registration FQDN: hsana.cedarpzt devperfsec.com The Ivanti Neurons for Secure Access FODN to which the gateway connects to for s

*Registration Code: dssnssnsas The registration code provided by vanti Neurons for Secure Access
*Credential Renegotiation Interval: | & days 1-7 days. The time after which credentials are rensgotiated
Preferred network interface: Intemal Port w If the selected network interface & disabled, defaulis to Internal Porf
Credentials Exchange time: Mon 2023-06-19 20:36:29 IST The last successful credential exchange fime.

[J Use Proxy Server for communication with lvanti Neurons for Secure Access
Select if proxy server configuration is needed to communicate with hvanti Neurons for Secure Access
w Application Visibility for Vpn Tunnels

[ Enable Application Visibility for VPN tunnels
Note: Enabing this might cause performance degradation.

W Registration Result Details

On successful registration the following information is received from vanti Neurons for Secure Access
Gateway Id: dddaecYafbe24c6b85ficb0%adec23333 Unigue id of the gateway on ivanti Neurons for Secure Access

Motification URL: wss:/insaga.e.cedar pzt.dev.perfsec.com/apifvl/notifications The URL for esteblishing notification channel

W Status Information

Registration Status: Q
MNotification Channel Status: Q@

W Actions

Save Changes Clear Configuration

4. Select Use Proxy Server for communication with Ivanti Neurons for Secure Access to
enable ICS to nSA communication via HTTP proxy server.
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5. Click Save Changes.

The Status Information displays the Registration Status in green.
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Ivanti Connect Secure Gateway
Deployment

The following sections describe the new parameters that are added for the deployment of Ivanti
Connect Secure VA on VMware, Amazon Web Services cloud and Microsoft Azure cloud.

+ "Deploying on VMware" below

« "Deploying on Hyper-V" on the next page

» "Deploying on KVM" on the next page

« "Deploying on AWS Cloud" on the next page
+ "Deploying on Azure Cloud" on page 34

« "Deploying on Google Cloud Platform" on page 37

Deploying on VMware

For a detailed ICS VA deployment procedure, refer to Virtual Appliance Deployment Guide at
https://www.ivanti.com/support/product-documentation.

This below table describes the new parameters that are added in the script file create-va.pl, which is

included in your ISA-V package.

Sample Script Parameters - New Parameters

Parameter Description

New Parameters

registrationCode The registration code, which is generated during the
ICS gateway registration on nSA. Example,
KyZR6YDL8

registrationFQDN The registration FQDN name, which is generated

during the ICS gateway registration on nSA. Example,
auto.lark.pzt.dev.perfsec.com

enableproxy Default is set to n.
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Parameter Description

proxyHost The proxy server name.

proxyPort The port number of the proxy server. Example, 8080

proxyUsername The username of the proxy server. Example, usr

proxyPassword The password of the proxy server. Example, pxx124

registerNetworkInterface The interface through which the gateway registers
with nSA. Example, external

Deploying on Hyper-V

For a detailed ICS on Hyper-V deployment procedure, refer to ICS Gateway Deployment on Hyper-V
Platform at https://www.ivanti.com/support/product-documentation.

Deploying on KVM

For a detailed ICS on KVM deployment procedure, refer to ICS Gateway Deployment on KVM Platform at
https://www.ivanti.com/support/product-documentation.

Deploying on AWS Cloud

For a detailed ICS VA on AWS Cloud deployment procedure, refer to Virtual Appliance on Amazon Web

Services Deployment Guide at https://www.ivanti.com/support/product-documentation.

Ivanti Connect Secure accepts the following parameters as provisioning parameters in the XML format.

<pulse-config>
<primary-dns><value></primary-dns>
<secondary-dns><value></secondary-dns>
<wins-server><value></wins-server>
<dns-domain><value></dns-domain>

<admin-username><value></admin-username>
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<admin-password><value></admin-password>
<cert-common-name><value></cert-common-name>
<cert-random-text><value></cert-random-text>
<cert-organisation><value></cert-organisation>
<config-download-url><value></config-download-url>
<config-data><value></config-data>
<auth-code-license><value></auth-code-license>
<enable-license-server><value></enable-license-server>

<accept-license-agreement><value></accept-license-agreemen

<enable-rest><value></enable-rest>
<registration-code> 1grkL2Xbr </registration-code>

<registration-
fgdn>auto.toad.pzt.dev.perfsec.com</registration-fgdn>

<enable-proxy>n</enable-proxy>
<proxy-host></proxy-host>
<proxy-port></proxy-port>
<proxy-username></proxy-username>
<proxy-password></proxy-password>

<register-network-interface>external</register-network-
interface>

</pulse-config>

The below table describes the new parameters that are added in the XML file.
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XML File Details - New Parameters

Parameter Type Description

New Parameters

registrationCode string The registration code, which is
generated during the ICS gateway
registration on nSA. Example,
KyZR6YDL8

registrationFQDN string The registration FQDN name, which is
generated during the ICS gateway
registration on nSA. Example,
sample.domain.com

enableproxy string Default is set to n.
proxyHost string The proxy server name.
proxyPort integer The port number of the proxy server.

Example, 8080

proxyUsername string The username of the proxy server.
Example, usr
proxyPassword string The password of the proxy server.

Example, pxx124

registerNetworkInterface string The interface through which the
gateway registers with nSA. Example,
external

The XML parsing fails if the following characters are used in the strings:

i Y

N
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System Operations

The AWS portal provides Start, Restart Stop and Terminate operations to control the Virtual Appliance

connection.
Launch Instance Actions ~
4
L ‘
Name Launch More Like This Availability Zt
Ins 3
Car-1nic-ami-test Instance Settings » us-west-1c
Alpha-test Image Y us-west-1c
CK-client-1 Networking » Terminate us-west-1a
Beta-Car-test1 ClassicLink 4 us-west-1c
CloudWatch Monitoring »
B PCS2-PCSvAWS us-west-1c

On the AWS portal, select AWS Services > Launch Instance. From the Actions menu, select Instance
State.

¢ Click Start to start a VM
¢ Click Stop to stop the VM

Click Restart to restart the VM

¢ Click Terminate to terminate the VM

Troubleshooting

Ivanti Connect Secure emits booting logs at a specified storage. You can check the storage details of

the boot diagnostic logs as shown below:
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1. Select AWS Services > Instances > Launch Instance.
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2. From the list displayed, select Instance Settings > Get System Log.

aws

Services -~

Resource Groups ~

EC2 Dashboard
Events

Tags

Reports

Limits

Instances

Launch Templates
Spot Requests
Reserved Instances

Dedicated Hosts

AMis

Bundle Tasks

4

Name

NAT-YC
mobilega.virtualpws.net
car-pcs-1-nic
Car-1nic-ami-test
Alpha-test

CK-client-1
Beta-Car-test1
Car-web-server2
CAR_LB_AWS
ycsunilStack-PCSVAWS
CARTEST

Actions ~

Launch More Like This stance Type

Add/Edit Tags

r A # 1 3
3 Attach/Replace |AM Role
»  Change Instance Type
»

Change Termination Protection
View/Change User Data

CloudWatch Monitoring

i-0713081308240e9....

Change Shutdown Behavior
i-08b77ad21bb4c0630 Change T2 Unlimited
-0Bedf0439a1015628 G T
i-0949f8cd050b444ad
I-0a088cd6155765¢cc4
i-0a2253364a4b27eBc  12.micro us-west-1¢

Availability Zone -

Instance State ~

L

OO 0O O OGO GOEe OO

running
running
stopped
stopped
stopped
slopped
stopped
stopped
stopped
stopped

stopped

Status Checks -

& 2/2 checks ...

& 2/2 checks ...

The system logs window is displayed.
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System Log: i-0a088cd6155765¢cc4 (a088cilStack-PCSvAWS)

Name

NAT-Y'C
rrcdbilega.y
car-pes-1-n
Car-1nic-ar
Alpha-test
CH-client-1
Bata-Car-1g _ - Jn : | t of feat “78H [m[7m[5:3H Pulse Se
Car-web-sq
CAR_LB_A
B vycsunilSiag
CARTEST

Instance: | i-0af

Deascription

Frequently Asked Questions

FAQ1: Packets transmitted from ICS Internal Interface are getting dropped by AWS Virtual
Gateway in L3 traffic.

Cause: The packets are dropped because the source IP and MAC address are not matching and the
transit routing is not supported.

Solution: Ivanti Connect Secure must be able to SNAT these packets to the Internal interface IP which
belongs to a subnet within the VPC.

To NAT endpoint tunnel IP to Internal interface IP, do the following:
1. Login to Ivanti Connect Secure admin console.

2. Navigate to System > Network > VPN Tunneling.
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3. Enable Source NATTING. By default, Source NATTING is disabled.

Source NATTING

"3 Enable

) Dissble

Deploying on Azure Cloud

For a detailed deployment procedure, refer to Virtual Appliance on Microsoft Azure Deployment Guide
at https://www.ivanti.com/support/product-documentation.

Ivanti Connect Secure accepts the following parameters as provisioning parameters in the XML format.

"<pulse-config>
<primary-dns>8.8.8.8</primary-dns>
<secondary-dns>8.8.8.9</secondary-dns>
<wins-server>1.1.1.1</wins-server>
<dns-domain>psecure.net</dns-domain>
<admin-username>admin</admin-username>
<admin-password>password</admin-password>
<cert-common-name>val.psecure.net</cert-common-name>
<cert-random-text>fdsfpisonvsfnms</cert-random-text>
<cert-organisation>Psecure Org</cert-organisation>
<config-download-url><value></config-download-url>
<config-data><value></config-data>
<auth-code-license><value></auth-code-license>

<enable-license-server>n</enable-license-server>
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<accept-license-agreement>n</accept-license-
agreement>

<enable-rest>n</enable-rest>
<registration-code> 1grkL2Xbr </registration-code>

<registration-
fgdn>auto.toad.pzt.dev.perfsec.com</registration-fgdn>

<enable-proxy>n</enable-proxy>
<proxy-host></proxy-host>
<proxy-port></proxy-port>
<proxy-username></proxy-username>
<proxy-password></proxy-password>

<register-network-interface>external</register-
network-interface>

</pulse-config>"
The below table describes the new parameters that are added in the XML file.

XML File Details

Parameter Type Description

New Parameters

registrationCode string The registration code, which
is generated during the ICS
gateway registration on
nSA. Example, KyZR6YDL8

registrationFQDN string The registration FQDN
name, which is generated
during the ICS gateway
registration on nSA.
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Parameter Type Description

Example,
sample.domain.com

enableproxy string Default is set to n.
proxyHost string The proxy server name.
proxyPort integer The port number of the

proxy server. Example, 8080

proxyUsername string The username of the proxy
server. Example, usr

proxyPassword string The password of the proxy
server. Example, pxx124

registerNetworkinterface string The interface through which
the gateway registers with
nSA. Example, external

The XML parsing fails if the following characters are used in the strings:

i S

System Operations

The Azure VA portal provides Start, Restart and Stop operations to control the Virtual Appliance
connection.
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- PCSAzureVA

Virtual machine

/O Search (Ctrl+/)

L] iEssentiaIs ~
5 Overview
Resource group (change)
Bl Activity log upgradetest
Status
LT ) .
M Access control (IAM) Running
Location
L] & Tags South India
Subscription (change)
| K Diagnose and solve problems Visual Studio Premium with MSDN
Subscription ID
ig c7def686-c196-4946-9175-0d2d28a03eee
SETTINGS
) 4 Availahility cot

*£* Connect | } Start (’ Restart M Stop | =>» Move [ Delete C) Refresh

Computer name
PCSAzureVA
Operating system
Linux

Size

Standard DS3 v2 (4
Public IP address
52.172.34.62

Virtual network/subnet
PCSVirtualNetwork/!
DNS name
mycloudpcsint.soutt

On the Azure portal top menu bar:
e Click Start to start a VM
¢ Click Stop to stop the VM
e Click Restart to restart the VM

The corresponding CLI commands are:

e Starta VM

az vm start --resource-group myResourceGroup --name myVM
e StopaVM

az vm stop —--resource-group myResourceGroup —--name myVM

e Restarta VM

az vm restart --resource-group myResourceGroup --name myVM

Deploying on Google Cloud Platform

For a detailed ICS on GCP deployment procedure, refer to ICS Gateway Deployment on Google Cloud

Platform at https://www.ivanti.com/support/product-documentation.
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Ivanti Connect Secure Gateway Analytics

« "Introduction" below

«  "Reviewing Your Network Activity" on the next page

» "Reviewing Users Activity" on page 66

» "Reviewing Application Usage" on page 77

« "Reviewing Individual User Activity" on page 89

+ "Reviewing Gateways Status and Versions" on page 95
»  "Checking the Logs" on page 102

« "Configuring Actionable Insights" on page 116

» "Generating Reports" on page 119

« "Managing the Sessions" on page 126

« "Viewing Alerts and Notifications" on page 131

Introduction

Ivanti Neurons for Secure Access Admin portal provides visibility of user activity and service usage
across your lvanti Connect Secure Gateways in your enterprise through network activity analytics,
gateway performance graphs, application usage metrics, and stored activity logs.

After you log in to the Ivanti Neurons for Secure Access Admin portal and select Ivanti Connect Secure
from the Gateway Switcher (Ilvanti Connect Secure, Ivanti Neurons for Secure Access), Ivanti Connect
Secure displays the Network Overview page. This page presents a top-down overview of your
application infrastructure, providing an opportunity to monitor user and Gateway activity, and to
identify problems and compliance issues as they occur. For more information, see "Reviewing Your
Network Activity" on the next page

Through the Ivanti Connect Secure menu, use the Insights menu icon to:

e View graphs, metrics, and logs concerning all users activities, see "Reviewing Users Activity" on
page 66.
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View graphs, metrics, and logs concerning to individual user activities, see "Reviewing Individual
User Activity" on page 89.

See details and usage of applications configured in your Ivanti Connect Secure service, see
"Reviewing Application Usage" on page 77

View graphs, metrics, and logs concerning to all gateways status and versions, see "Reviewing
Gateways Status and Versions" on page 95.

Configure certain actions based on different types of Insights, see "Configuring Actionable
Insights" on page 116

Ivanti Connect Secure provides both a light theme and a dark theme for the Ul display.

Reviewing Your Network Activity

The Network Overview page shows real-time analytics data for your application infrastructure, providing

a one-page dashboard of activity across your organization.

To access the Network Overview page:

1.

Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti
Connect Secure from the Gateway Switcher. See ."Logging in to lvanti Neurons for Secure
Access" on page 12.

The Network Overview page appears by default.

To return to the Network Overview page at any time, click the Insights menu icon and then click
Overview. Alternatively, click the "lvanti Neurons for Secure Access" banner at the top.

Ivanti Connect Secure provides bread-crumb navigation for all Insights pages at the top.
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Understanding the Display

The primary components of the Network Overview page are the following:

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 40 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

« Filter bar, allowing the selection of active or historic data, and filtering by Gateway. For details,
see "Using the Filter Bar" below.

¢ Summary ribbon, showing totals for active Gateways, Users, Devices, Sessions, Applications,
Non-Compliances, Auth Failures, and Anomalies. For more details, see "Viewing the Network
Summary Ribbon" on page 43.

¢ Switchable World Map and Sankey chart, showing active Gateways locations and Users
locations:

¢ In the world map view, each Gateway location and User location provides a summary of
the activity observed there. For more details, see "Using the World Map" on page 50.

¢ In the Sankey chart view, you can view the relationships between user groups, device
types, and Gateways. For more details, see "Using the Sankey Chart View" on page 58.

¢ Radar charts, providing top usage data for Gateways, Device Types, and User Locations. For
more details, see "Using the Top Active Breakdown Charts" on page 64

¢ Bar chart breakdowns showing Sessions, Non-compliances, Connected Clients Version and
Pre-auth Non-Compliances activity. For more details, see "Using the Sessions, Non-
Compliances, Connected Clients Version and Pre-Auth Non-Compliances Charts" on page 59.

o The data in this page refreshes automatically every 5 minutes.

With each chart, click the View all link to view detailed log records for that category.
The following principles apply to all elements of the page:
e A user can have one or more devices.
e Each device can have one or more active secure access sessions on multiple gateways.
¢ One session can connect to multiple applications.
e One session can be associated with multiple Gateways.

¢ One Gateway can have multiple applications registered with it.

Using the Filter Bar

Ivanti Connect Secure uses the top part of the display on all Insights data analysis pages to show the
current page title, the default time period, and options to:
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e Manually refresh the data
e Filter analytics data for a specific lvanti Connect Secure gateway

¢ Select the date and time period for which data is displayed.

By default, analytics data on all pages is shown for the last hour. To select a previous or specified time
period, select the date-time display (indicated):

08 0ct 2023 08 Oct 2023
034BAM  04:4B8AM T E

Active From To

Last 4 hours

Pravious day MOHTH " WEAR . MOHTH . VEAR "
October d 2003 " October i 203 W
Previous wealk
Su ] Tu L Ti Fi =4 S L] Tu L Ti F 4]

Custom

Selecting a date and time range

In the date-time selection dialog, choose from the following predefined time period options:

Last hour: Data observed for the previous 60 minutes.
Last <X> hours: Data observed so far in the current day, up to the last hour (in GMT).
Previous day: Data observed for the previous full day.

Previous Week: Data observed for the previous calendar week (for the previous full Sunday-to-
Saturday week).

Custom: Data observed for a chosen time period. If you select this option, nZTA enables you to
select a custom time period using the From and To date/time calendar controls.
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The date/time calendar controls are enabled for only the Custom option.
o However, the calendar continues to identify the applicable start and end date-
time for all predefined time periods.

To reset the selected time period back to the default (Last Hour) view, select Reset. To return to the
current page without making any changes, select Cancel.

To apply your changes, select Apply. The selected time period is displayed in the filter bar and data
across all Insights pages is updated accordingly.

The data in the display refreshes automatically at 5 minute intervals. To manually refresh the data, click
the circular arrow:

S

Ivanti Connect Secure provides the ability to show focused metrics for a specific Ivanti Connect Secure
Gateway. To select a specific gateway, use the filter icon:

In the Filter panel, from the drop-down list select the required gateway and click Apply. To clear the
selection, click Clear All.

Viewing the Network Summary Ribbon

The Summary ribbon at the top of the page shows data totals for the selected time filter:

ACTIVE GATEWAYS ACTIVE USERS ACTIVE DEVICES ACTIVE SESSIONS ACTIVE APPLICATIONS NON-COMPLIANCES AUTH FAILURES
now now now now now in last 24 hours inlast 24 hours

a1 from previou 4 33 from previou 4 48 from previou 4 72 from previou 4 11 from previou 4 2 from previou A 2 from previou

The ribbon indicates the totals accrued for each category during the displayed time period, as indicated
adjacent to the category name.

The following categories are provided in the ribbon:
¢ The number of Active Gateways.
e The number of Active Users.
e The number of Active Devices.

¢ The number of Active Sessions.
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The number of Active Applications.

The number of Non-compliances. In other words, non-compliant attempts to access your
applications. For the default time period filter, non-compliance totals shown here are for 24
hours. For other selected time periods, the number reflect the total for that period.

For the default time period filter, Auth Failures totals shown here are for 24 hours. For other
selected time periods, the number reflect the total for that period.

The number of Anomalies detected by Ivanti Connect Secure. That is, the total number of
geographic anomalies. For the default time period filter, anomaly totals shown here are for the
previous 30 days, and include only unacknowledged anomalies. For other selected time periods,
this total includes both acknowledged and unacknowledged anomalies.

If you are currently viewing data for the last hour, each category in the ribbon includes a trend graph

(highlighted, top) showing the changes in data during the hour. Also included is a change value

(highlighted, bottom) based on the previous hour:

5

USERS in last 1h

4 3 from previous hour

In the default last hour view, while data for Active Gateways, Users, Devices, Sessions and
Applications is shown as such, Non-Compliances and Auth Failures are shown for the previous
24 hours, and anomalies are shown for the previous 30 days. This is as indicated against the
Category name.

Additional trend indicators are present for the last hour time period only. Trends are not applicable

when any filter is applied (intent or gateway).

If you click on any of the categories in the ribbon, Ivanti Connect Secure displays a sliding info-panel

dialog showing more details for that category. For example, if you click on the Active Gateways

category, a panel appears showing the list of active Gateways. In this case, a summary box is displayed

for each Gateway showing statistics relevant to that instance, such as the number of active users, active

sessions, active devices, non-compliance events, system status such as the system uptime, last config

update, session counts such as current SSL sessions count, auth-only sessions, ActiveSync device count.
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All Gateways 3 a v X
VIEW BATEARY EY ETATUE

[ Active Gateways (3) - ]

[ E-:T#::é-‘-_fcu SEArch Query... Q ]

4}+ ox-DFs-NODE-3-3

Health
DISK CPU SWAP MEMORY
UTILIZATICN UTILIZATION UTILIZATION
Activity

ACTIVE USERS ACTIVE SESSIONS

7 @ 7 e
ACTIVE DEVICES ACTIVE NGH COMPLIANGE

1 o o

SYSTEM STATUS

Systemn Uptime 3d 18h 46m
Last Config Update 45m ago
SESSION COUNTS

Current SSL Sessions Count 7
Auth Only Sessions i}
ActiveSync Devica Count 0

_n’ SECDFS-NODE132

SESSION COUNTS

BENGALURL
Health
DISK CPU EWAP MEMORY
UTILIZATICN UTILIZATION UTILIZATION
Activity
ACTIVE USERS ACTIVE SESSIONS
12 ® = e
ACTIVE DEVICES ACTIVE NOH COMPLIANCE
1 o °
SYSTEM STATUS
Systemn Uptime 10d 21h 48m
Last Config Update 36m ago

This version of the info-panel shows details for all Gateway locations. To view an info-panel for
o a single Gateway location, click the Gateway location bubble in the world map. For more

details, see "Using the World Map" on page 50.
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For the Active Gateways info-panel, use the View Gateway by Status drop-down list to change the
type of Gateways displayed in the panel. Choose from:

« All Gateways: All Gateways regardless of status.

¢ Active Gateways: All active Gateways. That is, only Gateways that have active sessions. This is
the default view.

¢ Offline Gateways: All offline or unregistered Gateways. That is, only Gateways that are
unresponsive or not yet registered with the lvanti Neurons for Secure Access.

e Online Gateways: All online Gateways. That is, all Gateways that are registered with the Ivanti
Neurons for Secure Access.

o The number of instances of each type is given in brackets.

For example, by selecting Offline Gateways, the panel updates as follows:
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All Gateways 3 a i X

WIEN BATEAMY BY BTATUE
v
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BEiAES
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o
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Auth Only Sessions 0
ActiveSync Device Count [+]
>

ACTIVE USERS ACTIVE SESSIONS

o ® o pf
ACTIVE DEVICES ACTIVE HON COMPLIANCE
o o ©

SYSTEM STATUS

Systern Uptime 12d 15h 30m
Last Config Update 4d 19h 36m ago

SESSION COUNTS

Current SSL Sessions Count [+]
Auth Only Sessions L]
ActiveSync Device Count ]

ﬂ" ENGPCSGATEWAY-3
BENGALURL

ACTIVE USERS ACTIVE SEESIONS

o ® o !

Use the Search bar at the top to filter the results list. For example, to show only those Gateways that
match a search string. To clear your search, click CLEAR SEARCH RESULTS.

To learn more about the meaning of the different indicator colors used in the info-panel, see
"Understanding Gateway Status Indicator Colors" on page 54. Hover your pointer over the instance
health indicators to display a tooltip showing more specific details and values.

Click on any Critical or Warning notification banner to display a drop-down summary of the issues:

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 47 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

@ Critical Issues

external NIC: link lost.
Wed, 30 Sep 2020 05:23:31 AM Count: 1

You can click on each entry to obtain more details and logs concerning the issue.

For the Active Users info-panel, Ivanti Connect Secure displays an average UEBA threat score.
o To learn more about UEBA threat scores, see "Viewing a Summary of UEBA Threat Scores for
your Users" on page 72

o For Non-Compliance and Anomalies info-panels, summaries are displayed on a per-user basis,
with the reason for the event shown.

To change the sort order of the items displayed in the info-panel, use the Sorting controls at the top:

v

-nae

Use the dots icon to select the sort criteria, then use the arrow icon to toggle between ascending and
descending order. The sort criteria varies depending on the category chosen, and is based on the
statistics shown for each item. For example, by selecting the Gateways info-panel, you can choose the
display order for your Gateways based on the following statistics:

e Active Users
¢ Non-Compliances
e Active Devices
¢ Number of Issues
e Gateway Name
e City Name
A tick identifies the currently chosen criteria.

For Anomalies, the info-panel lists Unacknowledged and Acknowledged anomalies, and provides
additional functionality to enable you to Acknowledge individual Unacknowledged anomalies.
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Actlve 180 o v : X

Anomalles

["'-— 4 pearch gue Q]
VIEM BY

[ Unacknowledged Anomalies hd ]

All Anomsliss

Acknowledged Anomaliss
DEVICE OB TYPE CURRENT LOCATION
iPhone [ [Karasawa
DETARS

Singapore

SUN, 23 MAY 2022 11:35:56 PM -08:30
Karasawa

SUN, 25 MAY 2022 11:38:08 FM -08:30
Singapore

SUN, 25 MAY 2002 11:83:18 P -08:30
Karasawa

SUN, 23 MAY 2002 1L83:28 PM-08:30
Singapore

MO8, 30 MAY 2022 07051 PM -068.30

AMOMALY REASON
Multiple logins from more than one location
that are not reachable within the time
difference from previous loegin

ACKNOWLEDGE

T ERANSON M
MON, 30 MAY 2022 OT:08:20 FM -08:30 —

BEOWSER
Chrome

DEACE 0% TYP CURKENT LOCATICN

Windaows [0  Hyderabad

DETARLS
Hirashima

SUN, 20 MAY 2022 11:63:18 PM -08.30
United States

SUN, 20 MAY 2002 118328 PM-08:30
Toyonaka

SUIN, 28 MAY 2002 11:53:18 Pl -08:30
Hiroshima

BUN, 29 MAY 2092 115335 PM-08:30

York
MIOM, 30 MAY 2022 706 FM 0530

Each box in the info-panel lists a user and the active anomalies connected to them. For each user, from

the Unacknowledged anomalies list, click ACKNOWLEDGE to remove this anomaly from the list.
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Alternatively, use the tick icon and check boxes adjacent to each user name to acknowledge multiple, or
all, anomalies in a single action. Note that when the default "active" time period filter is selected, the
anomalies count in the Summary ribbon decreases by 1 for each acknowledgment.

For the Gateways info-panel, click a Gateway name to access the corresponding Gateways Overview
page that provide usage metrics or configuration details for that item.

Using the World Map

The Map view contains Gateways and Users tabs. Your Gateways locations are presented on the map as
a series of geographically-placed counters, with each counter depicting a location, the status of the
services held there, and the number of Gateways. To learn more about the colors used to indicate
service status, see "Understanding Gateway Status Indicator Colors" on page 54

{l-} Gatsweys IE,. Uzars ~
A Ha-ngalun.l-.
.'_J
GATEWAY STATUS
@®  showDetsils @ GOOD @ WARNING ¢ CRITICAL OFFLINE

Use the Plus (+) and Minus (-) controls to zoom in and out of the world map, allowing you to select the
desired level of detail. Alternatively, use your pointer to manipulate the map display. Double-click/tap
an open area of the map to zoom in, or reposition the map display through drag and drop.

To toggle between the Map view and Sankey chart view, use the icons at the top-right:

&
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The data shown is representative of the currently-selected time period, and by default shows active data

(for the previous 1 hour). To learn more about setting time periods for the displayed data, see "Using
the Filter Bar" on page 41.

To learn more about network usage or alerts at a particular location, hover your pointer over the

location identifier. It shows the active user sessions established from that Gateway location to other
Gateway locations.

By turning on the Show Details switch located at the bottom-left of the map, and by hovering on a
Gateway location, the current Gateway status is indicated by the color scheme shown in the legend.

o To learn more about the meaning of the different indicator colors used in the map and panels,
see "Understanding Gateway Status Indicator Colors" on page 54

COMBER
UNITED KINGDOM, EUROPE

GATEWAYS

B B @ (s

GOOD WARNING CRITICAL  OFFLINE
0 0

ACTIVE USERS ACTIVE SESSIONS

0 0

ACTIVE DEVICES NON-COMPLIANCES

To expand the current view, click the Full Screen icon:

A
v

In the expanded view, the Gateway Status pop-up summary panel is expanded to include more details
concerning usage at that location:

In addition to the status indicator, this version of the summary panel shows the following statistics:

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 51 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

¢ Active Users: The number of unique users that have sessions through Gateways at the location
(as also indicated in the location bubble)

¢ Active Sessions: The number of sessions accessed through Gateways at the location

¢ Active Devices: The number of unique devices that have sessions through Gateways at the
location

¢ Non-Compliances: The number of active non-compliant sessions (full/partial non-compliant) in
this location

o Click the Full Screen icon again to return to the standard view.

In both views, click a location bubble to display a sliding info-panel dialog for the Gateways at that
location.
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17 = - ot

ACTIVE DEVICES ACTIVE MO COMPLIAKCE

17 b o
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Current 551 Sessions Count
Auth Only Sessions
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oo @

CLUSTER DETALS
Cluster Name dis-security
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&
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' ll"l ] &

DHEK =41} SWAP MEMORY
UTILIZATION UTILIZATION UTILIZATION
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Use this info-panel to view health and usage statistics for the location, with further details concerning
any reported problems with the deployed Gateways. The panel displays the following details:

¢ Location name and number of Gateways: The descriptor for this location and the number of
Gateway instances deployed there.

¢ Active Users: The number of unique users that have sessions through Gateways at the location
(as also indicated in the location bubble).

e Active Sessions: The number of sessions accessed through Gateways at the location.
e Active Devices: The number of unique that have sessions through Gateways at the location.

¢ Non-Compliance: The number of active non-compliant sessions (full/partial non-compliant) in
this location.

e System Status: The system uptime and the time since the last config update.

e Session Counts: The number of current SSL sessions, number of auth only sessions, and the
number of ActiveSync devices.

¢ Cluster Details: The cluster name, type, and node details.

This view of the info-panel displays data for a single Gateway location. To view an info-panel showing
data for all Gateway locations, click the Gateways category in the Summary ribbon. To learn more, see
"Viewing the Network Summary Ribbon" on page 43.

o When displaying active data, all non-compliance and unacknowledged anomaly totals are
displayed for the previous 24 hours.

To learn more about the information and controls contained in the info-panel, see "Viewing the
Network Summary Ribbon" on page 43.

Understanding Gateway Status Indicator Colors

In the world map view, your current Gateway status is indicated by the color scheme shown in the
legend:

GATEWAY STATUS
@ GOOD @ WARNING @ CRITICAL OFFLINE
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¢ Good (Green): All Gateways are functioning normally.

¢ Warning (Amber): One or more of the Gateways at that location is experiencing a warning

scenario. This status is triggered by the occurrence of any one of the following conditions:
¢ Gateway device CPU usage is within the range 80% - 90%
e Gateway device swap memory usage is within 10% - 50%
¢ Gateway device disk usage is within the range 80% - 90%

 Critical (Red): One or more of the Gateways at that location is experiencing an critical alert
scenario. This status is triggered by the occurrence of any one of the following conditions:

e Gateway device swap memory usage is greater than 50%
e Gateway device disk usage is greater than 90%
e Atleast 1 critical error has been reported

» Offline (Grey): All offline or unregistered Gateways. That is, only Gateways that are unresponsive
or not yet registered with the Ivanti Neurons for Secure Access.

Furthermore, counters in the Summary ribbon use the following color scheme to reflect status:
¢ Red:
¢ Users: at least one user has anomalies in the selected duration
¢ Devices: at least one active device is non-compliant in the selected duration
¢ Gateways: as described above
* Non-compliance: if the count is non-zero

* Anomalies: if the count is non-zero

Users Map View

In the world map Users tab, each location shows the number of active users in that location.
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<J» Gateways

(gn

Users

Kloogaranna

o QESTON A

)

RISK STATUS
. No Risk Low @ Moderate ' High

Use the Plus (+) and Minus (-) controls to zoom in and out of the world map, allowing you to select the

desired level of detail. Alternatively, use your pointer to manipulate the map display. Double-click/tap

an open area of the map to zoom in, or reposition the map display through drag and drop.

To toggle between the Map view and Sankey chart view, use the icons at the top-right:

g

The color of the location shows the average UEBA Threat scores of the active users in that location:

Red (High) - UEBA Threat score > 30

Green (No Risk) - UEBA Threat score < 10
Yellow (Low) - UEBA Threat score > 10 < 20

Orange (Medium) - UEBA Threat score > 20 < 30

Hover on a user location to view detailed UEBA Threat scores of the users in that users location.

By hovering on a User location, the current Users' status is indicated by the color scheme shown in the

legend.
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ACTIVE USERS

Click a location bubble to display a sliding info-panel dialog for the Users at that location.
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The panel displays the following details:
e Session type
e Device OS type
e Last connected gateway
¢ Average UEBA Threat score
e Anomalies

e Alerts count

Using the Sankey Chart View

The Network Sankey chart provides an alternate visualization of your services, showing directed flow
between related objects. The width of each stream in the flow is proportional to the utilization of the
object the flow passes through, allowing an administrator to view significant usage and relationships
across your user base and application infrastructure.

To activate the Sankey chart view, use the toggle icons at the top-right:

& mw

By clicking the toggle display icon, the Sankey chart replaces the world map in the display. All other
components remain unchanged.
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USER ROLES DEVICE TYPES GATEWAYS

account

Windows

marketing

Android pes-bng
sales

security

los

APPLICATIONS

The Ivanti Connect Secure Sankey chart maps User Roles > Device Types > Gateways > Applications.
By hovering your pointer over a flow of interest, lvanti Connect Secure displays a tooltip confirming the
scale of the activity between the two objects connected by the flow.

To focus the display on a specific flow, or to identify related objects that interact with this flow, click the
chart at a point of interest. Ivanti Connect Secure provides highlighting to all flows that pass through
the point selected.

Using the Sessions, Non-Compliances, Connected Clients Version
and Pre-Auth Non-Compliances Charts

The Network Overview page includes bar charts to provide a breakdown of Sessions, Non-
Compliances, Connected Clients Version and Pre-Auth Non-Compliances events.
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SESSIONS

11 Min(s) - 26 Min(s)

. Number of Sessions

CONNECTED CLIENTS ... FILTER BY v
All Users

Window... |

2
View All 5

NON-COMPLIANCES
IN LAST 24 HOURS

HCPolicyS_Pred&Custom

HCPolicy4_File&Process

View All > @ Non-Compliances [ Partial Compliances

FILTER BY
HC Policies

TOP PRE-AUTH NON COMPLIANCES
IN LAST 24 HOURS

HCPolicy5_Pred&Cus... 1

HCPolicyd_File&Process 1

0 1 2 3 4 5 6
View All

The Sessions chart provides the total number of sessions over a period. That is, user sessions that took

place during the period.

To view a detailed list of events that contributed to the totals, click View all:
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20 Jun 202
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50
40
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20
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[ number of Sessions
SESSIONS
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- PRI
DEVICE DEVICE - — - 3
DATE TIME (GMT) SESSION ID USER NAME USER ROLE DEVICE ID LOCATION LOCATION DEVIEE TIEEE2 R F SOURCE IF o]
cITy COUMTRY o : MAME

The Non-compliances chart provides a breakdown of non-compliant device activity that contravened a

configured device policy. Totals are given for the highest policy contraventions recorded during the
period.

To view a detailed list of events that contributed to the totals, click View all:
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HOME [ INSIGHTS
Non-compliances Last 24 hours O ©

symantecaviow

mcafeeaviow

symantecavhigh

trendmicroavmedium

B ton-compliant activity

DATE TIME (GMT} SESSIONID USER NAME USER GROUP DEVICE ID GATEWAY NAME APPLICATION NAME NONCOMELANT
2021-02-15 12:26:23 7598c70745 linux2 linux group 116e2777a22c... azure Dropbox TrendMicroA...
2021-02-15 12:11:34 e1d97f6401 sjtestl san jose group 5705e1d018b0...  azure DisneyPlusHotstar SymantecAVH...
2021-02-15 12:09:02 e7b410c55f bngtest2 bangalore group  ald2c3861703... bngesx2 Adp McAfeeAVLow
2021-02-15 09:55:16 0362fd9aa8 bngtest2 bangalore group  ald2c3861703... @ bngesx2 Adp McAfeeAVLow
2021-02-15 09:23:40 10f84480bf sjtest] san jose group 5705e1d018b0... azure DisneyPlusHotstar SymantecAVH...
2021-0215 06:58:56 19a9085bfd bngtest3 bangalore group  97a6l1cfada8f.. bngesx employee.psecure. SymantecAVL...
2021-02-15 05:06:03 5f35301dat bngtest3 bangalore group  97a6l1cfada8f... bngesx RDP SymantecAVL...
2021-0215 05:05:42 5f35301da1l bngtest3 bangalore group  97a6lcfada8f... bngesx gavc.bnglab.psecur SymantecAVL...
2021-02-15 05:05:39 5f35301dal bngtest3 bangalore group  97a6lcfadasf... bngesx bngvce.bnglab.pse SymantecAVL...
2021-02-15 05:05:36 5f35301dal bngtest3 bangalore group ~ 97a6lcfadasf... bngesx bngvec.bnglab.psec SymantecAVL...
2021-02-15 05:05:33 5f35301dal bngtest3 bangalore group ~ 97a6lcfadasf... bngesx employee.psecure.l SymantecAVL...
2021-02-15 05:05:30 5f35301dal bngtest3 bangalore group ~ 97a61cfadasf... bngesx2 Meraki Guest PPS  SymantecAVL...
2021-02-15 05:05:20 5f35301dal bngtest3 bangalore group  97a61cfadasf... bngesx Amazon SymantecAVL...
2021-0215 04:58:31 A0187a78d0 bngtest2 bangalere group  ald2¢3861703... bngesx2 Adp McAfeeAVLow

Click on the legend labels to toggle that element on or off in the chart. Use your pointer to scroll the
event messages pane to view more details in the columns to the right.

The Connected Clients Version chart provides the distribution of various versions of lvanti Secure
Access client across different device OS in the tenant.

You can view the chart based on Active Users for Ivanti Secure Access client versions distribution from
the currently active sessions or All Users for lvanti Secure Access client versions distribution from the
sessions in the last 30 days.

To view a detailed list of events that contributed to the totals, click View all:
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Linux

Window...
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CONNECTED CLIENTS VERSION

4 log entry found

DATE TIME {12) SESSION ID USER NAME GATEWAY NAME DEVICE ID R

16 Feb 2022 05:40:25 P... fbaalfc... abhi pcs-patna 9113.... didel4d... Windows...
14 Feb 2022 09:32:02 P... 2c395fe. . abhi pcs-patna 9113.... 74cb70c... Windows...
14 Feb 2022 05:13:28 P... feaSfed... abhi pcs-patna 9152 24da79f .. Windows...
03 Feb 2022 04:20:20 A... 16cheb?... abhi pcs-patna a11.... beee809... Linux

DEvICE
LOCATION

CiTY

Florida City
Not Configur

Bengaluru

Not Configur

The Pre-Auth Non-Compliances provides the occurrences of non-compliance in the last 24 hours, in
the tenant even before the authentication.

You can view the chart based on Device Types, User Locations, Gateways and HC Policies.

To view a detailed list of events that contributed to the totals, click View all:
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FILTER E
HC P
HCPolicy5_Pred&Cus...
HCFolicy4_File&frocess 1
0 1 2 3 4 5 5
TOP PRE-AUTH NON COMPLIANCES
2 log entry found Q =
DAtz TIME (12) AL GATEWAY NAME DEVICE ID pERGEDS CoeSion REeS SOURCE IF Checes
ATE £ (- L ATEVWAY NAME v 2 Loc iy SSHEY
16 Feb 2022 04:24:38P... 496bd8... pcs-mumbai dideld... Window... Florida City 10.96.... HCPali...
16 Feb 2022 04:24:38 P... 496bd8... pcs-mumbal dideld...  Window... Florida City 10.96.... HCPali...

Using the Top Active Breakdown Charts

The radar charts at the bottom of the page show a breakdown of Gateways, Device Types, and User
Locations across your organization. Each chart shows the top active items in each category.
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Hover your pointer over a particular element to view a tooltip showing the label and total. To view more
details for a chart, click the corresponding View all link. For example:
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25 Jun 2021

< | Top User Locations & 548 AN GMT 9

Ebina Tokyo

Hyder...

TOP USER LOCATIONS

3 log entry found

DATE TIME (GMT) USER NAME GATEWY NAME USERACLE DEVICE TYFE DEVICE 0 THPE USER LOCATION CITY T LCATION
2021-06-23 09:20.07 Mogh pes-b... zales iPhone ios Ebina Jepan
2021-06-23 09:20.07 Oliver pcs-b... security Windo... Windo... Hyder... ndia
2021-06-23 09:20:07 willi... pcs-b... account Samsu... Andro... Tokya Japen

Click the View All link that provides access to a detailed view showing logs for the corresponding chart.
In the detailed log page:
¢ Double-click on any log to view additional details of that log in the Info Panel to the right.

¢ Use the Group by option and select the field type to view the table information in groups. Then
click > to view the logs in that group.

=t

e Where a specific data item in the event table is truncated due to the column width, hover your
pointer over the item to view a tooltip containing a full-length description. You can also re-size
the width of any column by dragging the column.

e To copy alog's column content, double click on the column content and press ctrl-c. If the
content has multiple words, for example log message column, then triple click and press ctrl-c.
To paste the content elsewhere, press ctrl-v.

¢ Use the Advanced Filter icon to view logs based on the pre-defined filter, operator and value. To
learn more, see "Filtering the Logs" on page 108.

Reviewing Users Activity

The Users Overview page shows activity relating to users in your lvanti Connect Secure deployment.
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To access the Users Overview page:

1. Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti
Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure Access"

on page 12,.

The Network Overview page appears by default.
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2. From the Ivanti Connect Secure menu, click the Insights icon, then select Users.

The Users Overview page appears.
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Understanding the Display

The Users Overview page contains the following components:
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« Filter bar, allowing the selection of active or historic data, and filtering by Gateway. For details,
see "Using the Filter Bar" on page 41.

e Summary ribbon, showing metrics for user activity. For more details, see "Viewing the Users
Summary Ribbon" on page 71.

¢ User Top Stats, Top 10 Users By UEBA Threat, UEBA Threat Types, showing graphs and
metrics for UEBA Threat scores across your user groups. For more details, see "Viewing a
Summary of UEBA Threat Scores for your Users" on page 72

e User Session Trends, showing a timeline chart of user sessions. For more details, see "Viewing

the Users Session Trend" on page 73

¢ Activity charts, showing charts for Adaptive authentication, Top user count, Top auth failures,
and Session types.

Each chart on this page includes a View All link. This link provides access to a detail view showing logs
for the corresponding chart. For example:
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Each detail view shows logs for the corresponding chart or category. For each column, click the arrow

icon adjacent to the column name to sort in ascending or descending order. Use your pointer to scroll
the log messages pane to view more details in the columns to the right.
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Where a log message is too long for the display, hover your pointer over the message to view a tooltip
containing the full text. Furthermore, to view a single log entry in a dedicated panel, click the log
message text to activate the info-panel view.

Viewing the Users Summary Ribbon

The Summary ribbon at the top of the Users Overview page shows activity totals for the selected time
filter:

ACTIVE GATEWAYS ACTIVE USERS ACTIVE DEVICES ACTIVE SESSIONS ACTIVE APPLICATIONS NON-COMPLIANCES AUTH FAILURES
now now now now now in last 24 hours in last 24 hours
0 f. o f. 0 i. 0 f. vi14 . 0 f. 0 f.

The ribbon indicates the totals accrued for each category during the displayed time period, as indicated
adjacent to the category name. Hover your pointer over the category elements to show a descriptive
tooltip.

¢ Active Gateways: The total number of active lvanti Connect Secure Gateways.
¢ Active Users: The number of active users during the selected time period.

¢ Active Devices: The number of active devices.

e Active Sessions: The number of active sessions.

¢ Active Applications: The number of in-use applications.

¢ Non-Compliances: The number of non-compliant sessions (full/partial non-compliant) across all
gateways in the last 24 hours.

o Auth failures: The number of authentication failures in the last 24 hours.

¢ Active Anomalies: The number of anomalies detected by Ivanti Connect Secure in the last 30
days.

By default, the data presented in the ribbon corresponds to the current day, since midnight GMT. The
number of hours over which the data applies is displayed in each category. To change the time period,
use the filter bar (see "lvanti Connect Secure Gateway Analytics" on page 38.)
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Viewing a Summary of UEBA Threat Scores for your Users

On the Insights > Users page, the User Top Stats panel displays information concerning UEBA threat
across your user base:

USER TOP STATS

Show stats for @ ActiveUsers () All Users

UEBA THREAT SCORE
100
40
Mo Risk(0-10)  Low(11-20) Moderate(21-30) High(>30)
1.24
v
L —

o} Avg. UEBA Threat Score 21

View All 2

TOP 10 USERS BY UEBA THREAT
50

Users
View All
UEBA THREAT TYPES
MNon Compliances | ©
Anomalies | O
View All 2

The User Top Stats contains:

» Active Users tab to view user stats of the active users.

e All Users tab to view user stats that include users logged in for the last 30 days.
The panel provides:

e A breakdown of UEBA threat by user.

The average UEBA threat score across all users.

The top-10 users scoring highest for UEBA threat. It also shows the UEBA threat score threshold
set, to terminate the user sessions with applicable rule on reaching the permissible limit.

A break-down of UEBA threat types.

The policies with highest non-compliance.

A user's UEBA Threat score is calculated from a combination of:
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e Application access attempts originating from anomalous geographic locations.
¢ Non-compliant user devices that attempted to access your applications.
Each additional incident increments a user's overall UEBA Threat score.

The No. of users chart provides a visual indication of the number of users that fall into each of the UEBA
Threat categories. These categories are shown as a range of UEBA Threat scores and number of users.
The upper and lower bands for each category are shown in brackets. The categories are:

No risk (0-10)

Low (11-20)

¢ Moderate (21-30)

High (>31)

o Where a particular threat category matches no users for the selected time period, that category
label is not shown.

Below this chart, lvanti Connect Secure displays the Average UEBA Threat Score for all users on a scale
between zero UEBA Threat and the highest UEBA Threat score measured at the end of the current time
period.

The maximum value shown in the chart corresponds to the highest UEBA Threat score for all
o users as they stand at the end of the time period, not the highest they have been within that
period.

The Top 10 Users by UEBA Threat Score chart shows the top-10 users with the highest cumulative UEBA
Threat score across the selected time period. Hover your pointer over each bar in the chart to see the
name of the corresponding user.

The UEBA Threat Type chart provides a breakdown of all geolocation anomalies and non-compliances
that occurred during the selected time period.

The Top Policies with Non-compliances chart shows the device policies that recorded the highest
number of non-compliances for the active users. Hover your pointer over each bar in the chart to see
the name of the corresponding policy.

Viewing the Users Session Trend

Ivanti Connect Secure uses this section to show user sessions trends that occurred during the period:
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You can choose to display this information through bar charts (as shown), or in a Sankey chart. Use the
toggle icon at the top-right to select the required view:

&

To expand the current view, click the Full Screen icon:

F |
v

In bar chart view, the bar chart shows one of following data types, selected using the drop-down
control:

e Unique User Count

¢ Unique Session Count
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e Unique Device Count

In the Sankey chart view, Ivanti Connect Secure provides an alternate visualization of user sessions,
showing directed flow between related objects.

USER SESSION TREND
USER ROLES DEVICE TYPES GATEWAYS
account Androld
' los—pes-bng:1
sales oS - pcs-bng
SECUrity Windows

The chart maps User Roles > Device Types > Gateways. By hovering your pointer over a flow of
interest, lvanti Connect Secure displays a tooltip confirming the scale of the activity between the two
objects connected by the flow.

To focus the display on a specific flow, or to identify related objects that interact with this flow, click the
chart at a point of interest. lvanti Connect Secure provides highlighting to all flows that pass through
the point selected.

Viewing the Users Activity Charts

Ivanti Connect Secure provides charts to represent user activity:
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e Adaptive Authentications: a chart of adaptive authentication in the last 24 hours based on
Location, Realm, or Reason.

¢ Top User Counts: a chart showing users that accrued the highest number of successful accesses
based on Location, Auth Server, Gateway, Device Type or Session.

¢ Top Auth Failures: a chart of authentication failures observed based on the Location, Auth
Server, or Gateway.

¢ Session Types: a chart showing number of Imported IF-MAP sessions, Exported IF-MAP sessions
and Local sessions.

¢ Top 10 Non-Compliant Host Checker Policies: a chart showing the top 10 host checker
policies that recorded the highest number of non-compliances.

* Top User Roles: a chart showing the totals for the number of user roles such as marketing, sales,
account, security, store.

Click the View All link that provides access to a detailed view showing logs for the corresponding chart.
In the detailed log page:
* Double-click on any log to view additional details of that log in the Info Panel to the right.

¢ Use the Group by option and select the field type to view the table information in groups. Then
click > to view the logs in that group.

=7
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¢ Use the Advanced Filter icon to view logs based on the pre-defined filter, operator and value. To

learn more, see "Filtering the Logs" on page 108.

Reviewing Application Usage

Applications are defined primarily by the URI you use to access them, and can be fully defined (for

example, a complete URI denoting a specific application at a location).

Ivanti Connect Secure provides views for your application usage metrics for all defined applications in

your Ivanti Connect Secure deployment..

To view application usage:

1. Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti
Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure Access"

on page 12.

The Network Overview page appears.
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2. From the Ivanti Connect Secure menu, click the Insights icon, then select Applications.

The Applications Overview page appears, showing the selected metrics.
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The Applications page contains the following components:
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« Filter bar, allowing the selection of active or historic data, and filtering by Gateway. For details,
see"Using the Applications Filter Bar" below.

e Summary ribbon, showing details of the selected gateway. For more details, see "Using the
Applications Summary Ribbon" on the next page

¢ Top Protocols by Application Access Count, showing number of top protocols that attracted
the greatest number of application accesses. For more details, see "Viewing Top Protocols by

Application Access" on the next page.

¢ Applications Access Trend, showing applications accesses trends that occurred over a period.

For more details, see "Viewing Applications Access Trend" on page 81.

e Activity charts, showing application access details of Top Network Access Layers, Top User
Locations, Top Device Types, Top Users, Top Gateways, Top User Roles, and Top Application
Names. For more details, see "Viewing the Activity Charts" on page 84

Each chart on this page includes a View All link. This link provides access to a detail view showing logs
for the corresponding chart. For example:

Using the Applications Filter Bar

Ivanti Connect Secure uses the top part of the display on all Insights data analysis pages to show the
current page title, the default time period, and options to:

e Manually refresh the data

Select the date and time period for which data is displayed.

Set a filter for a specific Ivanti Connect Secure Gateway

e Select Layer 3 and Layer 7 Applications

o L3 user sessions support viewing both IPv4 and IPv6 applications.

By default, analytics data on this page and others is shown for the last hour or current day. To manually
refresh the data, click the circular arrow:

S

Ivanti Connect Secure provides the ability to show focused metrics for a specific Ivanti Connect Secure
Gateway. To select a specific gateway, use the filter icon:
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In the Filter panel, from the drop-down list select the required gateway and click Apply.
To clear the selection, click Clear All.

Ivanti Connect Secure provides the ability to show focused metrics for Layer 3 and Layer 7 applications.
By default, data on this page shows for All Applications. Select the required application access from
the list to view the corresponding charts and trends in the Applications page. Within Layer 3
Applications, you can choose ESP or SSL applications.

All Applications

All Applications

Layer 7 Applications

Using the Applications Summary Ribbon
The Summary ribbon provides the following metrics:

e Active Applications: The total number of active applications defined on the Ivanti Connect
Secure.

¢ Active Users: The number of active users.
¢ Active Gateways: The number of active Gateways.

¢ Active Devices: The number of active devices.

ACTIVE APPLICATIONS ACTIVE USERS ACTIVE GATEWAYS ACTIVE DEVICES
now novi nowi now
4 26 inlast 1 hour 4 24 inlast 1 hour a1 mlast 1 hour & 31 inlast 1 hour

Viewing Top Protocols by Application Access

The Top Protocols by Application Access Count radar chart shows the top protocols that attracted
the greatest number of application accesses during the period (for example, Web, RDP, SSH or
Bookmark).

Hover your pointer over each bar to display a tooltip of the protocol type and number of accesses
recorded.
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Viewing Applications Access Trend

The Applications Access Trend panel shows application access trends that occurred during the period.

Choose to display this information through line and bar charts, or in a Sankey chart.
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Use the toggle icon at the top-right to select the required view. Also at the top-right, use the full-screen

icon to toggle the current view between normal and full screen.
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* Inline/bar chart view:
The display is split into two charts:

¢ Aline chart showing the number of accesses for the top-10 applications during each
hourly period of the day

e A bar chart showing one of four data types, selected using the Filter Access By drop-

down control:

¢ Unique User Count: Shows a count of unique user activity identified during each
hourly period.

¢ Unique Device Type Count: Shows a count of unique device types identified
during each hourly period.

¢ Unique Location Count: Shows a count of activity from unique user locations
identified during each hourly period.

e Unique User Group Count: Shows a count of activity from unique user groups
identified during each hourly period.

In this chart, you can:

e Hover your pointer over each hourly interval to view a tooltip showing the corresponding
data totals.

e Click and drag a select box across a shorter time period to zoom in on a narrower time
window. To return to the full 24 hour period, click the zoom out icon.

¢ Click the corresponding line in the graph to view only the data for that specific user

group.

Using the Sankey Chart View

The Sankey chart provides an alternate visualization of application access activity, showing directed flow
between related objects. The width of each stream in the flow is proportional to the utilization of the
object the flow passes through, allowing an administrator to view significant usage and relationships
across your user groups and application infrastructure.
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Hover your pointer over a flow of interest to display a tooltip confirming the scale of the activity
between the two objects connected by the flow.

To focus the display on a specific flow, or to identify related objects that interact with this flow, click the
chart at a point of interest. lvanti Connect Secure provides highlighting to all flows that pass through
the point selected.

Viewing the Activity Charts
The Activity Charts on this page represent top application access totals in the following categories:

¢ Top Network Access Layers by Apps Access Count: a bar chart showing the count of Layer 3
and Layer 7 applications accesses.

¢ Top User Locations: a bar chart showing the count of application accesses made from various

user locations.

¢ Top Device Types by Applications Access Count: a bar chart showing a count of number of
applications accesses made from various devices.

¢ Top Users by Applications Access Count: a bar chart showing a count of number of
applications accesses made by the users.
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¢ Top Gateways by Applications Access Count: a bar chart showing a count of number of
applications accesses made from Gateways.

e Top User Roles: a bar chart showing the count of application accesses made by various user
roles (example: Marketing, Sales, Accounts, Security).

¢ Top Application Names: a bar chart showing the count of application accesses made to various
applications (example: Microsoft Teams, Outlook).

Hover your pointer over a particular element to view a tooltip showing the label and total.

Use the Filter to view active access count by Gateway, Device Type, User Name, User Role, or User
Location City.

Click the View All link that provides access to a detailed view showing logs for the corresponding chart.

In the detailed log page:
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e Double-click on any log to view additional details of that log in the Info Panel to the right.
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Double-click on any log to view additional details of that log in the Info Panel to the right.

Use the Group by option and select the field type to view the table information in groups. Then

click > to view the logs in that group.

il

Use the Advanced Filter icon to view logs based on the pre-defined filter, operator and value. To

learn more, see "Filtering the Logs" on page 108.

Configuring nZTA Policy to an ICS Application

Administrators can now configure ICS application with nZTA Secure Access Policy from the nSA-ICS
Applications page. This feature requires nZTA license. The Secure Access Policy defines how end users
can connect to nSA to access applications.
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A Configure button is provided in the ICS Applications page to configure nZTA Secure Access Policy to

an ICS application.

@
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Applications

Gateways

Logs

Actions

Reports
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B Gateways w
o Administration w

#1 jvantl IVANTI CONNECT SECURE / Select  Gateway =

g " [
Applications Overview of All Gateways @ | i~ soen B O All Applications

0308 AM
ACTIVE APPLICATI... ACTIVE USERS ACTIVE GATEWAYS ACTIVE DEVICES
nowy now naw now
0 inlast 1 hour 0 inlast 1 hour 0 inlast 1 hour O inlast 1 howr
TOP PROTOCOLS BY APPLICATION ACCESS COUNT APPLICATIONS ACCESS TREND
hmps
— 1234
rog 1
20 — 3u
No. of Unigue
W s Apglications
5 — A
B acvances mmis
= micros
View Al +
o — QTR
TOP NETWORK ACCESS LAYERS BY APPS ACCESS COUNT ’
FLTER &CCESS BY — 1234
Unique Uiser Count il
407 —_— 1234
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l —_— 1234
L)
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=

: E 1234

Last 24 Hours

View Al +

To configure nZTA policy to the ICS application:
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1.

2.

In the ICS applications page, click Configure.

The Configure Applications page is displayed showing a list of accessed applications behind the

ICS gateway.

< ‘ Configure Applications

24 Jan 2023
0319 AM

24 Jan 2023
“osteam O 8 9

DEFAULT GATEWAY APPLICATIONS

24 APPLICATIONS [ SEARCH O\} =9 i +
= DATE TIME {GMT) APPLICATION NAME APPLICATHON PORT GATEWAY NAME
[ 24 Jan 2023 04:16:23 A... play.google.com 443 ics-abare-88-38
(0 24 Jan 2023 04:16:02 A... self. events data.microsoft.com 443 ics-abare-88-38
% 24 Jan 2023 04:15:56 A... youtube.com 443 ics-abare-88-38
(O 24 Jan 2023 04:15:51 A static.doubleclick net 443 ics-abare-88-38
[0 24 Jan 2023 04:15:49 A... google.co.in 443 lcs-abare-88-38
D 24 Jan 2023 04:15:49 A... yi3.ggpht.com 443 ics-abare-88-38
(O 24 Jan 2023 04:15.48 A beacons.gcp.gvi2.com 443 ics-abare-88-38
[ 24 Jan 2023 04:15:48 A... edged|.me.gvtl.com 80 ics-abare-88-38
[ 24 Jan 2023 04:15:46 A... content-autcfil. googleapis.com A43 ics-abare-88-38
O 24 Jan 2023 04:15:45 A... googleads.g.doubleclick.net 443 ics-abare-88-38
[ 24 Jan 2023 04:15:43 A... accounts.google.com 443 ics-abare-88-38
[ 24 Jan 2023 04:15:43 A... fonts.googleapis.com 443 ics-abare-88-38
— T4 lam IR AAAE A A i wrrirme e AA ime akhora 00 30

Rows per page: 100 v

In the search box provided, start typing the application name. ICS auto-completes any matching

application name.
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3. Select an application from the list and click Create Policy to create a nZTA Policy.

The nZTA Create Secure Access Policy page is displayed. The Application Name, Application
Detail and Description fields are pre-filled in the page.

{  Create Secure Access Policy (O

Create Secure Access Policy
A Secure Access Policy defines how end users can connect to nSA to access applications.

To create a Secure Access Policy, user has 1o define Application/Application Group, Device Policy, User Group and Gateway/Gateway Group/Gateway Sel
COptional Selection: Device Palicy

2 3 4 5
Applicationsfapplication Groups Device Policies Usar Groups Gateways/Gateway Summary
Groups/Gateway Selectors

() Add Allowed Domains

Choose or Upload an Application icon

APPLICATION ICON | (uroapicon 3
[ i | [r.aax file size 1MB €| 0
)
Add Ons
{"% Create bookmark for application ("} Enable Application Discovery

[C) Add to Application Group

Save Application

4. Click Save Application and then click Next.

5. Define Device Policy, User Group and Gateway/Gateway Group/Gateway Selector. For details, see
the section Creating a Secure Access Policy.

Reviewing Individual User Activity

This page shows activity relating to a specific user in your Ivanti Connect Secure deployment.

To access the User Overview page:
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1. Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti

Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure

Access" on page 12.

The Network Overview page appears by default.
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2. Launch the User Overview page by doing one of the following:

¢ In the Search field on Filter bar, type the username for which you want to see the

activities.

¢ In the Summary ribbon, click Active Users. In the Active Users panel displayed, click the
username link for which you want to see the activities.

¢ Click the View All link in any of the charts. In the logs table displayed, click the username
link for which you want to see the activities.

The User Overview page is displayed.
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User Overview @ | O
michael
ACTIVE SESSIONS DURATION LAST LOGIN LOCATION MUMBER OF AUTH FAILURES NON-COMPLLANT SESSIONS NUMBER OF ANON
{ir lmeT 30 awye) (im last 30 aays) (im lagr 30 aeys)
1 HOUR, 23 MINUTES AND 10 SECONDS TOKYO 0 TOTAL 1] CURRENT 1 UNACKNOWLEDGH
UEBA THREAT SCORE RESET SCORE O USER SESSIONS TREND
1
v -9~ No.of Apphcations [0 Anomabes © MonCompliance A AumFailure
B A T
u] UEEA Threst Seors s | E
B
B
3
1 -
- 5
k-]
2
0 VEEA Tnreat Score Rank 1 0
Ayg I5 AyglB Ayg IT Aug 28 hgg 19 Aug 30 Bug 3
View All 4 Lezt 7 asys
BAMDWIDTH DETAILS TOP 5 LOGIN LOCATIONS APPLICATION ACCESS SESSION DETAILS
@ Banawictn Conswmea .
| Active
@ Cornected Time
1 : _—
o 0 R
z 3 aF
= 2. ®
= g Tokyo 1 2 "
g 1 E Q > Geteweys ] .
3 = = —
3 2
i} = 1
£ ; Active . = .
3 B Mo datz to displey m
E a 2 4 .} ] o 2
- Numioer of Seazions  View All Numpar of
USER DEVICE AND STATUS
e
DEVICELD DEVICETYPE CEMCECETYRE LAET LOCETICH LAET SEBM [GMT) %@T AT
devilbsvvsdyrgt Samsung SM-G Android 800 Tokyo 09/01/2022 4:25 am 1 Q
APPLICATIONS
0 Apglicationa
TIME (GWT) R RTLE DEVICECS GATEWEY MAME AFPLICATEON MANE SESHONID | FCRT

The page has the following areas:
e The Filter bar

e The Summary ribbon
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e UEBA Threat Score and UEBA Threat Score Rank
e User Sessions trend

e Activity charts, showing charts for Bandwidth details, Last 5 Login Locations, Application Access

and Session Details
e Table showing User Device and Status

Each chart on this page includes a View All link. This link provides access to a detail view showing logs

for the corresponding chart.

Using the Filter Bar

The top part of the page has the option to manually refresh the data.

Viewing the User Summary Ribbon
The Summary ribbon provides the following metrics:

¢ Active Sessions Duration — All active sessions duration combined of the user, displayed in

hours, minutes, and seconds.
 Last Login Location — The location from where the user has last logged in.

* Number of Auth Failures — The number of authentication failures for this user in the last 30

days.

* Number of Non-Compliant Sessions — The number of Non-compliant sessions (full/partial
non-compliant) for this user across all gateways in the last 30 days.

¢ Number of Anomalies — The number of anomalies (acknowledged and unacknowledged)
detected by Ivanti Connect Secure in the last 30 days.

ACTIVE SESSIONS DURATION LAST LOGIN LOCATION NUMBER

OF AUTH FAILURES

22 MINUTES AND 49 SECONDS UNITED STATES o]

Viewing the UEBA Threat Score

The UEBA Threat Score panel contains:
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UEBA Threat Score - It is the cumulative value of number of anomalies and number of non-
compliant sessions of this user. Click the View All link to see the log details in a table.

UEBA Threat Score Rank - It is the UEBA Threat score position of this user based on the UEBA
Threat scores of all the users in the tenant.

Reset Score — As an administrator, you can reset the UEBA Threat score of this user.

A user's UEBA Threat score is calculated from a combination of geographic anomalies, non-
compliance with device policies, and activity deviations.

Viewing the User Session Trend

This section shows the following user activities per day that occurred during the last seven days. You

can hover over the trend to view details.

Number of unique Active Sessions
Number of Applications accessed
Number of Anomalies

Number of Non-Compliance sessions

Number of Auth Failures

Viewing the User Activity Charts

This Ivanti Connect Secure provides charts to represent user activity:

Bandwidth Details — shows the Bandwidth Consumed per day and Total Time connected per
day by the user for the last seven days.

Last 5 Login Locations — shows the last top five Login Locations accessed by the user in the last
30 days.

Application Access — shows the number of Applications accessed by the user in the active
sessions and in the last 30 days based on Bookmark, VDI and HTML5 access.

Session Details — shows the number of Active Sessions and Total number of sessions in the last
30 days based on Role, Gateways and Active sessions
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BANDWIDTH DETAILS LAST 5 LOGIN LOCATIONS APPLICATION ACCESS SESSION DETAILS
@ Bandwidth Consumed @ Connected Time
10 1 @ Currently Accessed @ Total Accessed @ Active [
e’ Bookmarks 1 Roie D '
05 1’ K © -
/ united states .
leeeo o o o oo VoI | g Gateways - .
f 6
[ 5 -
/ : HTMLS Active .
dola o & o o o 4 0 o 2 4 ° & 0 2 4 6 o 1
P M B e Rl View all » Number of Sessions View all » Number of Sessions yiew all » Numbe

Click the View All link that provides access to a detailed view showing logs for the corresponding chart.

Viewing the User Device and Status

This table provides the status of the devices used by the user for connecting to VPN in the last 30 days.
Each row in the table includes Device ID and Device Type of a device among other user session details.

Click the link in each column to drill-down for additional details.

USER DEVICE AND STATUS

DEVICE ID DEVICE TYPE LAST LOCATION LAST SEEN COMPLIANT ACCESSES ANOMALIES
deviOvs4P6oBSIh Windows 7 Hyderabad August 25, 2021 7.05 PM o] 2
devaQxuDmgSTf8 Ubuntu Fleet August 25, 2021 7.05 PM 0 o}

Reviewing Gateways Status and Versions

The Gateway Overview page gives an overall detail of all the gateways that are registered in the tenant.
To access the Gateway Overview page:

1. Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti
Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure Access"
on page 12.

2. From the Ivanti Connect Secure menu, click the Insights icon, then select Gateways.

The Gateway Overview page appears.
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Gateway Overview of All Gateways @)
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Understanding the Display

The Gateway Overview page contains the following components:
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e Summary ribbon

e Gateway Status and Versions

e Access Trend View

e Top 10 Gateways by Errors

¢ Top 10 Gateways by Health

e Overall Concurrent Users License Usage

Use the Filter bar, located on the top-right-corner of the page, that allows the selection of active or
historic data, and filter by Gateway. For details, see "Using the Filter Bar" on page 41.

Each chart on this page includes a View All link. This link provides access to a detail view showing logs
for the corresponding chart.

Viewing the Gateways Summary Ribbon
The Gateway Overview Summary panel gives the following details:

¢ All Gateways: Shows the total number of Ivanti Connect Secure Gateways that are registered
with the tenant.

¢ Active Gateways: The total number of active gateways within the tenant.

¢ Active Sessions: The total number of active sessions across all the connected gateways within
the tenant.

* Consumed Concurrent User Licenses: The total number of concurrent user licenses consumed
across all the gateways.

¢ Critical Errors: The total number of critical errors in the last 24 hours across all the gateways. The
trend shows the critical error occurrence in the last 24 hours. It also shows the number of errors
increased or decreased in the last 24 hours.

Viewing the Gateways Status and Versions

The Gateways by status chart shows the distribution of gateways by their status:
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« Offline Gateways: All gateways that are registered with the tenant, but not connected.

¢ Online Gateways: All gateways that are registered with the tenant and connected but are not
running any sessions.

¢ Active Gateways: All gateways that have at least one active session.

The Gateway by versions chart shows the distribution of latest 10 gateway versions across all the

gateways within the tenant. The Gateways by ESAP version chart shows the distribution of latest 10
ESAP versions across all the gateways within the tenant.

To view a detailed list of events that contributed to the totals, click View All.

¢ | Gateway Stats of All Gateways © | O

Gatewsy by Status

o Offline Gateweys (1 Onlins Gatewsys (3) Active Gatewsays (1)

Gateway by Versions

Z2R1-262

2112812

2 I0R1-462

Upastes Avallable:
22.2R1-233, 2LIRS-52, BIRIS-1E737. SIRIAS-18763

GATEWAY STATS

2 log ertry found

(GATEWEY STETUS GROLUE NQL OF GATEWEY IDE

]
ol

NO.CF Y

i
@

GATEWAY VERBONEG

» online(3) 3

LB

J112R1-2 -1, 229R
» offline (1) 1

Viewing the Gateways Access Trend

Ivanti Connect Secure uses the Gateways Access Trend section to show:
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¢ the hourly distribution of the number of logins, average CPU usage, average memory usage,

average disk usage, average network throughput across all the gateways during the last 24

hours.

 the hourly distribution of critical errors across all the gateways during the last 24 hours.

You can check the trend for Critical Errors and Throughput (MB).

To view a detailed list of events that contributed to the totals, click View All.

70

<{ | Access Trend of All Gateways )
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—e— Average Disk Usage(%)
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»
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& & & &

[=]
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1,000
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Critical Errars

ACCESS TREND
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02 Jan 2022
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02 Jan 2022

'

an 360
228 219
-1l I .

10am Tlam 12pm

6569 log entry found

TIME (GMT)

10:21:30 AM

10:21:24 AM

10:21:24 AM

10:21:17 AM

212 210 == 227 235 217 205
2pm 3pm 4pm Spm 6pm Tom 8pm

GATEWAY ID

34f59dc05...

34f59dc05...

34f59dc05...

34f59dc05...

GATEWAY NAME
pes-delhi
pes-delhi
pes-delhi

pcs-delhi

MESSAGE ID

5Y523410

§¥532020

5Y531983

§¥532020

455 439 452 425

Spm 10pm
Last 24 Hours

RAW MESSAGE

Node clu...
APIPUT ...
Capabilit...

APIPUT ..

Tipm

12sm

AVERAGE CPU
253
253
253

253

Tsm

238 223

28m 3am Aam 38m
s e M e
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2579 3250.42
2579 3250.42

Garm
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AVERAGE DISK
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80.54

80.54
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£

Viewing the Top Gateway Activity Charts

Ivanti Connect Secure provides charts to show breakdown of Top 10 Gateways by Errors and Top 10

Gateways by Health.

The Gateways by Errors chart provides the total number of Critical Errors or Integrity Check Violations

across top 10 gateways over the last 24 hours. Use the Filter drop-down to select the option from the

list.
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To view a detailed list of events that contributed to the totals, click View All.

600

400

Critical Errors

200

TOP 10 GATEWAYS BY ERRORS

625 log entry found

[§]
o

< | Top 10 Gateways by Errors of All Gateways ® 5

pes...

14

pe..

22

pe...

DATE

15 Dec 2021

15 Dec 2021

15 Dec 2021

15 Dec 2021

15 Dec 2021

15 Dec 2021

15 Dec 2021

TIME (GMT)

07-:01:44 AM

07-:01:44 AM

06:00:27 AM

06:00:27 AM

04:59:11 AM

04:59:11 AM

03:57:55 AM

GATEWAY ID GATEWAY NAME

34f59dc05e1a463ea30219a73c1cf1e6 pes-delhi
34f59dc05e1a463ea30219a73c1cf1e6 pes-delhi
34f59dc05e1a463ea30219a73c1cf1e6 pes-delhi
34f59dc05e1a463ea30219a73c1cf1e6 pes-delhi
34f59dc05e1a463ea20219a73c1cf1e6 pes-delhi
34f59dc05e1a463ea20219a73c1cf1e6 pes-delhi

34f59dc05e1a463ea20219a73c1cf1e6 pes-delhi

MESSAGE ID

SYS32040

SYS32039

SYS32040

SYS32039

5Y532040

5Y532039

5Y532040

RAW MESSAGE
Integrity Scan Failed: |
Integrity Scan Failed: |
Integrity Scan Failed: |
Integrity Scan Failed: |
Integrity Scan Failed: |
Integrity Scan Failed: |

Integrity Scan Failed: |

The Gateways by Health chart shows the top 10 gateways that have high CPU usage, Memory usage,
Disk usage, or Network throughput. Use the Filter drop-down to select the option from the list.

To view a detailed list of events that contributed to the totals, click View All.
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< | Top10 Gateways by Health of All Gateways © | O

CPU

: _ _
1
0 e

I
2

pe..
pcs..

Gateway Names

TOP 10 GATEWAYS BY HEALTH

3 log entry found

DATE TIME (GMT) GATEWAY ID GATEWAY NAME cru 03K USAGE (%) MEMORY (%) hEE]
15 Dec 2021 07.07:29 AM 34f59dc05eladB63eal... pes-delhi 1 5474 17 2628
15 Dec 2021 07:06:57 AM 7a2efd01a35f4bdSbc...  pes-as-chennai 4 55.07 68.39 247

15 Dec 2021 07:06:50 AM te0dc15633dcafd4b8... pcs-coa 4 5461 17.04 241

The Overall Concurrent Users License Usage chart provides the maximum licenses used on a daily basis
across all the gateways over the last 30 days.

To view a detailed list of events that contributed to the totals, click View All.
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Max No, of Licenses Used
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02 Jan 2022
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01 Jan 2022
01 Jan 2022

01 Jan 2022

117 log entry found

TIME {GMT)
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12:00:54 AM

12:00:18 AM

12:03:31 AM

12:03:15 AM

12:01:41 AM

12:04:28 AM
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12:02:11 AM

< Overall concurrent-users license usage of All Gateways © )

OVERALL CONCURRENT-USERS LICENSE USAGE

GATEWAY ID

7a2efd01a35f4bd9bc2f268d235ea852

869eed9324e141c897d2cTac4f3b366b

34f69dc05e1ad63ea30218a73c1cfleb

869eed9324e141c897d2c Tac4f3b366b

34f58dc05elad63ea30219a73clcfles

7a2efd01a35f4bd9bc2f268d235ea852

34f59dc05e1a463ea30219a73c1cf1e6

7a2efd01a35f4bd9bc2f268d235ea852

869eed9324e141c897d2cTac4f3b366b

Last 30 Days

GATEWAY NAME
pcs-as-chennai
pcs-newyork
pcs-delhi
pcs-newyork
pes-delhi
pcs-as-chennai
pes-delhi
pcs-as-chennai

pcs-newyork

Dec 04 Dec 05 Dec 06 Dec 07 Dec 08Dec 09 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20 Dec 21 Dec 22 Dec 23 Dec 24 Dec 25 Dec 26 Dec 27 Dec 28 Dec 28 Dec 30 Dec 31 J;

MAX CONCURRENT USER LICENSES CONSUMED

Use the Advanced Filter icon to view logs based on the pre-defined filter, operator and value. To learn

more, see "Filtering the Logs" on page 108.

Checking the Logs

The Ivanti Connect Secure Logs page displays audit and activity events observed by your lvanti Connect

Secure access infrastructure. These events are reported to the Ivanti Neurons for Secure Access by your

Gateways and Authentication, Authorization and Accounting (AAA) service.

To view the Logs page:

1. Log in to the lvanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti

Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure Access"

on page 12.

2. From the Ivanti Connect Secure menu, click the Insights icon, then select Logs.

The Logs page appears.
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Logs ®

EVENT LOGS

3922 log entry found Q  ventLogs Vo e w0 B O[T M &

STATUS DATE TIME (-12:00) SEVERITY SESSION ID GATEWAY NAME USER NAME MESSAGE
] 22 Feb 2022 06:03:37 PM INFO pcs-patna System Integrity Checker Tool: Integrity Scan Finished!
L] 22 Feb 2022 06:03:37 PM CRITICAL pes-patna System Integrity Scan Failed: Detected 1 mismatched file
L[] 22 Feb 2022 06:03:37 PM CRITICAL pcs-patna System Integrity Scan Failed: Detected 1 new files
L] 22 Feb 2022 06:03:19 PM INFO pcs-patna System Integrity Checker Tool: Integrity Scan Started!
] 22 Feb 2022 06:01:02 PM INFO pcs-mumbai System LMDB shards usage stats shard: 0:1% 1:1% 2:1% 3
L] 22 Feb 2022 05:53:00 PM INFO pcs-patna System LMDB shards usage stats shard: 0:1% 1:1% 2:1% 3.
] 22 Feb 2022 05:50:55 PM INFO pes System Active sessions sync with nSA completed and O
L ] 22 Feb 2022 05:50:53 PM INFO pcs System Starting hourly nSA sessions sync with Q sessior
] 22 Feb 2022 05:50:53 PM INFO pcs System Received Netconf RPC request: <rpc id="123"><g
] 22 Feb 2022 05:49:29 PM INFO pcs-patna System Received Netconf RPC request: <rpc id="123"><g

22 Feb 2022 05:39:23 PM MAJOR pcs-patna System Certificate 'Cybertrust Global Root' is expired
4
Rows per page: 100 v « n 2

This page comprises the following sections:

¢ Log selection and filtering controls, see "Setting Log Criteria and Filtering the Output” on the
next page.

¢ The log record display, see "Viewing Log Records" on page 107.

o Ivanti Connect Secure additionally provides a separate log records page pertaining to activity
for specific Gateways.

Setting a Log Time Period

Use the time period selectors at the top of the page to set a time period or time range for your log
results.

To switch between Time Period and Time Range. use the following icon:

30 May 2022 31 May 2022
07:54 PM " 07:54 PM

-09:30
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The adjacent time selection boxes update according to your choice. For Time Period, set the time
period you want to view. Choose from:

e Last 60 minutes

e Last 24 hours (default)
e Llast 7 days

e Last 1 month

For Time Range, set a specific Date and Time for both the start and end of your time range.

Setting Log Criteria and Filtering the Output

To set the criteria you want to use for viewing log data, use the controls above the main log display. This
section also contains functions to highlight search terms, apply filters, and schedule log export jobs.

Select the primary log type you want to display by using the Log Type drop-down list:
LOG TYPE
Access LDQS

Choose from:

e Access Logs
¢ Admin Logs
e Event Logs

Then, use the icons adjacent to the log selector to further control your log selection. Choose from the
following:

e To search for a term in the displayed logs, click the following icon:

Q

Ivanti Connect Secure highlights all matches is the log display.
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¢ Logs are refreshed automatically by changing the criteria. To manually refresh the log display,
click the following icon:

S

¢ To change the fields displayed for each log line, click the following icon:

Il

In the field selector, click a field name to toggle between show or hide. A tick icon indicates a
displayed field. After you are finished, click the context menu icon to close the selector. See
"Viewing Log Records" on page 107.

e To trigger the advanced filter selection, use the following icon:

To learn more, see "Filtering the Logs" on page 108.
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¢ To group the logs based on the fields, use the Group by option and select the field type to view
the table information in groups.

=7

Click > to view the logs in that group.

Logs (O
2 og ey foue o (B o] sl e wn 8 0| = W@
GATEWAY GROURP | SEVERITIES MO OF USER ‘ NO. OF GATEWAY IDS NO. OF SOURCE PS NO. OF DE'
> pcs-mumbai (277) info - 277 1 1 | 1
i pcs-delhi (12) info - 12 2 1 2 i
I STATUS DATE TIME MESBAGE ID SEVERITY SESSION ID GATEWAY ID GATEWAY NAME
o] 31 May 2022 05:15:01 AM ADM31931 INFO be18a04be3 eaBadde381354... pes-delhi
o] 31 May 2022 05:15:01 AM ADM31931 INFO bel8a04be3 eaBadde381354..  pes-delhi
o 31 May 2022 05:15:01 AM ADM20664 INFO beiga0dbe3 eaBadde381354...  pcs-delhi
o] 31 May 2022 05:15:01 AM ADM20664 INFO be18a04bed eaBadded81354...  pes-delhi
i et e e e e I e e
> pes-coa (1) info -1 1 1 : .

¢ To export the displayed log as a CSV or JSON text file, or to set up a new scheduled log export
job, click the following icon:

)

To learn more about log export jobs, see "Exporting Logs" on page 110.

* To view the status of currently-scheduled log export jobs, click the following icon:

E

To learn more about log export jobs, see "Exporting Logs" on page 110.
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e To change the view density, click the following icon:

Viewing Log Records

The main part of the page shows the log records that match your selected criteria. The number of
matching log records is displayed at the top-left.

Each log line includes the following fields:

e A status indicator showing the level of severity associated with each log event. Use the following
table for a guide to the meaning of each indicator color:

Severity Status Color
INFO Green
MINOR ~ Amber
MAJOR  Amber
CRITICAL Red

¢ The date and time of the event.

¢ The message ID that identifies this type of event.

¢ The severity of the event in words.

e The session ID that was the source of the event, where applicable.

¢ The ID of the Ivanti Connect Secure Gateway that reported the event, where applicable.

¢ The name of the Ivanti Connect Secure Gateway that reported the event, where applicable.
e The IP address identified as the source of the event.

e The user name associated with the event, where applicable.

¢ The ID of the device associated with the event, where applicable.

e The message (description) of the event.

Use the page controls at the bottom to select the number of log records/rows per page:
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50

Rows per page: v 100

Choose from:

* 50

¢ 100 (default)

e 200

200

To cycle through the log pages, use the page controls at the bottom-right.

Where a single log message is too long for the display, use your pointing device to scroll the optional

fields display to the left or right.

Furthermore, to view a single log entry in a dedicated panel, click the log message text to activate the

info-panel view:

® INFO

© 060X

User Name : iostest1

Time
Date

Source IP

Message

Message ID

Device ID

05:48:24

2020-1119

14143.66.19

3cf3187bct

. Host Checker policy 'SymantecAV

Low' failed on host 14.143.66.19' a
ddress '00-50-56-bf-3d-3d" for us
er ‘iostest!' reason 'Rule-Symante
c_AntiVirus_Low:Anti-Virus softwa
re listed in security requirements i

s not installed."

AUT24804

9790fc1b608142728215127fa4386
c94

In the info-panel, use the Previous and Next icons to cycle through each log entry in turn.

Filtering the Logs

The Logs page provides an advanced field filter through which you can narrow down the displayed log

entries to a sub-set that matches the filters you apply.

To add a filter, click the following icon:
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Next, use the pop-up dialog to add one or more new field filters.

Loge © ADVANCED FILTER pe

ADMIN LOGS " i &
1LOGI(S) Saved Filters

(1sruseR namErs . x| [(Is/USER NAMEL. X

Py——
Filter name

305ep2023 01 Oct 20,

0920PM  02:20PM L

s | oa | e Gm | sevesry sssion i | Garevay nave

Filterb| A

@ 010¢c12023 08:00:40 PM NFO
= 7]
Not
Qperte ~

[ Severiny/IS/l.. X)

4 G

Rows per psge: 100 v

Enter a name to save the filters

In this dialog, select a matching criteria for the filters.
¢ All: performs AND operation on the filters
e Any: performs OR operation on the filters
¢ Not: Negates the list of filters

Use the Selector drop-down list to choose the field you want to filter on, add an Operator type, and
then enter the Value you want to apply.

For the operator, choose from:
 IS: The selected field matches exactly the value you specify.
e CONTAINS: The selected field contains as a sub-string the value you specify.

Click the plus symbol to add your filter, then repeat the process to add any further filters you want to
apply.

To apply your filters to the log data, click APPLY.

Your filters remain in place through data refreshes and are displayed at the bottom of the screen. To
remove a filter, click the corresponding X icon.

In addition, Ivanti Connect Secure enables you to store advanced filters for future use. After you have
applied filter criteria, enter a filter name into the box provided and click Save.
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To load a previously-saved filter, select your filter from the Saved Filters drop-down list and click
Apply.

To delete one or more previously-saved filters, select the filters from the Saved Filters drop-down list
and click Delete.

Exporting Logs

Ivanti Connect Secure provides the ability to export the currently-displayed log as a Comma-Separated
Value (CSV) or JavaScript Object Notation (JSON) text file. You can download the log immediately or set
up a scheduled job to activate or repeat the export action at a defined time and interval of your
choosing.

To access the Export Logs page:

1. Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti

Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure Access'
on page 12.

2. From the Ivanti Connect Secure menu, click the Insights icon, then select Logs.
The Logs page appears.
3. Select the log type you want to display in the Log Type drop-down list. Choose from:
e Access Logs
e Admin Logs

e Event Logs
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4. Click the cloud icon at the top of the page:

)

The Export Logs page appears:

HOME/ LOGS/ EXPORT LOGS

Export Logs

Select an export format
® CsV JSON

SCHEDULE EXPORTS
Export one time

Job name

You have selected Logs of Type : Access logs

Export once OR set a schedule  Set an export time frame

™ | Last24 HOURS v

108 KANE

Export oncefaccess logs-5xAr8P

Please note: You've reached 3 out of your 5 limit for exports.

Use the Export Logs settings page to configure an export operation, either to execute immediately as a

one-off job, or as a scheduled job.

Configure the following settings:
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e Select either CSV or JSON as the output format.
e Select the frequency of the export operation. Choose from:
¢ Export one time: Perform the log export now as a single job.

¢ Daily data export: Create a daily export job executed once per day from the selected
start date, up to and including the stop date (if defined).

¢ Weekly data export: Create a weekly export job executed once per week on the selected
start day, up to and including the stop date (if defined).

¢ Monthly data export: Create a monthly export job executed once per month on the
selected start day, up to and including the stop date (if defined).

If a stop date is specified, this is the date the schedule ceases. In the case of weekly or monthly
jobs, if this date falls before the expected run date for that period, the job is terminated without
running. For example, in a weekly run scheduled to execute every Thursday, if the stop date is set
as a Tuesday, the final run of the job would be the previous Thursday.

A daily data export job continues to run for one extra day beyond the selected end date in order
to process the logs for the final scheduled day.

For daily/weekly/monthly frequency export jobs, Ivanti Connect Secure allows for a maximum of
5 runs per scheduled export job. That is, each schedule runs a maximum of 5 times. On the sixth
run, the first run is deleted (together with the log file), and so on.

e Set an export time frame. For one-time exports, choose from:
¢ Last 60 minutes
¢ Last 24 hours
e Last 7 days
e Last 1 month
¢ Set a date range (30d max): This option presents a configurable start and end date.

For daily, weekly, and monthly exports, this option switches to show start and end date
parameters. You do not need to specify an end date; in this case, the job remains active until
deleted.
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¢ Enter a Job name for the export operation. lvanti Connect Secure suggests an appropriate name;
use this, or type your own.

e To execute the defined job, click Export.

To view all scheduled export logs jobs, and to download the log files created by each job, see
"Viewing Scheduled Log Export Jobs and Downloading Log Files" below

Ivanti Connect Secure allows for a maximum of 5 defined export jobs. Each job that you add reduces the
total, as displayed at the bottom of the page. This is a separate limit to the maximum number of job

runs described earlier.

Viewing Scheduled Log Export Jobs and Downloading Log Files
To view the status of your current log export jobs:

1. Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti
Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure Access"

on page 12.
2. From the Ivanti Connect Secure menu, click the Insights icon, then select Logs.
The Logs page appears.

3. Click the list icon at the top of the page:

E

The Job Status page appears:

HOME/ LOGS/ JOB STATUS

Job Status
Job Schedule Job Type Previaus Run Current Run Run Timestamp
> Export OncefAccess Logs-8LcB3R Onetime Log Export In Progress MNowv 18, 2020 14:11 PM GMT
» Export Daily/Access Logs Daily Log Export Completed Completed Nov 18, 2020 00:11 AM GMT
» Export OncefAccess Logs Onetime Log Export Completed Nowv 16, 2020 06:11 AM GMT

Use the Job Status page to:
e View the status and progress of currently scheduled log export jobs.

¢ Download log files for completed job runs.
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For each job on the Job Status page, you can view the configured details of the export operation along

with status indicators for progress of the previous and outstanding job runs.

A job run refers to a single run of a scheduled job. For example, in a weekly data export job, a job run

refers to the export operation scheduled or completed for one specific week within the start and end

dates. Thus, a scheduled log export job is comprised of one or more job runs.

The Summary column provides totals of successful job runs, unsuccessful/failed job runs, and inactive

job runs.

Click any of the fields in a single job row to display an info-panel at the side showing more details about

the scheduled job:

Job Details

Job Name

Event daily st1311 end 1411 filter json

3 Log Export Details

Columns : ALL

i Log Type : event
Severity : CRITICAL

Job Start Date
7 MNow 13, 2020 00:11 AM GMT

Job Expiration Date
Mow 14, 2020 23:11 PM GMT

i Job Run Details

! Next Scheduled Run
Now 17, 2020 23:11 PM GMT

Runs 5o Far
6 runs Completed

Previous 2 Runs
Now 16, 2020 00:11 AM GMT
Nowv 14, 2020 00:11 AM GMT

Completed
Completed

To access the log files and view more information about each individual job run, click the down-arrow

adjacent to the Job name:

Jaky

> Export Once/Access Logs-8LcB3R

~ Export Daily/Access Logs

> Export OncefAccess Logs

Schedule Job Type
Onetime Log Export
Daily Log Export
Onetime Log Export

Pravious Run

Completed

Current Run

In Pragress
Completed
Completed
Completed

Completed

@
@

Run Timestsmp

Nov 18, 2020 14:11 PM GMT

Nov 18, 2020 00:11 AM GMT

Nov 18, 2020 00:11 AM GMT

Nov 17, 2020 00:11 AM GMT

Nov 18, 2020 06:11 AM GMT
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For daily/weekly/monthly frequency export jobs, Ivanti Connect Secure allows for a maximum of 5 runs

per scheduled export job. That is, each schedule runs a maximum of 5 times. On the sixth run, the first

run is deleted (together with the log file), and so on.

As with a scheduled job, click on any of the fields in the job run row to display an info-panel at the side

showing more details about the job run:

Job Run Details

Job Run Status

Completed Q

Job Run Timestamp
Now 19, 2020 00:11 AM GMT

i Job Details

Job Name

Event daily st1311 end 1411 filter json

3 Log Export Details
Columns : ALL

3 Log Type: event
Severity : CRITICAL

Job Start Date
i Now13, 2020 00:11 AM GMT

' Job Expiration Date
MNowv 14, 2020 23:11 PM GMT

.

X

To download the log file generated by the job run, click the cloud icon for a completed job run:

@

To remove a scheduled log export job, or any of the completed job runs within the job, tick the

checkbox adjacent to the job/job run and then access the context menu at the top of the page:

Delete Selected

Fause The Job

Resume The Job

Select from the following options:

LR ]

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 115 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

¢ Delete Selected: Remove all jobs or job runs that have been selected.

¢ Pause the Job: Instruct the outstanding job runs in the schedule to become inactive. The
schedule continues chronologically, but no further log export operations are completed while in
this state.

¢ Resume the Job: Resume the schedule starting at the next scheduled job run.

If you choose to delete a complete job, all job runs and log download files are removed permanently.

Configuring Actionable Insights

The Actionable Insights function enables the tenant admin to create a policy/action to terminate all the
existing sessions, with applicable rule, of a user when the UEBA threat score goes beyond the

permissible limit.
To configure actionable insights:

1. Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti
Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure Access"

on page 12.
2. From the Ivanti Connect Secure menu, click the Insights icon, then select Actions.

The Actionable Insights page is displayed.

Actionable Insights ®

Actionable Insights Logs

Actionable Insights ( SET ACTIONABLE INSIGHTS FOR" W
v

0 thresholds set to watch L UEBA Threat Score

THRESHOLD ACTION

D ACTIONABLE INSIGHT

3. From the Set Actionable Insights for drop-down list, select UEBA Threat Score.
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4. Click Add Actionable Insights.

Actionable Insights ®

UEBA Threat Score

Set Threshaold value = | _

Current Session

Terminate all the existing sessions o this user whan tne UEBA threat scors résches 1o abovs Thrashold
Subsequent Login
Trigger Action

Selact action to tr gger whan conditions ere met

O Allow subsequent logins with a warning message et UEEA thrast zcors iz bayona
permizziols threzncla

(O Multi-Factor suthentication, Offer aogitionel authentication guring subzaquent logina

Deny the subsaquent logins with a warning message tnet UEEA thrast scors is beyona
permissibls threshold

5. Enter a Threshold Value.

6. Inthe Current Session section, select the Terminate all the existing sessions of this user when
the UEBA threat score reaches the threshold value option. This is selected by default.
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7. From the Subsequent Login section, select one of the following actions to trigger when
conditions are met:

The newly added trigger actions will be supported with the ISAC Client version 22.3R1. For more
details, refer KB: https://kb.pulsesecure.net/articles/Pulse_Secure_Article/KB45603.

¢ Allow subsequent logins with a warning message
e Offer Multi-factor Authentication during the subsequent logins
¢ Deny subsequent logins with a warning message
A maximum of three thresholds can be created using the subsequent login conditions.

8. Click Create. A table showing the metric name, threshold value that is set, and the action to
trigger when the condition is met, is shown in the Actionable Insights page.

A confirmation message for the successful creation of the action is displayed. Click Close to close
the message box.

Actionable Insights ®©

Actionable Insights Logs

ACtionable Ins'ths ( SET ACTIONABLE INSIGHTS FOR* N m_ D I t
A Tt + CmAr v elete
3 threshelds set to watch { JEBA Threat Score J
D ACTIONABLE INSIGHT THRESHOLD ACTION
() UEBA Threat Score >=15 Allow subsequent logins
(J) UEBA Threat Score >=25 Multi-Factor Authentication
() UEBA Threat Score >=30 Deny the subsequent logins

9. To modify an action, select the check box corresponding to the action from the list, click the Edit
icon, make the changes and then click Update.

10. To change the sequence of the rule, drag up or down the rule.

11. To remove one or more actions, select the check box(es) corresponding to the action from the
list, and click Delete. Click Yes, Delete to confirm.

When a user session is terminated due to reaching the threshold UEBA Threat score, the following
admin log message is generated in nSA: "User <username> session <session id> has been terminated
due to UEBA Threat score based Actionable Insights configuration”. Select the Logs tab to view the list
of log messages.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 118 of 534


https://kb.pulsesecure.net/articles/Pulse_Secure_Article/KB45603
http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

Generating Reports

The Reports function provides the ability to generate reports from the pre-defined templates or from
the custom report. You may choose any of the pre-defined templates from User Activity Summary
report, Application Access report, User Risk report or User Session Report. It also provides options to
generate reports in PDF, JSON or CSV formats.

Accessing the Reports Page
To access the Reports page:

1. Login to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti
Connect Secure from the Gateway Switcher. See "Logging in to lvanti Neurons for Secure Access"

on page 12.
2. From the Ivanti Connect Secure menu, click the Insights icon, then select Reports.

The Reports page is displayed.

PULSE CONNECT SECURE / Select a Gateway s

Reports (O

Insights
Report Templates My Reports

— SOR
Select a Template | Rece
Choose a Report Template or start with a blank report to customize.

Custom Report + User Activity Summary Report Application Access Report
Custom report provides a ma d (I itional User access informatio HS mmarizing the activity of AK ( tion activity information summarizing how
information and it can d as a report template individual users or user ps. tions are accessed and used

User Session Report User Risk Report

User session details and statistic: |k ume duration, Metrics and indicators of risk level associated with

access location, authorisation failu users.

Administration

The Reports page provides the following tabs:

¢ Report Templates - You can use the Custom Report option or the pre-defined report templates,
and go through the wizard to configure and schedule the required report.
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e My Reports — You can view a list of generated reports for all users of this tenant.
¢ Click the report name link to view the summary of the configured details.

¢ Click the download icon located next to the report to view report in the specified format
(PDF, JSON, or CSV)

Configuring a Report

For scheduling a report, you can select one of the pre-defined report templates if that meets your
requirement. Otherwise, select the Custom Report option.

Configuring Custom Report
To configure Custom report:
1. Inthe Reports page, select Report Templates > Custom Report.

2. Inthe Clone page, enter unique name for the report and click Next.
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3. Inthe Format page:
1. Select the required charts from User, Device and Application sections.
2. Select the report format (PDF, JSON, or CSV).

3. Select the check box if you want to save the report as a template.

< Reports ()

Custom Report

@ Clone # Format © Filter © Frequency @ Share

Custornize end format

Select chert to include in the report

Application chart to includs in the repert. To know
&r over the chart, to select cick on
Accesses Per Application Accesses Per Application Type == Application Busy Hours
M1 wusti-azpsosson Summery A hssacpiioeton Summeny B9 Mult-Apglicetion Summary
Accesses per gatewsy Accesses per user location Accesses per user groupjrole
M1 Fer Appicstion L eorppizerin it

Device
Device Session

AL - Device Sumeery

Select a Report Format

AOF v

Save this report as a template
Tha templats will zave the report Format not the Filter. Scheduls end Recipients information

Back

4. Click Next.
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5.

In the Filter page, select the data filter from User, Device, Gateway and Application attributes.

Then click Next.

< Reports (O

Custom Report

& Clone & Format # Filter

Filter data
Users
éSaEI:es hd
= v
~

© Freguency @ Share

~ || Web Bookmark

QATEWAY LOCATION T

Coa ~ Application Group {0}

Mofivosity

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 122 of 534

Bacl


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

6. Inthe Frequency page:

¢ Set recurring date range - Click the calendar icon, specify the start date and the end

date, and then click Apply.

e Frequency - Select one of the options:

7. Click Next.

* On Demand: Click the calendar icon, select the start date and the end date of the

report, and then click Apply.

Frequency

On-Demand

Report range

27 Jun 2021 27 Jul 2021 E
02:38 PM 02:38 PM

¢ Daily: Click the time icon and select the start time. Then select the time zone from

the drop-down list.

On-Demand

Daily

Preferred start time

TIME ZONE

15:02 (O] (GMT) Local Time

Exact start time will depend on job queue activity

e Weekly: Select the days of the week. Click the time icon and select the start time.

Then select the time zone from the drop-down list.

On-Demand

Daily

Weekly

On day/s
Man Tue Wed Thu Fri Sat

Preferred start time

TIME ZONE
15:02 (O] (GMT) Local Time

Exact start time will depend on job queue activity
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8.

9.

and click Confirm and Schedule.

In the Share page, select the admin users from the list to whom the notifications need to be sent,

<

Reports (&

Custom Report

@ Clone @ Format @ Filter @ Frequency
Add recipients
USER NAME
admindb, tapank 4
Selected recipients
Recipient Name Email ID
admindb yogesh kumardewangan@ivanti.com
tapank tapan_khimani@ivanti.com

# Share

Action

®
®

In the Confirm Submission page, verify the details and then click Schedule Report.

Start
§/23(2021, 8:22:42 PM §/23/2

Confirm submission
PLEASE CONFIRM BEFORE SCHEDULING THE REPORT

Report Information
Report Tempista
Custom Report

Fliter
Users Devi

=3
I'-ui;rketing. Sales bt I-p-hone 1-2 0, Windows 7

Asher, Carter

ru, United States A

Scheduled Frequency

e

Format

te

Report Clone Nams

customrep

w

Gateway

Fcs-Coa i

Gateway Location (0)

021, §:22:42 PM

Application
Ica, Rdp
Application Group (0)

A

Fraquency
Weekly 5 times

CANCEL

5
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10. The report will be generated per schedule and listed in the My Reports page.
¢ Click the report name link to view the summary of the configured details.

¢ Click the download icon located next to the report to view report in the specified format
(PDF, JSON, or CSV)

Reports (O

Report Templates My Reports

Reports
REFORT NAME REPORT TEMPLATE REFCET AUTHCR START DATE END DATE FREQUENCY NO. OF RECIFIENTS
customreport Custom Report sdmindb 8/20/2021, 5:33-48 PM 8/20/2021, 6:33:45 PM On-demand 2

@ Successfully scheduled report CLOSE

Configuring Pre-defined Report

To configure pre-defined report:
1. In the Reports page, select Report Templates > <pre-defined report>.
2. Inthe Clone page, enter unique name for the report and click Next.
3. Inthe Format page:

1. Select the required charts from User, Device and Application sections, as applicable. By
default, all the pre-defined template charts are selected.

2. Select the report format (PDF, JSON, or CSV).

4. Click Next.

5. Configure the Filter, Frequency and Share pages as described in "Configuring Custom Report” on
page 120.

6. In the Confirm Submission page, verify the details and click Schedule Report.
7. The report will be generated per schedule and listed in the My Reports page.
¢ Click the report name link to view the summary of the configured details.

e Click the download icon located next to the report to view report in the specified format
(PDF, JSON, or CSV)
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Managing the Sessions

Ivanti Connect Secure Sessions Management page allows you to manage the Active Sessions, Exported
IF-MAP Sessions, Imported IF-MAP Sessions and ActiveSync Devices.

To navigate to Session Management page:

1. Log in to the Ivanti Neurons for Secure Access Admin portal as a Tenant Admin, and select Ivanti
Connect Secure from the Gateway Switcher (9 dots). See "Logging in to lvanti Neurons for Secure

Access" on page 12.

2. From the Ivanti Connect Secure menu, click the Insights icon, then select Session Management
> Active Sessions.

The Session Management page is displayed. It presents the various sessions tabs to manage the

sessions.
T
{  Session Management O
Active Sessions Exported IF-MAP Sessions Imported IF-MAP Sessions ActiveSync Devices
ADMIN LOGS
Search username &) R?F"WS N X”TR e N glg:wJEERS oumerss 3 & End
Username Risk Score Sessions Devices Anomalies Gateways
> Aiden - (Normal) 1 1 0 1
> Anthony - (Narmal) 2 1 0 1
> Benjamin - (Normal) 1 1 0 1
> Branson - (Normal) 2 2 2 1
> Carter - (Normal) 1 1 0 1
> Daniel - (Normal) 1 ! 0 !
2 David - (Normal) 1 1 0 1

3. Thelogs data presented can be sorted based on the column.

4. To manually refresh the data, click the circular arrow:

S

Managing Active Sessions

To view Active Sessions:
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1. In the Session Management page, select the Active Sessions tab.
The Users list is displayed.
2. Click the > icon that is present next to a user name.

An expanded list shows all the active sessions of that user.

{ Session Management O

Active Sessions Exported IF-MAP Sessions Imported IF-MAP Sessions ActiveSync Devices
ADMIN LOGS
Search usemame ] ;A”mms v Z\T o AV ;”5“ v oTare /=\> & Enc
Username Risk Score Sessions Devices Anomalies Gateway:

> Aiden - (Normal) 1 ! o !

~ Anthony - (Normal) 2 1 Q L

Secondary Auth Server Session | Connecti| Device Den

Session IP "

D Role User Name Address Realm type types type Anomalie Gateway | Location Det
bdb47... sales 1n3.1... realml  Local Brows... Samsu... 2 pcs-c..  Hyder..
cO5¢ce... accou... 1n5.1... realm2  Local Brows... Windo... 0 pcs-c..  Singa...

> Benjamin - (Normal) 1 1 0 1
> Branson - (Normal) 2 2 ? !

3. To view active sessions of all the users, click the Expand/Collapse icon.

>

4. To view the active sessions in a specific Gateway, select the Gateway from the Gateways list and
click Update.

5. Toview sessions based on the risk, select the appropriate option from the Attributes list.

ATTRIBUTES SHOW USERS OUT OF 4 “
5 ™ | High |
All Medium s
Risk > Low
~ Normal
lﬁpddress Realm ?yegglon 4 p i

To terminate user session:
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In the Users list, click the > icon that is present next to the user name.
An expanded list shows all the active sessions of that user. .

Click the Terminate User Session icon available in the Action column corresponding to the

session you want to delete.

o
Pty

To terminate all the sessions, click the End All Sessions button provided at the top-right corner

of the page.

Viewing Exported IF-MAP Sessions

To view Exported IF-MAP Sessions:

In the Session Management page, select the Exported IF-MAP Sessions tab.

The Exported IF-MAP Sessions page is displayed. The page shows a list of Exported IF-MAP
Sessions.

< Session Management 9
Active Sessions Exported IF-MAP Sessions Imparted IF-MAP Sessions ActiveSync Devices

Exported IF-MAP Sessions

SHOW USERS NAMED SHOW USERS OUT OF 4 GATEVIATS LIST
Type Usemame here... 4 select a Gateway v UPDATE

Total number of exported sessions: 4

USERNAME GATEWAY P ADDRESS REALM IDENTITY IDENTITY TYPE IDENTITY OTHER ROLES CAPABILITIES

Lucas pcs-coa 17511115, realm? Lucas username N/A sales Users, Cap2
Mason pcs-coa 113.19317... realml Mason username N/A security Users, Cap2
Alexander pcs-coa 126.116.16... realml Alexander username N/A marketing Users, Cap2
Ethan pcs-coa 117192.39... realm? Ethan username N/A account Users, Cap2

DEVICE ATTRIBUTES

dev_attr], dev_.
dev_attr], dev...
dev_attr], dev...

dev_attr], dev...

2. You can sort the list based on the column.

3. To view the sessions by a specific user, enter the username in the Username field and click

Update.

4. To view all the sessions associated to a specific Gateway, select the Gateway from the drop-down

list and click Update.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 128 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

Managing Imported IF-MAP Sessions
To manage Imported IF-MAP Sessions:
1. In the Session Management page, select the Imported IF-MAP Sessions tab.

The Imported IF-MAP Sessions page is displayed. The page shows a list of Imported IF-MAP
Sessions.

¢ Session Management O

Active Sessions Exported IF-MAP Sessions Imported IF-MAP Sessions ActiveSync Devices

Imported IF-MAP Sessions

SHOW USERS NAMED SHOW USERS OUT OF 4
Type Username here.. 4 UPDATE

Total number of imported sessions: 4

TIMESTAMP (GMT) SESSION 1D ENDPOINT GATEWAY NAME USERNAME PUBLISHER ID ASSIGNED ROLES D
08/19/20217... lach148f54d5... 113.193.178.... pcs-coa Henry 1CmBBSw/- store H
08/19/20217... dbc2016e2d61...  113.193.178.... pes-coa Jacob 1CmBBSwW/- sales H
08/19/202117... 2320cf4c0f27... 126.116.160.... pcs-coa Michael 1CmBBSw/- security Y
08/19/20217... f510f9calals... 76.223.164.1... pes-coa Daniel 1CmBBSwy/- account T

2. You can sort the list based on the column.

3. To view the sessions by a specific user, enter the username in the Username field and click
Update.

To remove session:

1. Inthe IF-MAP Imported Sessions page, select the check box(es) present next to the sessions that
you want to remove and click the Remove Selected button.

2. Toremove all the sessions, click the Remove All button.

Managing ActiveSync Devices

The ActiveSync Devices page shows all ActiveSync Device sessions that are currently active across all
Gateways that are registered with nSA.

To view ActiveSync Devices:
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1. In the Session Management page, select the ActiveSync Devices tab.

The ActiveSync Devices page is displayed. The page shows a list of devices.

4 Session Management 9

Active Sessions Exported IF-MAP Sessions Imperted IF-MAP Sessions ActiveSync Devices

ActiveSync Devices

SHOW USERS NAMED SHOW USERS OUT OF 3 GATEWAYE LIST
Type Usemame here 3 Select a Gateway M THEATE

Number of Devices: 3

Delete All

USERID DEVICE ID Ay SOURCE IP e DEVICE REG. DATE DEVICE TYPE LOCATION AT ROLES SR,
Logan dev7106r... pcs-coa 175111 v 08/11/202112:22 PM Samsung ... China Android .. marketing 0-49:-53
Jackson dev72181__. pcs-coa 14181 v 08/11/202112:22 PM Windows Sasebo Windows store 0-49:-53
Sebastian dev73wRf... pcs-coa 157.119.... v 08/11/202112:22 FM Ubuntu-L...  China Ubuntu sales 0:49:53

2. You can sort the devices list based on the column.

3. To view the devices accessed by a specific user, enter the username in the Username field and
click Update.

4. To view all the devices associated to a specific Gateway, select the Gateway from the drop-down
list and click Update.

To block/unblock one or more devices:
1. In the Session Management page, select the ActiveSync Devices tab.
The ActiveSync Devices page is displayed that shows a list of devices.

The Access Allowed column shows if the device is blocked/allowed for use. The tick mark means
the access is allowed for that device.

2. To block a device, select the check box(es) next to the device that you want to block and click
Block Access.

The device is blocked, and a confirmation message is displayed.

3. To unblock a device, select the check box(es) next to the blocked device that you want to
unblock and click Allow Access.

The devices is unblocked, and a confirmation message is displayed.
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To remove one or more devices:
1. In the Session Management page, select the ActiveSync Devices tab.
The ActiveSync Devices page is displayed. The page shows a list of devices.

2. To remove one or more devices, select the check box(es) next to the device that you went to

remove and click Delete.

3. Toremove all the devices, click Delete All.

Viewing Alerts and Notifications

The Alerts page lists all alerts and notifications that have been raised by nZTA.

To view the Alerts page, click the Alerts icon and then click See all Alerts:

The Alerts page appears. For example:
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TIVE FE
All

Alerts ©

37 ALERTS

SEVERITY DATE TIME TYPE GATEWAY NAME
@ Error Nov 17, 2022 16:38 Gateway Disconnected sulthan-158-1
@ Error Nov 17, 2022 16:37 Gateway Disconnected sulthan-158-1
@ Error Nov 17, 2022 15:35 Gateway Disconnected sulthan-158-1
@ Error Nov 17, 2022 15:04 Gateway Disconnected sulthan-158-1
@ Error Nov 17, 2022 14:26 Gateway Disconnected zulthan-158-1
@ Error Nov 17, 2022 04-47 Gateway Disconnected node-6210
@ Error Nov 14, 2022 17:45 Gateway Disconnected node-1461
@ Error Nov 14, 2022 15:58 Gateway Disconnected sulthan-158-1
@ Error Nov 14, 2022 13:15 Gateway Disconnected node-1461
@ Error Nov 14, 2022 12:38 Gateway Disconnected zulthan-158-1
@ Error Nov 14, 2022 12:11 Gateway Disconnected node-6210
@ Error Nov 14, 2022 12:09 Gateway Disconnected node-1461
@ Cremar NeAse 11 2099 927.29 Rarawmy NicrAannactad culthan 1R2.1

Rows per page: 100 v

MESSAGE

gateway sulthan-158-1 disconne
gateway sulthan-158-1 disconne
gateway sulthan-158-1 disconne
gateway sulthan-158-1 disconne
gateway sulthan-158-1 disconne
gateway node-6210 disconnect:
gateway node-1461 disconnecte
gateway sulthan-158-1 disconne
gateway node-1461 disconnecte
gateway sulthan-158-1 disconne
gateway node-6210 disconnect:

gateway node-1461 disconnecte

mmrawim s

The alerts table supports the following alert types:
e AAA Config Pull Failure
e AAA Config Pull Success
e AAA Config Pull Success - Failure Resolved
¢ AAA Journal Update Failed
¢ AAA Journal Update Success
¢ Config Sync Rule Deleted
¢ Config Sync Rule Updated
¢ Config Sync Target Cluster Deleted
e Custom Domain Certificate for mTLS Domain Due for Renewal

e Custom Domain Certificate for mTLS Domain Expired
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e Custom Domain Certificate for TLS Domain Due for Renewal
e Custom Domain Certificate for TLS Domain Expired
e Device Vulnerability Risk Rating (VRR) Critical
¢ Device Vulnerability Risk Rating (VRR) High
e Device Vulnerability Risk Rating (VRR) Medium
¢ Device Vulnerability Risk Rating (VRR) Low
¢ Gateway Config Apply Failed
¢ Gateway Config Import Failed
¢ Gateway Disconnected
e Gateway Invalid Configurations Cleared
¢ Gateway Upgrade Failed
To filter the alerts table by type:

1. Click Configure Alert Rules icon.

The Configure Alerts & Notifications page appears.
2. Click Alert Types and select the required type.
3. Click Close.
To filter the alerts table by time period, click Time Period and select the required time period.

To sort the alerts table into ascending or descending order of a specific property, click on one of the
following column headings in the alerts table:

e Severity
* Type

* Message Type
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Ivanti Connect Secure Gateway
Management

¢ "Introduction" below

«  "Viewing ICS Gateway/Cluster Details" on the next page

e "Creating an ICS Cluster" on page 139

« "Restarting Services" on page 140

« "Rebooting ICS Gateway/Cluster" on page 141

« "Rolling Back a Gateway/Cluster" on page 141

+ "Upgrading a Gateway and Cluster" on page 142

« "Upgrading Multiple Gateways and Clusters" on page 143
* "Removing Ivanti Connect Secure Gateway" on page 149

e "Configuring Integrity Scanner" on page 149

Introduction

An admin can manage the ICS Gateway/Cluster with the following operations:

¢ Restart Services: Kills all processes and restarts the Gateway/Cluster. The Gateway/Cluster is
available again after a few minutes. See "Restarting Services" on page 140.

¢ Reboot Gateway: Reboots the Gateway. The Gateway is available again after a few minutes. See
"Rebooting ICS Gateway/Cluster" on page 141.

e Reboot Cluster: Reboots all nodes in the Cluster. See "Rebooting ICS Gateway/Cluster” on
page 141.

¢ Rollback to <version>: Reverts the registered Gateway virtual machine instance to the specified
version. See "Rolling Back a Gateway/Cluster" on page 141.

* Rollback Cluster: Reverts the cluster instance to the previous version. See "Rolling Back a
Gateway/Cluster" on page 141.
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¢ Upgrade to <version>: Upgrades the registered Gateway virtual machine instance to the
specified version. See "Upgrading a Gateway and Cluster" on page 142

¢ Upgrade to <version> Cluster: Upgrades all the nodes in the Cluster to the specified version.
See "Upgrading a Gateway and Cluster" on page 142.

¢ Delete Gateway: Removes the Gateway record. See "Removing lvanti Connect Secure Gateway"
on page 149.

e Configure Integrity Scanner: Scans the system periodically to check for any integrity anomalies.

¢ Upgrade multiple Gateways/Clusters to new version: Upgrades multiple Gateways/Clusters
to the specified version. See "Upgrading Multiple Gateways and Clusters" on page 143.

The available menu options vary depending on whether the selected Gateway is registered and
connected to the nSA.

Viewing ICS Gateway/Cluster Details

To view the list of ICS Gateways and Clusters:

1. Log in to the Ivanti Neurons for Secure Access portal as a Tenant Admin. See "Logging in to
Ivanti Neurons for Secure Access" on page 12.

2. Use the Gateway Switcher and select lvanti Connect Secure.
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3. From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >
Gateways List.

The Gateways List page is displayed showing a list of standalone ICS Gateways and Cluster

nodes.
ivanti IVANTI CONNECT SECURE | Szlact & Gatawsy
Gateways ®
(] Insights w
E| Gatewsys ~ Gateways List O
Gateways list E‘ GATEWAYS CONMECTION STATUS VERSION STATUS
Multinode Configurstion v 0 > ﬂ@ Standealone ICS Gatewsys

2 Administration ~ o2 BB co
O E]_@ selinux
0o > B8 do-cluster-21x
o » 08  ci2z
O M test22
o > 28
o » gg
o > o8
O > BB dfs-cluster-21x
o » B8 se
o > ag
o > BB ics-sp-cluster
[ > @ ssifluent

The Gateway management functions can be performed only if the status of the Gateway is green.

To view the details of a specific Gateway:
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1. In the All Gateways page, double-click the required Gateway from the Standalone Gateways list.

The Gateway Overview page is displayed showing the Gateway Status, Version, Registration
State, and last Updated time.

GATEWAYS
gwpesni2l
® Getewsy Ready
Reboc
gwpcsni2l
Restar
STATUS Online Rollba
VERSION 21.6R2-272
. Upgra
STATE Registered
UPDATED 0d21h 43m ago Delete

2. Click the context menu icon present at the top-right of the page to access the options applicable

to the selected Gateway.

To view the details of an Active-Active Cluster:
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1. In the Gateways List page, double-click the Active-Active Cluster from the list.

The Gateway Overview page is displayed showing the Model, Cluster Name and Configuration of

the Cluster.

GATEWAYS
Test-9x
MODEL VA-SPE
CLUSTER NAME Test-9x
CONFIGURATION Active/Active

STATUS MEMBER NAME INTERNAL ADDRESS EXTERMAL ADDRESS
o Node-1 10.204.56.153 10.204.48.250
o Node-2 10.204.51.250 10.204.48.231

2. Click the context menu icon present at the top-right of the page to access the options applicable
to the selected Cluster.

To view the details of an Active-Passive Cluster:
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1. In the Gateways List page, double-click Active-Passive Cluster from the list.

The Gateway Overview page is displayed showing the Model, Cluster Name, Configuration,
External and Internal VIP Owner, External and Internal VIP IPV4/IPV6 of the Cluster.

GATEWAYS

1Q-VMW-3K

MODEL VA-SPE
CLUSTER NAME 1Q-VMW-3K
CONFIGURATION Active/Passive
EXTERNAL VIP OWNER NODE-91
EXTERNAL VIP IPV4 10.86.64.93

EXTERNAL VIP IPV6E

INTERNAL VIP OWNER NODE-91
INTERNAL VIP IPV4 10.204.91.83
INTERNAL VIP IPV6 fdc6:3001:8220:9ce9::93
STATUS | MEMBER NAME INTERNAL ADDRESS EXTERNAL ADDRESS NOTES
[ NODE-91 10.204.91.91 10.96.64.91 Enabled
[ ] NODE-92 10.204.91.92 10.96.64.92 Leader

2. Click the context menu icon present at the top-right of the page to access the options applicable
to the selected Cluster.

Creating an ICS Cluster

Clusters define a collection of Gateways that operate as if they were a single machine. A cluster pair is
used to refer to a cluster of two units and a multiunit cluster refers to a cluster of more than two units.
Once two or more units are joined in a cluster, they act as one unit.

To create an ICS Cluster:
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1. In the Gateways List page, click the Create drop-down list.

2. From the Gateway types list, select ICS Cluster.

@3 Create ICS Gateway Cluster VIO

»

MODEL
Choose your option

<

<
[N N N S—

ENTER CLUSTER NAME
Enter Cluster Name

MEMBERS

VERSION
Choose your option
[ Select Members

ADD | v

CANCEL CREATE CLUSTER

3. Select the ISA Model.
4. Select the Gateway Version.

5. Enter a unique Cluster Name. Maximum 15 characters, only alphanumeric and hyphens are
allowed between characters.

6. Select a member node and click Add to add the nodes.

7. Enable Configuration Only Cluster to limit data transfer between cluster nodes. User and
session specific limits are only enforced on the node and not across the cluster.

8. Click Create Cluster.

Restarting Services

To restart services:

1. In the Gateway Overview page, click the context menu icon at the top-right to access the options
applicable to the selected Gateway or Cluster.

2. Select the Restart Services option.

The Gateway/Cluster is available again after a few minutes.
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Rebooting ICS Gateway/Cluster

To reboot ICS Gateway:

1. In the Gateway Overview page, click the context menu icon present at the top-right of the page
to access the options applicable to the selected Gateway.

2. Select the Reboot Gateway option.
The Gateway is available again after a few minutes.
To reboot ICS Cluster:

1. In the Gateway Overview page, click the context menu icon present at the top-right of the page
to access the options applicable to the selected A/A or A/P Cluster.

2. Select the Reboot Cluster option.

The Cluster is available again after a few minutes.

Rolling Back a Gateway/Cluster

Your ICS Gateway/Cluster can be rolled back to a previously-installed version through the Tenant
Admin Portal. You might want to return to an earlier version if, for example, you encounter an
unforeseen issue with a newly-upgrading Gateway instance, or for testing purposes.

You can roll back to a version only where that Gateway instance has been previously upgraded through
the Tenant Admin Portal, and only to the previously-installed version.

To roll back a Gateway to an earlier version:

1. In the Gateway Overview page, click the context menu icon present at the top-right of the page

to access the options applicable for the selected Gateway.

If a rollback function is available for this Gateway, a corresponding link is displayed in the drop-

down menu:
2. Select the Rollback to <version> link.

As the rollback process starts, your Gateway remains operating on the current version and
continues to serve traffic. After the earlier version is reinstated, the Gateway reboots and

becomes unavailable for a short time.

If the procedure is successful, the new software version is displayed in the Gateway Overview

page.
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To roll back a Cluster to the previous version:

1.

In the Gateway Overview page, click the context menu icon present at the top-right of the page
to access the options applicable for the selected Cluster.

If a rollback function is available for this Cluster, a corresponding link is displayed in the drop-
down menu:

Select the Rollback Cluster link.

As the rollback process starts, your Cluster remains operating on the current version and
continues to serve traffic. After the earlier version is reinstated, the Cluster reboots and becomes
unavailable for a short time.

If the procedure is successful, the new software version is displayed in the Gateway Overview
page.

Upgrading a Gateway and Cluster

Ivanti periodically creates and releases new software versions to address updates and issues, and to

improve performance. As new version packages become available, you can trigger an upgrade for your

Gateway/Cluster through the nSA to take advantage of the updates available in the new version.

To upgrade a Gateway to a higher version:

1.

In the Gateway Overview page, click the context menu icon present at the top-right of the page
to access the options applicable for the selected Gateway.

If the upgrade function is available for this Gateway, a corresponding link is displayed in the
drop-down menu:

Select the Upgrade to <version> link.

In some cases, there might be more than one version available. Select the version you want, or
contact your support representative for details.

As the upgrade process starts, your Gateway remains operating on the current version and
continues to serve traffic. After the upgrade to new version, the Gateway reboots and becomes
unavailable for a short time.

If the procedure is successful, the upgrade task is marked with a status of “Success” and the new

software version is displayed in the Gateway Overview page.

To upgrade a Cluster to a higher version:
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1.

In the Gateway Overview page, click the context menu icon present at the top-right of the page
to access the options applicable for the selected Cluster.

If the upgrade function is available for this Cluster, a corresponding link is displayed in the drop-

down menu:
Select the Upgrade to <version> Cluster link.

In some cases, there might be more than one version available. Select the version you want, or
contact your support representative for details.

As the upgrade process starts, your Cluster remains operating on the current version and
continues to serve traffic. After the upgrade to new version, the Cluster reboots and becomes

unavailable for a short time.

If the procedure is successful, the upgrade task is marked with a status of “Success” and the new
software version is displayed in the Gateway Overview page.

Upgrading Multiple Gateways and Clusters

This feature allows you to upgrade one or more gateways and clusters in a tenant with a selected

version.

Viewing the Installed Packages

To view the installed packages:

1.

Log in to the Ivanti Neurons for Secure Access portal as a Tenant Admin. See "Logging in to
Ivanti Neurons for Secure Access" on page 12.

Use the Gateway Switcher and select Ivanti Connect Secure.
Select Administration > Upgrade > Installation Packages.

The Installation Packages page shows the list of installed packages of Secure Access client, ESAP,
and Connect Secure Gateways.
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< Installation Packages @

lvanti Secure Access Client ESAP Gateways

The Pulse Secure Client Desktop versions listed below are the supported versions to use with Ivanti Connect Secure.

4 PULSE CLIENT PACKAGE(S)

BUILD VERSION RELEASE DATE

@ 22.2R1-1295 2022-07-07 16:48:12
(O 91R14-15521 2022-03-28 16:48:12
O 91R13-13865 2022-01-2116:48:12
() 9IR13-12679 2021-11-18 16:48:12

Upgrading Gateways and Clusters with lvanti Secure Access Client

To upgrade one or more Gateways and Clusters with an Ivanti Secure Access Client package newer

version:
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1. Select Administration > Upgrade > Installation Packages.
2. Inthe Installation Packages page, select the lvanti Secure Access Client tab.

A list of available Ivanti Secure Access Client packages appears.

< Installation Packages @©

Ivanti Secure Access Client ESAP Gateways

The Pulse Secure Client Desktop versions listed below are the supported versions to use with Ivanti Connect Secure.

4 PULSE CLIENT PACKAGE(S)

BUILD VERSION RELEASE DATE
@ 22.2R1-1295 2022-07-07 16:48:12
() 9IR1415521 2022-03-28 16:48:12
O 91R13-13865 2022-01-2116:48:12
(O 91R13-12679 2021-11-18 16:48:12

3. Select any of the listed Ivanti Secure Access Client packages. This is the version of the Ivanti
Secure Access Client software that you want users to have on their device.

As each user next logs into Ivanti Secure Access Client on their device, if their software is at a different
version, lvanti Secure Access Client provides a prompt to the user to change to the version you selected
in nSA.

After the Client package download starts from nSA to ICS Gateway, any other operations in nSA, for
example a Role or Realm creation and any configuration change, do not work unless the download is
complete. After the successful download, config creations or modifications appear.

Upgrading Gateways and Clusters with a New Gateway Version
To upgrade one or more Gateways and Clusters:

1. Select Administration > Upgrade > Installation Packages.

2. Inthe Installation Packages page, select the Gateways tab.

The Gateways page shows the list of installed packages of Connect Secure Gateway.
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3. Select the required build version from the list and click Select Gateways/Clusters to Upgrade.

4. Inthe Select Gateways / Clusters for Upgrade dialog, from the Select Gateways drop-down list,
select one or more Gateways.

The Ul shows the applicable Gateways and Clusters running on version 21.12 and above.

5. From the Select Clusters drop-down list, select one or more Clusters.

8 GATEWAY PACKAGE!

BUILD VERSION

O 91R14.5-187
() 223R5-521

@ 22.2R1-233
() 91R15-18737

O 91R14.31TT

< Installation Packages

lvanti Secure Access Client ESAP Gateways

Select Gateways / Clusters for Upgrade

-
[ GATEWAYS(A)

ics-rest, selinuxgwl

L GATEWAY CLUSTE!

v

dd-cluster-21x, dfs-cluster-21x

El SELECT GATEWAYS/ CLUS

36
151
02

:40

CANCEL UPGRADE
3:40

The Select Gateways and Select Clusters list shows only those Gateways and Clusters that have
lower versions than the selected version.

6. Click Upgrade. The upgrade task is scheduled, and a notification is displayed.
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7. On the lvanti Connect Secure menu, select Gateways > Gateways List to see the progress of the
Upgrade process.

ALL GATEWAYS
Gateways List O
|_| GATEWAYS CONMECTION STATUS VERSION STaTUS
v Standalone ICS Gateways
0 ° d-vmw21xics-166 ¥ Connected 221R1-334 & Gateway ¢
0 e & sulthan-aws2 27 Disconnected 221R1-223 & N
0 e & milan22rgwi-210 ¥ Connected 221R1-285 & /A
0 e & mian22rigwi-21 ¥ Connected 221R1-285 & /A
O e & milan9x22rigw1og 27 connected 91R14-17679 & A
O o & milan9x22rigw289 &% Connected 9IR14-17679 & /A
0O ° & dvmw2ixics161 2 Connected 221R1-304 & n/a
0 o & dvmw2ixics162 27 Connected 221R1-334 & Gateway ¢
° 2 fzgwrel >f 221R1-285 i
O e=a  fzgwrel £° Connected = Downloading
] > B8 Arcluster

Upgrading Gateways and Clusters with ESAP

Uploading an ESAP Package
To upload an ESAP package version:
1. Select Administration > Upgrade > Installation Packages.

2. In the Installation Packages page, select the ESAP tab.
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3. Click the Upload ESAP file box.

< Installation Packages ()
Ivanti Secure Access Client ESAP Gatewsys
ESAP is platform independent. So, please choose your version. [ U-;;Ic-zcl ESAP file ] . import B SELECT GATEWAYS/ C
_AESAPPACKAGES
BUILD VERSION RELEASE DATE
O 396 2022-03-1116:48:12
O 393 2022-01-20 16:48:12
O 385 2021-09-06 16:48:12
@ 375 2021-03-02 17:30:00

4. Browse and select the latest ESAP package that you want to upload and then click Import.
After successful upload to nSA, the ESAP package gets listed in the ESAP packages page.

You can upload only one ESAP package.

Upgrading with ESAP

To upgrade one or more Gateways and Clusters to a newer ESAP package version:

—_

. Select Administration > Upgrade > Installation Packages.
2. Inthe Installation Packages page, select the ESAP tab.
3. Select the required build version from the list and click Select Gateways/Clusters to Upgrade.

4. Inthe Select Gateways / Clusters for Upgrade dialog, from the Select Gateways drop-down list,
select one or more Gateways.

The Ul shows the applicable Gateways/Clusters running on version 21.12 and above.
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5. From the Select Clusters drop-down list, select one or more Clusters.

Ivanti Secure Access Client ESAP Gateways
ESAP is platfo L i ¢ | B SELECT GATEWAYS) C
version. Select Gateways / Clusters for Upgrade
4 ESAP PACKAGE(S) g—
BUILD VERSION ‘ 22vm, appliance-22 e ‘
GA AY CLUSTERS(13) |
caliniy Adcl 15Oy v
O 3.06 selinux, aa-clus-sx
O 393
O 385 INC=Ml UPGRADE
@ 375 R F FL L o)

The Select Gateways and Select Clusters list shows only those Gateways and Clusters that have
lower versions than the selected version.

6. Click Upgrade. The upgrade task is scheduled, and a notification is displayed in the logs.

nSA deletes all the existing ESAP packages from the ICS Gateway after the upgrade and retains
only the upgraded ESAP version.

Removing Ivanti Connect Secure Gateway

To remove Ivanti Connect Secure Gateway:

1. In the Gateway Overview page, click the context menu icon present at the top-right of the page
to access the options applicable to the selected Gateway.

2. Select Delete Gateway.

The selected Gateway is removed from the list of Gateways.

Configuring Integrity Scanner

You can configure scan the system to periodically check for any integrity anomalies. If any anomaly
found, information is displayed in the dashboard.

To configure Integrity Scanner Interval:
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Log in to the Ivanti Neurons for Secure Access portal as a Tenant Admin. See “"Logging in to

Ivanti Neurons for Secure Access" on page 12.

Use the Gateway Switcher and select lvanti Connect Secure.

From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >

Gateways List.

The All Gateways page is displayed showing a list of standalone ICS Gateways and Cluster nodes.

Select one or more gateways, click Select Configuration, and select ICT.

ALL GATEWAYS

Gateways List

GATEWAYS
Standalone ICS Gateways
fznewgw

dfs-cluster-21x

CONNECTION STATUS

VERSION

Search v

STATUS
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5. Select the scanner interval.

e Periodic Scan: Select the time interval to run the integrity scanner during run time.

For example: Select 2 hrs to run the integrity scanner every 2 hrs.

¢ Scheduled Scan: Select to run integrity scanner at a specified time every day.

For example: When 13 hr 25 min is specified, the scanner runs at the same time every day.

@ Runtime Integrity Scanner Interval

You have selected 2 Gateway

Run the ICT Periodic Scan (@ Run the ICT Scheduled Scan

HOUR MINUTE

13 v 25 A

CANCEL S5AVE
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Multinode Configuration Management

Config Synchronization

The config synchronization feature supports simple configuration management across an enterprise
without requiring you to deploy the systems as a cluster. You synchronize a partial configuration from
the running configuration on the source system to the running configuration on one or more target

systems.
To configure config synchronization rule:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click Gateways, then click Multinode Configuration and then select Config

Synchronization.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 152 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

3. In the Config Synchronization page, click Create Config Sync Rule.

¢ CREATE CONFIG SYNC RULE (5)

w Version 22 3R2-016

Targel Gateways

Select gateways and chusters to push the C:lﬁ‘lg uration

Select Configuration

Select a configuration to push to the selected gateways and cluster

System Settings

Cloud Secure

Sign-in Settings
Endpaint Security
Behavioral Analytics
Authentication Realms
Roles

Resource Profiles
Resource Policies
vantl Secure Access Client
Enterprise Onboarding

Malntenance Settings

Mode Action
@® Manual @ Merge
) Automatic ™) Replace

Cancel

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 153 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

Enter Config Sync Rule Name, select a Gateway or Cluster, and enter Description.
Under Target Gateways, select Gateways and Clusters to synchronize.

Under Select Configuration, select a configuration to synchronize to the target Gateways and
Clusters.

You can expand all the configurations using Expand All and select all the configurations using
Select All. You can expand each group and select the required settings.

4 CREATE CONFIG SYNC RULE ()

System Sentings
Cloud Secure
Sign-in Settings

[] Selsct ALL Sign-in Settings

Sign-in URLs % is configuration has dependent configu ration.

() None
@ ALL Sign-in URLS

() SELECTED Sign-in URLS
sign-in Pages:

@ Mone
() ALL Pages
() Only Pages used by selected URL(s) and Role(s)

() SELECTED Pages
3ign-in Notifications

@ None
() ALL Notifications

s

() Only Notifications used by selected URL(s) and Role(s)

() SELECTED Notifications
Sigin-in SAML

Cancel Review Dependencies

Look for any dependent configuration and select the required settings. The Review

Dependencies button will appear at the bottom of the page.

Select the Mode: Manual or Automatic. Automatic option will sync the targets whenever there
is change in source configuration.
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10. Select the Action: Merge or Replace. The Merge option applies only changes in source to the
targets, whereas the Replace option replaces the targets configuration with the source
configuration.
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11. To review the dependencies, click Review Dependencies.
- To make any changes, click Skip and select the required dependencies.

- To proceed with the changes, click Select Dependencies and Proceed.
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Review Dependencies

',\ Web - Sharepoint Application |
. -

= .

.
i b

I: User Roles - Remediate role |

If. User Rol I -\I
- test
. UserRoles -testrole |

Jl- ",
- \
| User Roles - Users |
o "

i oy
| Web - MSFT RDWeb application |
S -

..\-

p
I‘\ User Roles - Remediate role |
. 4

I,\ User Roles - Users

-

' e
| Web - Microsoft OWA Application J.h

e

P ™,
| User Roles - Remediate role f.l

b -

-
| LUser Roles - test rale j_l

%
| User Roles - Users |
=~

-

-

r ™,
I Web-JIRA
_

R

P .
| User Roles - test rale |
L S

SKIP SELECT DEPEMDENCIES AND
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12. Click Create Config Sync Rule.
The config sync rule gets listed in the Config Synchronization page.
To edit an existing config sync rule:
1. In the Config Synchronization page, click on the config sync rule name that you want to edit.

2. In the Edit Rule page, make the necessary changes. You cannot modify the rule name and source

Gateway or Cluster.

3. Click Update Config Sync Rule.
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4. If Manual Mode is selected, then in the Config Synchronization page, select the check box
corresponding to the config sync rule that you modified. Then click Trigger Config Sync Rule

icon.

The Preview Config Sync Rule page appears.

CONFIG SYNCHRONIZATION (©

Preview Config Sync Rule of preview-before-sync-desjardins
After previewing the configuration changes in the source gateway, trigger the selected rule.

Summary Details
Created: Authentication > Auth Servers » new-auth-server Created: Authentication -> Auth Servers -> new-auth-server
Modified: Authentication » Auth Servers » System Local Modified: local -> settings -> password maximum length

Maodified: local -> settings -> password minimum length
Madified: local -> settings -> password require alphabets

Meodified: local -> settings -> password require integer

Deleted: Authentication > Auth Servers » demo Deleted: Authentication -» Auth Servers -> demo

5. Preview the config sync rule details, and click Trigger Rule.

o Preview before sync works only when one manual config sync rule is triggered.

To delete one or more config sync rule(s):

1. In the Config Synchronization page, select the check boxes next to the config sync rule names
that you want to delete.
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2. Click the Delete icon.

3. Click OK to confirm the deletion.

To view the config sync rule status on the target gateways:

1. Click on the config sync rule name that you want to view the status.

2. Click the Status tab.

A list of target gateways, their config sync rule status and brief description is displayed.

4 CONFIG SYNCHRONIZATION (®

Edit Rule Status

CONFIG SYNC RULE STATUS | Completed |

7 Gateways

kamal-8k-49
kamal8khw
kamal6khw

kamal-8k-129

Last Trigger Time: 10-04-2023 03:39-58 PM GMT

,.
0
1
]

@

Successful

Successful

e ©¢ ¢ e o

7]

[~

€

(%)

Iy

h

i

=

Successful

Waiting on Gateway Status

Operation succeeded without waming or error!
The configuration has been implicitly changed
The configuration has been implicitly changed
The configuration has been implicitly changed
The configuration has been implicitly changed

The configuration has been implicitly changed

The following alerts are generated:

¢ Config Sync Rule Deleted - This alert is generated when the Config Sync rule is deleted.

¢ Config Sync Rule Updated - This alert is generated when the Config Sync rule is updated.

e Config Sync Target Cluster Deleted - This alert is generated when the Target Cluster, which is in

the Config Sync rule, gets deleted.
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System Configuration

« "Introduction" on the next page

« "NTP Configuration" on the next page

» "Licensing Mode" on page 163

« "Security Configuration" on page 165

e "Certificates Configuration" on page 174

e "NCP Configuration" on page 189

« "Client Types Configuration" on page 192

«  "Virtual Desktops Configuration" on page 195
e "User Record Synchronization" on page 196

« "IKEv2 Configuration" on page 201

« "SAML Configuration" on page 204

«  "Mobile Configuration" on page 207

e "VPN Tunneling Configuration" on page 208

+ "PSAM Configuration" on page 209

+ "Telemetry Settings" on page 210

« "Advanced Client Configuration" on page 211
« "Advanced Networking Configuration" on page 214
« "IF-MAP Federation" on page 215

» "Log/Monitoring" on page 228

« "Behavioral Analytics" on page 246
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Introduction

When you install and initially set up the device, you use the serial port console to set basic network and
host settings. To get started, you must use the serial console to configure these settings for the internal
interface. You have the option to use the serial console to configure network and host settings for the
external interface and the management interface.

Once the internal interface has been configured, you can use the admin console Network Settings
pages to modify settings for the internal interface, to enable and configure the external interface and
the management interface, and to configure or manage advanced networking features, including:

* Hostname

e |Pv6 addresses

e VLAN ports

e Virtual ports

e Route table entries

¢ Host mapping table entries

e ARP cache entries

¢ Neighbor discovery cache entries

e System date and time (manual configuration) or NTP

NTP Configuration

You can use the admin console to set the system date and time manually or by configuring a network
time protocol (NTP) server. The system supports NTPv4, which is backwards compatible with NTPv3 and
NTPv2.

We recommend you use NTP to synchronize the date and time clocks on all network systems.
Using NTP obviates issues that might occur with cluster synchronization, network

o communication that uses time-sensitive protocols, such as SAML, and implementation of time -
based policies, such as local authentication server account expiration. In addition, using NTP as
a standard in your network rationalizes timestamps in logs, which facilitates reporting and
troubleshooting.

To configure NTP:
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1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateways > Gateways List and then select any standalone ICS

Gateway or Cluster node.
3. Navigate to System > NTP that displays the System Status page with System Date and Time.

4. Select your Time Zone. Selecting the appropriate time zone enables the system to automatically
adjust the time for Daylight Saving Time changes

5. Select Time Source.

* |f Use Pool of NTP Servers is selected, configuring one NTP server is mandatory, but
keys are optional. Click Save Changes.

It is not recommended to use only two NTP servers. If more than one NTP server
o is required, four NTP servers is recommended minimum. Four servers protect
against one incorrect time-source.

If you are using NTPv4, specify the symmetric key. The key must be pre-

o synchronized with the NTP server. For example, if you want to configure NIST's
clock as the NTP server, you must request a key beforehand and have NIST send
that key to you.

¢ |f Set Time Manually is selected, specify the Date and Time with Time Slot.

¢ Click Get from Browser to automatically populate the Date and Time fields. Click Save
Changes.

Licensing Mode

You can use either Gateway licenses or nSA Named User licenses. You can switch between these two
licensing modes any time. Gateway Licensing mode is same as the existing 9.x Gateway licensing.

To choose the licensing mode:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateways > Gateways List and then select any standalone ICS
Gateway and Cluster node.
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Navigate to System > Configuration > Licensing > Licensing Summary. The License
Summary page shows the two options, Gateway Licensing Mode and nSA Named User
Licensing Mode. By default, Gateway Licensing Mode is selected.

Choose the required mode and click Switch. You can view the Licensed capacity.

Under Installed license details enter License key(s) in the field and click Add. You can view the
nodes and corresponding license.

NODEBE-SULTHAN

Licensing (®
Configuration Licensing Summary
Licensing
() Gateway Licensing mode

Security (@) nSA Named User Licensing mode

Switch
Certificates
NCP Licensed capacity

Mote that entering your license key signifies that you have read and agree to the terms described in the licenss agreem
Client Types

Feature Effective Leased Instalied Auto-leasing

Virtual Desktops
User Record Synchronization
IKEv2
SAML Mo Data Available
Mobile

VPN Tunneling

PSAM
Installed license details
Telemetry
Maote that entering your license key signifies that you have read and agree to the terms described in the licenze agreem
Advanced Client Config T

Advanced Metworking

# Modes Licenses
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Security Configuration

Granular cipher selection provides an administrator the ability to select specific ciphers and the
preferred ordering of the selected ciphers. This feature also provides presets like Suite and PFS. There
are two tabs, Inbound OpenSSL options and Outbound OpenSSL options. With this feature admins can
select the ciphers that TLS/SSL connections will use. The Inbound OpenSSL options apply to all
incoming connections. Outbound OpenSSL options apply to the following services:

e Rewriter
e ActiveSync
o SCEP

e Syslog

LDAPS

Inbound SSL Options

To enable the Inbound SSL options Mode:
1. Navigate to System > Configuration > Security > Inbound SSL Options.
2. Click on Turn on JITC mode check box.

3. Once Turn on JITC mode is enabled, Turn on NDcPP mode and Turn on FIPS mode are also
automatically enabled.
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4. In Inbound settings, select Allowed SSL and TLS Version and Allowed Encryption Strength.

NDcPP mode can be enabled in the Inbound tab with a check box. This status is also

applied over to the Outbound tab. Turning on NDcPP automatically turns on FIPS mode
and disables SSL/TLS Version TLS1.0 and below. Also, NDcPP Mode allows to choose
only 16 Ciphers under Custom Encryption Strength.

=
B

Gatew!

Insights

Gateways

aye list

Overview

Logs

Tasks

Troubl

Multinode Configuration

leshooting

Systemn

NTP

Configuration

Netwaork

IF-MAF Federation

Log/Menitoring

Behavioral Anslytics

Authentication

Users

Maintenance

o)
&

Administration

~

Configuration

Licensing

Security

Certificates

NCP

Client Types

Virtual Desktops

User Record Synchronization

IKEV2

SAML

Mobile

VPN Tunneling

PSAM

Telemetry

Advanced Client Config

Advanced Networking

Inbound S5L Options Qutbound SSL Options Health Check Options

Inbound SSL Options

SSL ITC Mode option

] Turn on JITC mode

Advanc

When this option is enabled, the web service will be placed in JITC Mode. NDcPP and FIPS Modes will also be tur
and all non-FIPS ciphers will be dizabled. The web service will restart.

SSL NDcPP Mode option

"] Turn on NDcPP mode

When this option is enabled, the web service will be placed in NDcPP Mode. FIPS Mode will also be turned on ar

FIPS cipherz will be dizabled. The web zervice will restart. NDcPP Mode iz 8 prereguisite for JITC Mode.

S5L FIPS Mode option

[C] Turn on FIPS mode

When thiz option iz enabled, the web service will be pleced in FIPS Mode, the cipher strength will be set to Medi
all non-FIPS ciphers will be disabled. The current cipher customization might be lost. The web service will restart

mode is a prerequisite for NDcPP Mode.

Inbound Settings

ALLOWED ESL AND TLE VERSION
Accept only TLS 1.0 and later

J ®

ALLOWED ENCRIFTION STRENGTH
Maximize Compatibility (Medium Ciphers)

]®

Show Selected Ciphers

Mote: Custom cipher selection disebles the Encryption Strength option.

Mote: Some ciphers may require an ECC certificate. Not all ciphers are supported by all cliens.

Supported Ciphers &

] Select Al
] TLS_ECDH_ECDSA_WITH_RC4_128_
[T TLS_ECDH_RSA_WITH_RC4_128_SH
(] TLS_ECDHE_ECDSA_WITH_RC4 128
] TLS_ECDHE_RSA_WITH_RC4 128 S

] TLS_RSA_WITH_RC4_123_MD5

Selected Ciphers 37

] Select All

] TLS_RSA_WITH_AES 128 GCM_

] TLS_RSA_WITH_AES_128_CBC_!
] TLS_RSA_WITH_AES_128_CBC_!

] TLS_RSA_WITH_AES_256_GCM,

] TLS_RSA_WITH_AES_256_CBC_

5. The two panels of Supported Ciphers and Selected Ciphers are displayed. Supported ciphers

has the entire list of ciphers supported for the selected SSL or TLS version. Selected ciphers list

the currently selected ciphers list.

6. Select Encryption Strength option to strengthen the SSL session that is established.

7. Select Key Exchange Options to increase the key exchange strength to 2048bit DHE.
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10.

11.

12.

Select Enable support for SSL legacy renegotiation to allow new TLS Renegotiation Info
extension.

Set SSL Handshake Timeout option

Select Enable client certificate to enable Client certificate on the external port and/or the virtual
ports.

The two panels of External Virtual Ports and Selected Virtual Ports are displayed. External
Virtual Ports has the entire list of ports available for the selected certificate. Selected Virtual Ports
list the currently selected ports list.

The two panels of Internal Virtual Ports and Selected Virtual Ports are displayed. Internal Virtual
Ports has the entire list of ports available for the selected certificate. Selected Virtual Ports list the
currently selected ports list. You can move the virtual ports from the external/internal to selected
list and vice versa.
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13. Click Save Changes.

© A Encryption Strength option
;l Insights w Do not allow connections from browsers that only accept weaker ciphers
Mormally, the sllowed encryption strength is enforced after an S5L sesgion iz establizhed, co that & uger that
| Gatewsys ~ connects using a disallowed encryption strength will receive a web page describing the problem. The option L
will prevent a browser with & weak cipher from establishing & connection. Changing this option will cause the:
SErVice 1o restart.
Gateways list
Overview Key Exchange Options
Logs Use 2048bit Diffie-Hellman key exchange
If the Allowed Encryption Strength includes any DH ciphers, the system uses 1024bit DHE key exchange by del
Tasks The option below will incresse key exchange strength to 2048bit DHE.
Troubleshooting S5L Legacy Renegotlation Support option
Multinode Configuration  ~ [] Enable support for SSL legacy renegotiation
When this option is enabled, renegotistion with clients and servers, which dont support the new TLS Renegoti
System ~ Info extension (defined in RFC 5746), will be allowed. When disabled, renegotiation with such clients and serve
will not be &llowed. Changing this option will cause the web service 10 restar.
NTP
Configuration
Common optlons
Network
551 Handshake Timeout option
IF-MAF Federstion By default, the SSL handshsake has a timeout of 60 seconds. Use the text bax below to set a different value.
Log/Monitoring
Behavioral Analytics ActiveSync Client Certificate Configuration
Enforce client certificate requirement on ports used for access. Client certificate can be enabled on the external p
Authentication A and/for the virtual ports.
Users o ] Enable client certificate on the external port
Maintensnce v External Virtual Ports: O Selected Virtual Ports: O
[] Select All ] Select Al
2 Administration ~
& No ltems & No ltems
Internal Virtual Ports: O Selected Virtual Ports: O
Users v T T
] select Al ] select Al
Maintenance w
-} Administration ~
5
Fay No ltems Foy No [tems

Mote that changing any of the above settings might restart some services in the Pulse Connect Secure.

Outbound SSL Options

To enable the Outbound SSL options Mode:
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. Navigate to System > Configuration > Security > Outbound SSL Options.

Only for Outbound SSL Settings, we can configure Non FIPS Ciphers when FIPS is
Enabled using Custom Cipher Selection Option. Now, there are options to change
different SSL/TLS versions and different encryptions in the Outbound SSL Settings.

. DoD Certification Mode, SSL NDcPP Mode, and SSL FIPS Mode are OFF all these can be
enabled from Inbound SSL options tab.

. In Outbound settings, select Allowed SSL and TLS Version and Allowed Encryption
Strength

. The two panels of Supported Ciphers and Selected Ciphers are displayed. Supported ciphers
has the entire list of ciphers supported for the selected SSL or TLS version. Selected ciphers list
the currently selected ciphers list. The following figure shows the two panels (Supported Ciphers
and Selected Ciphers). Note that the Selected Ciphers and Supported Ciphers List will also be
displayed for all Preset like PFS or Suite B or Medium or High.
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5. Click Save Changes.

© N Configuration

Q Insights N Licensing
Bl Gatewsys ~ Security
Gateways lizt
Certificates
Overview
NCP
Logs
Client Types
Tasks

Virtual Desktops
Troubleshooting

User Record Synchronization
Multinode Configuration ~

Sysem - IKEv2
NTP SAML
Configuration Mabile
Metwark WVPM Tunneling
IF-MAP Federation PSAM
Log/Menitoring T

Behavioral Analytics
Advanced Client Config

Authentication ~
Advanced Metworking

Users w

Maintenance W

Administration W

o)
]

Inbound SSL Options ‘Outbound S5L Options Health Check Options Miscellaneous
Outbound SSL Options

DoD Certification Mode
JITC is Off

551 NDcPP Mode
NDcPPis Off

SSL FIPS Mode
FIPS is Off

Outhound Setiings

ALLDWED E5L AND TLEVERSION B G)
Use TLS 1.0 and later

ALLCWED ENCRYFTICH STRENGTH

Maximize Compatibility (Medium Ciphers) ®

Show Selected Ciphers
Note- Custom cipher zelection disables the Encryprion Strength option.
Mote: Some ciphers may require an ECC certificate. Not all ciphers are supported by all clients.

Supported Ciphers 0 Selected Ciphers 43

] Select All [ Select All

Advanced

[] TLS_RSA_WITH_AES 128 GCM_

] TLS_RSA_WITH_AES 128 CBC_!

BH

Fay No ltems

] TLS_RSA_WITH_AES_128_CEC_!

[] TLS_RSA_WITH_AES 256 GCM.

] TLS_RSA_WITH_AES_256_CBC_

] TLS_RSA_WITH_AES_256_CBC_

[J TLS_RSA_WITH_3DES_EDE_CBC v

Mote that changing any of the above settings might restart some services in the Pulse Connect Secure.

Saus Channes

Health Check Options

To configure health check options:

1. Navigate to System > Configuration > Security > Health Check Options to display the

configuration page.

o Enable additional information via healthcheck.cgi-This option is used by entities like

load balancers to monitor the health status of the node.

2. Select the Enable additional information via healthcheck.cgi check box.
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3. Click '+ to add the relevant IPv4/v6 addresses for which additional information is required to be

made available.

4. Click Save Changes.

;] Insights “~
E Gateways ~

Gateways list

Overview

Logs

Tasks

Troubleshooting

Multinode Configuration ~

System ~

NTP

Configuration

Network

IF-MAP Federation

Log/Monitoring

Behaviorsl Anslytics

Authentication w
Users w
Maintenance w
2 Administration Ao

NODEBE-SULTHAN

Health Check Options (&)
Configuration

Licensing

Security

Certificates

NCP

Client Types

virtual Desktops

User Record Synchronization
IKEv2

SAML

Mobile

VPN Tunneling

PSAM

Telemetry

Advanced Client Config

Advanced Networking

New IP Address
Inbound SSL Options ‘Outbound SSL Options Heslth Check Options
1Pv4/vE Address
Health Check Options
[ Netmask,Prefix

Health Check URL: https://<lvantl Connect Secure>/dana-na/healthcheck/h«
This service can be used by entities like load belancers to monitor the health status of th
An HTTP retum code of 200 indicates thet the node is up and 500 indicates that it is un:

SICeEimg

Enable additional information via healthcheck.cgi

A URL perameter 'status’ needs 1o be paseed to get additionsl informetion to the heslth «
are ‘sl (CPU Usage, number of active sessions etc.) and “sbr' (SBR statigtics). The additic
requests received from the below list of IP addresses

] |1Pv4/ve Address | Metmask/Prefix

®

No Data Avallable

Miscellaneous Setup

You can use the System > Configuration > Security > Miscellaneous page to configure the

following security options:

¢ Persistent cookie options - You can choose whether to preserve or delete persistent cookies

when a session is terminated.

e Lockout options - You can configure lockout options to protect the system from denial of service

(DoS), distributed denial of service (DDoS), and password-guessing attacks.

e Last login - You can choose whether to show users the time and IP address their user ID was

used to signin.

e X-Frame-Options protection - You can choose to defend against click-jacking attacks by adding

X-Frame-Option header to all the IVE generated pages. If this is not enabled, then only

welcome.cgi will have this header.
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¢ Slow Post Attack Defense - You can configure to protect against slow-post DOS attacks from
non-authenticated users.

e HSTS - HTTP Strict Transport Security (HSTS) is a HTTP special response header which will
prevent any communications over HTTP

¢ Host Manifest Integrity Validation - You can configure to protect against integrity attacks.
¢ Host Header Validation — You can block open redirect attacks
e Username Validation — You can block unauthorized access

 Integrity checking options - You can configure scan the system to periodically check for any
integrity anomalies. If any anomaly found, information is displayed in the dashboard.

To configure cookie and lockout options:
1. Select System > Configuration > Security > Miscellaneous to display the configuration page.

2. Complete the configuration as described in the following table.
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3. Click Save Changes.

;] Insights ~

E‘ GEIEWEYS ~

Gateways st

QOverview

Logs

Tasks

Troubleshooting

Multinede Configuration

System S
NTP
Configuration
Network
IF-MAF Federation
Log/Menitoring

Behsvioral Anslytics

Authentication hd
Users ~
Maintenance ~
2 Administration ~

Miscellaneous (5)
Configuration
Licensing

Security

Certificates

NCP

Client Types

Virtual Deskiops

User Record Synchronization
IKEv2

SAML

Mobile

VPM Tunneling

PSAM

Telemetry

Advanced Client Config

Advanced Networking

Inbound SSL Options Outbound SSL Options Health Check Options Miscellaneous Advanc

Miscellaneous

DELETE ALL COOKIES AT SEEEION TERMINATION * L @
Preserve cookies a1 session termination (maximize usability)

INCLUDE PLULSE CONNEGT EECURET EESSION CODKE IN URL e
Include session cookie in URL (maximize compatibility)

Lockout options

The following settings determine how failed sign-in sttempts are handled. When the number of allowed attempts iz exc
IP address that is used for signing-in will be temporarily locked to prevent sutomated sigr-in attacks.

RATE{FER MINUTE}

G)
=

G)
LOCHOUT PERIOD [MINUTEE)

G)

Last Login options

[_] Show last login time on user's bookmark page
"] Show last login IP address on user's bookmark page

The following settings determine whether to gshow the user's last login time and source IP sddress detsils on the user's |
page. For Admin users this information will be displayed on the System Status page. These settings do not apply to the
start page option on Role Ul options page.

X-Frame-Optlons protection

Enable X-frame options protection

Enable ¥-Frame-Options protection to defend against click-jacking attacks by adding X-Frame-Option header to all
generated pages, If this is not enabled then only welcome.cgi will have this header

SYN FLOOD,SMURF.SSL Replay Attack Audit Logs

"] Enable SYN Flood, SMURF, SSL Replay Attack Audit

Enable SYN Flood, Smurf and SSL Replay attack audit logs. Turning this on can have performance end resource img
when turned off, the device is always protected against these attacks. This option controls only the logging for thes
This option needs to be on when the device isin JITC Mode

Advanced Configuration

Connect Secure supports several HTTP headers, which are sent in response to the client request. There
are several more headers built to improve security and prevent attacks like XSS. The Custom HTTP
Headers configuration enables the administrator to add new headers that they want to enforce.

To configure custom HTTP header:
1. Navigate to System > Configuration > Security > Advanced

2. Click "+’ to Add the relevant HTTP Header and Header Directive.
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3. Click Save Changes

@ h NODEB&-SULTHAN
Advanced (§ New HTTP Heacder

;] Insights W

Configuration Inbound SSL Options Qutbound SSL Options Health Check Options
Bl Gatewsys A HTTP Header

Licensing

Gatewsye list Advanced
Header Directive
>

Overview Security
Custom HTTP Headers

Logs Certificates This configuration can be used to add HTTP headers and will be inserted in the HTTP res
unsupported hesders could lead to rendering issues and undefined behavior. Please che

Tasks NCP BT TR Save Cha

Troubleshooting

Client Types
Multinode Confi ti ~ HTTP Header ‘ Header Directive
ultinode Configurstion Virtusl Deskrops O
System -~
User Record Synchronization
NTP
IKEv2
Canfigurstion @
SAML
Network

Mobile
IF-MAP Federation No Data Avallable

_ VPN Tunneling
Log/Monitoring

Behavioral Analytics PSAM

i Telemnetr
Authenticarion v !

Uszers w Advanced Client Config
Maintenance hd Advanced Networking
o] Administration hd

LY

Certificates Configuration

Connect Secure uses Public Key Infrastructure (PKI) to secure the data sent to clients over the Internet.
PKl is a security method that uses public and private keys to encrypt and decrypt information. These
keys are enabled and stored through digital certificates. A digital certificate is an encrypted electronic
file issued by a certificate authority (CA) that establishes credentials for client/server transactions.

Device Certificates

A device certificate helps to secure network traffic to and from the Ivanti Secure Access client service
using elements such as your company name, a copy of your company's public key, the digital signature
of the Certificate Authority (CA) that issued the certificate, a serial number, and an expiration date.
When receiving the device certificate from the system, the client's browser first verifies whether the
device certificate is valid and whether the user trusts the CA that issued the certificate. If the user has
not already indicated that they trust the certificate issuer, the Web browser prompts the user with a
warning saying connection is untrusted or there is a problem with the websites security certificate.

To import an enterprise root server certificate and private key:
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1. Select System > Configuration > Certificates > Device Certificates.

2. Click Import Certificate to display the configuration page.

Certificates (O
= neights h T d Trusted Client Auth Code Signi Certifi
. . ruste U ient & Signin. rii
Configuration Device Certificates Client CAs Server CAs Certificates Cortitichtes) Validity
Bl Gatewsys ~ —_—
Licensing N -
Geteways list Device Certificates
Security
Overview Specify the Device Certificate(s). If you don't have a certificate yet, you can creste a CSR and import the resulting sign:
. certificate. If necessary, you can add customintermediate CAs.
Certificates >
Logs
Tesks nee Import Certificate Search Q |0}
i Client Tt
Troubleshaooting fenttires [ | certificate Issued To | Issued By Valid Dates | Used By
Multinode Configuration  ~ Virtusl Desktops O gel.gstewsyl.com Intermediate Feb 9 23:36:24 2008... <Internal Port>
Systemn S User Record Synchronization O peecure.net psecure.net May 8 09:45:22 2019...
NTP IKEv2
Configuration
SAML
Netwaork
Mabile
IF-MAP Federation
VPN Tunneling
Log/Monitoring
PSAM
Behsvioral Analytics 1
Telemetry
Authentication ~
w @
Advanced Client Config
Users v
[_] | Certificate Signing Requests Created
Maintenance v Advanced Metworking
o= Administration W
Loading...
———
v

3. Complete the configuration described in table.
4. Click Import.
To create Certificate Signing Request (CSR) for RSA and ECC Keys:
1. Navigate to System > Configuration > Certificates > Client Auth Certificates.

2. Click '+' on the Certificate Signing Requests pane.
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Enter the required requestor information. In this example, the common name is ecc-
p256.<orgname>.net or ics.<orgname>.net.

e If RSA is selected, then select Key Length and enter Random characters.
e If ECCis selected, then select ECC Curve drop-down.
Click Save Changes.

. The CSRis encoded and can be copied or saved to a file. The ECC certificate should be signed by
an RSA/ECC CA for Suite B compliance. Follow your CA's process for sending a CSR.

Click the Back to Device Certificates link. Until you import the signed certificate from your CA,
your CSR is listed as Pending.

New Certificate Signing Request (O

Use this page to create a new Certificate Signing Request (CSR) to send to your Certificate Authority of choice.

KEVTVRE
RSA 3

COMMON MAME

(=g, secure.0ompany.oom)

ORGANIZATION NAME
FulzeSecure

2. Compary Ina)

ORGL LINIT MEME

(e.g. IT Groug)

[
[
G
G
E
G
&

STATE {FULLY SPELLED QUT)

(=g California)

— e A

Please enter some random characters to augment the system's random key generator. We recommend that you enter spproximately twenty characters.

Random Data ]

e for key generation)

Cancel

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 176 of 534

Save Changes


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

Trusted Client CAs

A trusted client CA is a CA that you deem trusted by adding it to the trusted client CA store. The system
trusts any certificate issued by that CA. To use client CA certificates, you must install and enable the
proper certificates. Additionally, you must install the corresponding client-side certificates in your users'
Web browsers, or you must use the MMC snap-in in your users' computer accounts (machine
certificate). When validating a client-side CA certificate, the system verifies that the certificate is not
expired or corrupt and that the certificate is signed by a CA that the system has been configured to
recognize. If the CA certificate is chained, the system also follows the chain of issuers until it reaches the
root CA, validating each issuer in turn. The system supports X.509 CA certificates in DER and PEM
encode formats.

To import a trusted client CA certificate:

1. Navigate to System > Configuration > Certificates > Trusted Client CAs to display the
configuration page.

Certificates (&

;] Insights W
N . Trusted Trusted Client Auth Code Signing
O] ceswsys ~ Configuration Device Certificates  client CAs Server Chs Certiiicates Certificates
" Licensin
Gateways list & Trusted Client CAs
Overview Security
[ FORT SELECTION FOR OCEP AND CRL TRAFFIC . ]
Logs Certificates > Internal Port

Nata. Part Selaation sattings era nads spectic. Plesws crfigure the
inge indivi cifiarant i al

Troubleshooting

Client Types

Multinode Configuration ~ Virtual Desktops page). Specify trusted certificate authorities.

System -~ Auto Import Options Proxy Settings Import CA Certificate
User Record Synchronization
NTP RECORDS FER P
Search
a

Certificate
Validity Che:

Uzers can be required to present valid client-side certificates to sign in (see the realm-specific Cerificate Authenticetion Poli

0]
Configuration .
Fa = Trusted For Client - N
SAML fod ‘ Trusted Client CA Authentication? | Valid Dates Status Checking
Network —
wer ) merootes Yes 2008/07A15 - 2028/07/15 None
Mobile
IF-MAP Federation 0 AutoEnterprise-CA Yes 2016/05/21 - 2026/05/21 None
VPN Tunneling —
Log/Monitaring Ll Zero es 2019/08/20 - 2035/08/15 Mone
Behavioral Anslytics PSAM O fruit-ORANGE-CA Yes 2013/12/13 - 2038/1213 None
i ¥ Root Yes 2018/03/14 - 2038/03/09 None
Authentication v Telemetry el B/03
~ Intermediate Yes 2018/03015 - 2028/03/12 None
Users w Advanced Client Config
] "client.CA.pcs-gae.ash.pz Yes 2022/05/08 - 2024/05/08 MNone
Maintenence ~ Advanced Metworking

2. Click Import CA Certificate to display the configuration page.
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3. Browse to the Certificate File, select it, and click Import to complete the import operation.

Import Trusted Client CA ®

Use the form below to import an existing certificate. If the file is encrypted, you will alzo need to specify the password.

Certificate file

(5 ]

Mo file chosan

Import Trusted Client CA?

To enable auto-importing:
1. Navigate to System > Configuration > Certificates > Trusted Client CAs.
2. Click the Auto-lmport Options button to display the options.
3. Complete the configuration described in the following table.
4. Click Save Changes.
Auto-importoptions @&
Auto-import trusted CAs

Options

CLIENT CERTIFICATE ETATLES CHECKING |
Mone

COP{EVOGSF RESFONDER: |
Mone

] Verify imported CA certificates
Thig will check the CRL of this certificate’s issuer, and repest up the chain until reeching the root CA certificate.

Skip Revocation check when OCSP/CDP server is not available.
Accept client certificate if CDP Server or OCSP Responder is not reachable/resolvable

Auto-Import Options Settings

Setting Guidelines

Auto-import trusted Select this option to enable auto-import and display its
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Setting

Guidelines

CAs

configuration settings.

Client Certificate
Status Checking

Select a method to validate the trusted client certificate:
¢ None-Do not validate.

¢ Use OCSP-Use the OCSP method, validating the client
certificate in real-time, as needed. After you select this
option, you can specify options for OCSP.

¢ Use CRLs-Use CRLs to validate the client certificate.
After you select this option, you can specify options for
CRL.

e Use OCSP with CRL fallback-Use the OCSP validation
method when possible, but attempt to validate client
certificates using CRLs if the OCSP method fails (for
example, if the link to the OCSP responder fails). After
you select this option, you can specify options for
OCSP and CRL. Inherit from root CA-Use the method
configured for the device certificate.

CDP(s)/OCSP
responder

Select the location of the responder value:
¢ None-Do not use the responder.

e From client certificate-Use the responder value
configured in the client certificate.

e From trusted CA certificate-Use the responder value
configured in the trusted CA certificate that has been
uploaded to the system.

Verify imported CA
certificates

Select this option to verify that this trusted client CA is
valid. Enabling this will check the CRL of this certificate's
issuer, and repeat up the chain until reaching the root
trusted client CA.

Skip Revocation check
when OCSP/CDP
server is not available

Select this option to instruct ICS to skip revocation check
and accept end user certificates when either OCSP server
or CDP server is not accessible over the network. This
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Setting Guidelines

option is applicable to digital certificates used for end
user authentication.
The OCSP Timeout, applicable only for OCSP, is used as the
maximum timeout for a network connection or data transfer
operation while connecting to an OCSP Responder. An
internal timeout will be used for CDP.
ICS skips the revocation check in the following conditions:

¢ Server IP is not reachable

e Server Hostname is either not resolvable or resolving to
non OCSP/CRL

e Server P
e Proxy IP is either not reachable or not resolving

e Downloaded CRL has expired

e OCSP/CRL service in Server is not responding.

To configure a proxy server:

1.

Select System > Configuration > Certificates > Trusted Client CAs.
Click Proxy Settings to display the page.

Complete the configuration described in Proxy Settings table.

Click Save Changes.

Proxy Settings (&)

] use Proxy Server for HTTP-based CRL download

"] Use Proxy Server for HTTP-based OCSP status checking
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Proxy Settings

Setting Guidelines

Use Proxy Server for Select to enable the CRL operations to use a
HTTP-based CRL proxy server. You can configure a proxy server
download for web-based URLs, not LDAP URLs.

Use Proxy Server for Select to enable the OCSP operations to use a
HTTP-based OCSP proxy server.

status checking

Host Address Specify either an IP address or a fully qualified
domain name.

Port Enter the proxy server port number if it is
different from the default value of 80.

Username/password If your proxy server required authentication,
enter a username and password to log in to
the proxy server.

Trusted Server CAs

All of the trusted root CAs for the Web certificates installed in Internet Explorer are preinstalled. You
might need to install a trusted server CA for additional Web servers in the following situations:

 If you are using third-party integrity measurement verifiers (IMVs) that are installed on a remote
server, you must upload the trusted root certificate of the CA that signed the remote server's
server certificate.

* If you are using virus signature version monitoring with your own staging site for storing the
current virus signatures list, you must upload the trusted root certificate of the CA that signed
the staging server certificate.

You can install the trusted root CA certificate on the endpoint in any of the following ways:

» Use a CA certificate that is chained to a root certificate that is already installed on the endpoint,
such as VeriSign.
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¢ Upload the CA certificate and any intermediate CA certificates to the Ivanti Secure Access client
system. During client installation, the system automatically installs the trusted root device CA
certificates on the endpoint. When prompted during installation, the user must allow the
installation of the CA certificate(s).

e Prompt users to import the CA certificates on the endpoint using Internet Explorer or other
Microsoft Windows tools. In other words, you can use common methods organizations use to
distribute root certificates.

To upload CA certificates:
1. Select System > Configuration > Certificates > Trusted Server CAs to display the page.

2. Click Import Trusted Server CA to display the page.

)
Certificates ()
:] Insights ~
i i Trusted Trusted Client Auth Code Signin: Ce
Configuration Deviee Certificates  cjiem CAs Server CAs Cartificates Certfiches. Vali
B Gateways ~
N Licensin:
Gateways list g Trusted Server CAs
: S it
Overview EEAE Web servers with certificates issued by one of the following CAs are considered trusted. Untrusted web servers are &l
denied based on the user's roles (zee the role-specific Web Options page).
Logs Certificates »
Tasks NCP Import Trusted Server CA Reset Trusted Server CA
Troubleshooting Client Types Search Q o ™| [ SHOW ONLY EXPIRED
Multinode Configuration ~ -
Virtusl Desktops O | Trusted Server CA Valid Dates
System ~
User Record Synchronization [0 chembers of Commerce Root 2003{08/30 - 2037/09/30
NTP [ certinomis - Autorite Racine 2008/09/17 - 2028/09/17
IKEv2
Configuration O  certumca 2002/06/11 - 2027/06/11
SAML
Network [J  Federsl Comman Palicy CA 2010/12/01 - 2030/12/01
Mobile ) ANF Global Root CA 2013/06/10 - 2033/06/03
IF-MAP Federation
VPN Tunneling [0 eszigno Root CA 2017 2017/08/22 - 2042/05/22
Log/Meonitaring
[] Telia Roor cAv2 20181129 - 2043/11/29
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3. Browse to the Certificate File, select it, and click Import to complete the import operation.

vy
Certificates (&
:] Insights iV
N e Trusted Trusted Client Auth Code Signing C
5] Goteways N Configuration Device Certificates  cjiem CAs Server CAs Certificates Certificates Vali
. Licensin:
Gateways list € Trusted Server CAs
; Securit
Overview ¥ Web servers with certificates issued by one of the following CAs are considered trusted. Untrusted web Servers are e
denied based on the user's roles (see the role-specific Web Options pege).
Logs Certificates
Tasks MNCP Import Trusted Server CA Reset Trusted Server CA
Troubleshooting Client Types Q o™ | [ SHOW ONLY EXPIREL
Multinode Configuration ~ _
Virtusl Desktops 0O | Trusted Server CA Valid Dates
Syst: -~
ystem User Record Synchronization Chembers of Cammerce Root 2003/09/30 - 2037/08/30
NTF Certinomis - Autorite Racine 2008/09/17 - 2028/09/17
IKEv2
Configuration Certurn CA 2002/06/11 - 2027/06/1
SAML
Network Federal Commaon Policy CA 2010/12/01 - 2030/12/01
I MAP Fedareti Mabile ANF Globs| Root CA 20130610 - 2033/06/05
- ederation
VPN Tunneling e-5zigna Root CA 2017 2017/08/22 - 2042/08(22
Log/Monitoring
Telis Root CA v2 201811429 - 2043/11/29

To restore the prepopulated group of trusted CA certificates:

1. Select System > Configuration > Certificates > Trusted Server CAs.

2. Click Reset Trusted Server CAs.

3. Confirm that you want to restore the set of trusted server CAs that was installed when you

upgraded.

o Connect Secure restores the group of pre-populated trusted server CAs that were installed

upon upgrade. This operation clears all manually imported certificates.

Client Auth Certificates

In certain corporate environments, servers on the LAN are protected with two-way SSL authentication.

These servers require the client to authenticate by presenting a valid certificate. In the remote access

scenario, lvanti Connect Secure is a client of these servers. You can configure Ivanti Connect Secure to

present client authentication certificates to servers whenever it communicates over SSL. Note that Ivanti

Connect Secure will present client certificates only when the SSL handshake requires it.

o This feature authenticates Ivanti Connect Secure (as a client) to back-end servers. It also

authenticates end users or end-user machines to servers on the corporate LAN.
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The access management framework allows certificates that include the private key and for instances
where the private key is in a separate file from the certificate. In addition, if your certificates have been
exported into a system configuration file, you can import the system configuration file to upload the
certificates.

To import the client auth certificates files:
1. Select System > Configuration > Certificates > Client Auth Certificates.

2. Click Import Certificate to display the configuration page.

Certificates [O]

Tasks NCP Import Certificate

Troubleshooting Client Types Certificate Issued To lssued By

Multinode Configuration ~

Virtual Desktops | gateway,WGEINMSEjITOSISTTIgyQdMw, "client.CA.pcs-ga.e.ash.pzrd...

System -~
User Record Synchronization
NTP
IKEv2
Configuration
SAML
Network
Mobile

IF-MAF Federation

VPN Tunneling
Log/Menitoring

Valid Dates

Q Insights pv
: . Trusted Trusted Client Auth Code Signing Certi
E]  Gaways n Configuration Device Certificates Client CAs Server CAs Certificates Certificates Validiity
Gateways list =Ty Client Auth
Overview Security
Specify the Client Auth Certificate(s). If you don't have & certificate yet, you cen create 8 CSR and import the resulting
- certificate. If necessary, you can add customintermediate CAs.
Logs Certificates >

Jun 703:39:24 2022 GMT - |

Behaviorsl Analytics (] U B
Authentication A Telemetry [] | Certificate Signing Requests Created
Users ~ Advanced Client Config

3. Complete the configuration described in table.

4. Click Import.

Import Certificate and Key Settings

Setting Guidelines

If certificate and
private file are
separate keys

Certificate File Browse to the network path or local directory location of
your certificate key file.
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Setting Guidelines

Private Key File Browse to the network path or local directory location of
your private key file.

Password Key Enter the password key.

Import via System
Configuration file

System Configuration Browse to the network path or local directory location of
File the system configuration file.

To create Certificate Signing Request (CSR) for RSA and ECC Keys:
1. Navigate to System > Configuration > Certificates > Client Auth Certificates.
2. Click '+' on the Certificate Signing Requests pane.

3. Enter the required requestor information. In this example, the common name is ecc-

p256.<orgname>.net or ics.<orgname>.net.
e If RSA is selected then, select Key Length and enter Random characters.
o |f ECCis selected then, select ECC Curve drop down. Click Save Changes.

4. The CSRis encoded and can be copied or saved to a file. The ECC certificate should be signed by
an RSA/ECC CA for Suite B compliance. Follow your CA's process for sending a CSR.

5. Click the Back to Device Certificates link. Until you import the signed certificate from your CA,
your CSR is listed as Pending.
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New Certificate Signing Request (&

Use this page to create 8 new Certificate Signing Request (CSR) to send to your Certificate Authority of choice.

KEYTYRE »
ECC )

COMMON MEME

{e.g.. seoure.comparTy.com)

ORGENIZATION NAME
PulaaSecure

{e.g.. Company Ina)

ORE. UNIT MAME

le.g.. T Groug)

el

STATE [FULLY SFELLED OUT)

{e-g.. Califarria)

[
[
G
=
G
G
G

LS SRR W S S S N—

Cancel

ECCCURVE
P-258 )

Code-Signing Certificates

In a basic setup, the only required certificates are a device certificate and a code-signing certificate.
Ivanti Connect Secure can use a single code-signing certificate to resign all Java applets and a single
device certificate to intermediate all other PKI-based interactions. If the basic certificates do not meet
your needs, however, you may install multiple device and applet certificates on Ivanti Connect Secure or
use trusted CA certificates to validate users.

When Ivanti Connect Secure intermediates a signed Java applet, it re-signs the applet with a self-signed
certificate by default. This certificate is issued by a nonstandard trusted root CA. As a result, if a user
requests a potentially high-risk applet (such as an applet that accesses network servers), the user's Web
browser alerts him that the root is untrusted.

To import a code-signing certificate:

1. Select System > Configuration > Certificates > Code-Signing Certificates to display the
configuration page.

2. Click Import Certificates to display the configuration page.
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3. Complete the configuration described in the following table.

|; Insights
E Gateways
Gateways list
Overview
Logs
Tasks
Troubleshooting
Multinode Configuration
Systemn
NTP
Configurstion
Netwark
IF-MAP Federation
Log/Monitoring
Behavioral Analytics
Authentication
Users

Maintenance

“~

Certificates (3
Configuration
Licensing

Security

Certificates

NCP

Client Types

Virtual Desktops

User Record Synchronization

IKEv2

SAML

Mobile

VPN Tunneling

PSAM

Telemetry

Advanced Client Config

Advanced Networking

Client Auth

P i Trusted Client Trusted Server Code Signi Certifice
Device Certificates Chs Cas Certificates Shtes C

Certificates

Code Signing Certificates

Applet Signing Certificates

When & user accesses an applet through the device, the browser displays a security warning that the root is not a trusted rc
forestall this warning, you can import & code-signing certificate that the device will use to re-sign applets that it intermedia
control which pplets are re-signed using theCode-Signing Policies.

Import Certificates

Microsoft Authenticode Certificate
You may import & Microsoft Authenticode Certificate for use in re-signing applets that require either the M3 JWM or Sun JVA

Izzued To: N/A

Izzued By- NfA

Valid: N/A to N/A

JavaSoft Certificate

You may import & JavaSoft certificate for use in re-signing applets that require the Sun JVM.
Izzued To: NfA

Issued By: N/A

Valid: N/A to Nf&

Sign Pulse Secure Web Controls With:

(@ Default Pulse Secure Certificate

.:::. Authenticode Certificate For Juniper Networks Inc

Save Changes

The following table lists the Import Certificates Configuration Guidelines:

Import Certificates Configuration Guidelines

Setting

Guidelines

Microsoft
Authenticode or
Multipurpose
Certificate for
Internet Explorer
(Microsoft JVM)

Certificate File

Browse to the network path or local directory location of
your certificate key file.

Private Key File

Browse to the network path or local directory location of
your private key file.

Password Key

Enter the password key.
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Setting Guidelines

Javasoft Certificate
for Internet Explorer
& Netscape (Sun
JVM)

Keystore File Browse to the network path or local directory location of
the keystore file.

1. Click Import to complete the import operation.

2. When you have successfully imported a certificate, the system displays the Sign lvanti Web
Controls With dialog box. Specify the signing option:

e Default Ivanti Certificate - Select this option to sign all ActiveX and Java applets
originating from Ivanti Connect Secure using the default Ivanti certificate. If you have
previously selected an imported code-signing certificate and are reverting back to this
option, after you click Save, a process icon appears indicating that the system is
processing the request and re-signing all of the relevant code. This process can take
several minutes to complete.

e Authenticode Certificate - For <Imported Certificate Name>-Select this option to sign all
ActiveX and Java applets using the certificate or certificates imported in the previous step.
When you click Save, a process icon appears indicating that the system is processing the
request and signing all of the relevant code. This process can take several minutes to
complete.

3. Click Save Changes.

Certificate Validity Check

Every time a certificate is added to ICS (through manual import, XML import, or upgrade), its expiration
date is stored in the cache. A background process checks all certification expiration dates once in every
7 days. If any certificate is about to expire soon, the administrator is notified. Notifications to
administrators include a banner message in the adminUl upon login, SNMP trap, and log messages in
the event log. The administrator can configure how soon he or she wishes to be notified of the
expiration. The default is 60 days in advance. It can be configured to a value starting from 7 days in
advance to 999 days in advance of the expiration of the certificate. The expiration warning window is
common to all types of certificates. However, the administrator can choose to enable or disable this
feature for each certificate category in the user interface.
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To check validity of certificates:
1. Click on Configuration > Certificates > Certificates Validity Check.
2. The page displays the Certificate Expiry Notification Duration and the Certificate Types.
3. Enter the number of days before which the warning must be displayed.

4. Select the type of certificate for which the expiry notification is required. By default, all types of
certificates will be selected if no selection is made.

5. Click on Check Now. The Certificate Category, DN name and date of expiry are displayed.

6. When an administrator logs in, a warning sign is displayed, if there are any certificates that expire
within the configured number of days.

Certificates (0

;] Insights e
Trust.%dniervef Client Auth

i ifi Trusted Client
Device Certificates Chs rtificates

Configuration
B Gateways ~

Licensing

Gateways list Certificate validity check

- Securit
Overview i Certificate Expiry Notification Duration

Logs Certificates 14 changed by updating the value in the Certificate Expiry Motification Duration.
Tasks NCP CERTIFCATE EXFIRY ROTIFICATION DURATICN (B4YE) ]

B0
Troubleshooting Client Types 7-658 VALID RANGE OF NUMBER OF DAYS

. Certificate Types
~
Multinode Configuration Virtusl Desktops

Saloat the typa of whih the expiry noti

System ~ Device Certificates
Trusted Client CAs
Trusted Server CAs
Code-Signing Certificates
Client Auth Certificates

User Record Synchronization

NTP
IKEv2

Configuration

Code Signing

riificates

Certificate V
Check

The certificates that have already expired or will expire within the next 60 days will be displayed by default. This time boundary

i roquired. By defeult, all typos of cortifioetos will be scleated if ne sclestion is made.

Newwork

IF-MAP Federation

Log/Monitoring

SAML

Mobile

VPN Tunneling

NCP Configuration

The following types of internal protocols are used to communicate between lvanti Connect Secure and

client applications:

¢ Network Communications Protocol (NCP) - Standard NCP has been replaced with oNCP.
Windows client applications, PSAM, and Terminal Services fallback to NCP if oNCP fails.

e Optimized NCP (oNCP) - oNCP significantly improves the throughput performance of the client
applications over NCP because it contains improvements to protocol efficiency, connection
handling, and data compression. Windows client applications, PSAM, and Terminal Services use
oNCP by default.
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e Java Communications Protocol (JCP) -JCP is the Java implementation of standard NCP. The
system uses JCP to communicate with Java client applications, JSAM, and the Java Content
Intermediation Engine.

To set NCP options:
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1. Navigate to System > Configuration > NCP.
2. (Windows clients) Under NCP Auto-Select, select:

¢ Auto-select Enabled (recommended) - Use the oNCP by default. If you select this option,
the system uses oNCP for most client/server communications and then switches to
standard NCP when necessary. The system reverts to NCP if the user is running an
unsupported operating system, browser type, or combination thereof, or if the client
application fails to open a direct TCP connection to the device for any reason (for
instance, the presence of a proxy, timeout, disconnect).

¢ Auto-select Disabled - Always use standard NCP. This option is primarily provided for

backwards compatibility.

;] Insights
&l Gateways
Gateways list
Overview
Logs
Tasks
Troubleshooting
Multinode Configuration
Systemn
NTP
Configuration
Netwaork
IF-MAP Federstion
Log/Monitaring
Behavioral Analytics
Authenticstion
Users

Maintenance

NCP
Configuration
Licensing

Security

Certificates

NCP

Client Types

Virtual Desktops

User Record Synchronization
IKEv2

SAML

Maobile

VPN Tunneling

PSAM

Telemetry

Advanced Client Config

Advanced Metworking

Client-server applications use the Network Communication Protocol (NCP) for connections between the client and the PCS gatew

MNCP Auto-Select
Enabling Auto-Select will use oMCP {optimized NCF) by default and will revert 1o NCP if a direct connection is not possible (8.g. in
proxy environment)

(@ Auto-select Enabled
Thiz option is suitable for most applications. The protocol sutometicelly selects the most efficient mode of operation.

() Auto-select Disabled
This option is no longer supported. This option is provided for competibility and should not ordinarily be selected

G Ke)

p——
B |o

SAM Idle Timer Option
Enable this option to restart idle timer on receiving DNS/NetBIOS requests.

(@ Enabled
Restart idle timer on receiving DNS/NetBIOS requests.

() Disabled
Do not restart idle timer on receiving DNS/NetBIOS reguests.

Note that changing any of the above settings might restart some services In the PCS gateway.

If you are using Network Connect to provide client access, we recommend that you

exercise caution when employing the Auto-select Disabled option, as Mac and Linux

clients cannot connect using the traditional NCP protocol. If you disable the oONCP/NCP

auto-selection feature and a UDP-to oNCP/NCP fail-over occurs, the system disconnects

Macintosh and Linux clients because it fails over from UDP to NCP (instead of oNCP),

which does not support these users.
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(Java clients) Under Read Connection Timeout, set the timeout interval for Java clients (15-120
seconds). If client-side secure access methods do not receive data from the system for the
specified interval, they try to reestablish a connection. Note that this value does not apply to user

inactivity in client applications.

(Windows clients) Under Idle Connection Timeout, set the idle connection interval. This timeout
interval determines how long the system maintains idle connections for client-side Windows
secure access methods.

Under SAM Idle Timer enable/disable idle timer to receive DNS/NetBIOS requests

Click Save Changes.

Client Types Configuration

The Client Types tab allows you to specify the types of systems your users may sign in from and the

type of HTML pages to display when they do. In addition, client types are used to identify the operating

system shown on the Device Management page for devices that use ActiveSync to synchronize e-mail

with a Microsoft Exchange server. The user agent string used to identify a device during login may be

different from the one in the ActiveSync message. For example, in the list of default user agent strings,

Apple-iPhone and Apple-iPad are used only in ActiveSync messages.

To manage the client types:

1.

2.

Navigate to System > Configuration > Client Types.

In the User-agent string pattern text box, enter the user agent string for the operating system (s)
that you want to support. You can specify all or part of the string. For example, you can use the
default DoCoMo string to apply to all DoCoMo operating systems, or you can create a string such
as DoCoMo/1.0/P502i/c10 to apply to a single type of DoCoMo operating system. You can use
the * and ? wildcard characters in the string. Note that user agent strings on the system are case-

insensitive.
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3. Select the type of HTML to display to users who sign in from the operating system specified in
the previous step. Options include:

e Standard HTML - The system displays all standard HTML functions, including tables, full-
size graphics, ActiveX components, JavaScript, Java, frames, and cookies. Ideal for
standard browsers, such as Firefox, Mozilla, and Internet Explorer.

e Compact HTML (iMode) - The system displays small-screen HTML-compatible pages. This
mode does not support cookies or the rendering of tables, graphics, ActiveX components,
JavaScript, Java, VB script, or frames. (The only difference between this option and the
Smart Phone HTML Basic option is the user interface.) Ideal for iMode browsers.

. New Client Type
Client Types © e
Cl Insights W
Configuration Enter one or more user-sgent string patterns to idel u N
Bl  Gatewsys ~ The first matching pattern will determine the target se1-agent string patiem
- Licensing
Gatewaye list [wwm
Overview Security o |* | User-agent String Pattern
Logs Certificates [ "Blazer”
Tasks NCP o 2 PoCatio - Save{:
) 0 3 *WindowsCE*
Troubleshooting Client Types 5
O a “Windows Phone”
Multinode Configuration ~ -
Virtual Desktops O s “SonyEricsson®
System ~
User Record Synchronization O e “Wodafons®
NTP o 7 "KDDI
IKEv2
Configuration s
SAML
Network Enable password masking for Compact HTML
Mobile Because of limitations with keypad data entry, iMode
IF-MAP Federation passwords that are not all numbers, then you will have
. HTML devices. When masking is disabled, passwords
VPN Tunneling hat thi . by aiff iMode or Con HTML
Log/Monitoring that this option only affects il or Compact

o Form Post SSO is not supported on iMode appliances.

e Mobile HTML (Pocket PC) - The system displays small-screen HTML-compatible pages that
may contain tables, small graphics, JavaScript, frames, and cookies, but this mode does
not facilitate the rendering of java applets or ActiveX components. Ideal for Pocket PC
browsers.

e Smart Phone HTML Advanced - The system displays small-screen HTML-compatible pages
that may contain tables, small graphics, frames, cookies, and some JavaScript, but this
mode does not facilitate the rendering of java applets, ActiveX components, or VB scripts.
Ideal for Treo and Blazer browsers.
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e Smart Phone HTML Basic - The system displays small-screen HTML-compatible pages.
This mode does not support cookies or the rendering of tables, graphics, ActiveX
components, JavaScript, Java, VB script, or frames. (The only difference between this
option and the Compact HTML option is the user interface.) Ideal for Opera browsers on
Symbian.

o The system rewrites hyperlinks to include the session ID in the URL instead of using
cookies.

e Mobile Safari, Android, Symbian, iPad - The Mobile Safari (iPhone/iPod Touch), Android,
and Symbian selections have Basic, Advanced, and Full HTML options.

4. Specify the order that you want to evaluate the user agents. The system applies the first rule in
the list that matches the user's system. For example, you may create the following user agent
string/HTML type mappings in the following order

e User Agent String: DoCoMo Maps to: Compact HTML
e User Agent String: DoCoMo/1.0/P502i/c10 Maps to: Mobile HTML

If a user signs in from the operating system specified in the second line, the system will display
compact HTML pages to him, not the more robust mobile HTML, since his user agent string
matches the first item in the list. To order mappings in the list, select the check box next to an
item and then use the up and down arrows to move it to the correct place in the list.

5. Select the Enable password masking for Compact HTML check box if you want to mask
passwords entered in iMode and other devices that use compact HTML. (Devices that do not use
compact HTML mask passwords regardless of whether or not you select this check box.) Note
that if your iMode users' passwords contain non-numeric characters, you must disable password
masking because iMode devices only allow numeric data in standard password fields. If you
disable masking, passwords are still transmitted securely, but are not concealed on the user's
display.

6. Click Save Changes.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 194 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

Virtual Desktops Configuration

In addition to standard resource profiles and resource profile templates, you can configure virtual
desktops as resource profiles. As with the other resource profiles, a virtual desktop profile contains all of
the role assignments and end-user bookmarks required to provide access to an individual resource.
Unlike other resource profile types, there is no resource policy to configure for virtual desktops due to
the dynamic nature of virtual desktops. The IP address and port of the system is not known until the end
user launches a session so dynamic ACLs are used.

You can use the Virtual Desktop Configuration page to define the client delivery mechanism for end-
users who do not have the client. The process is similar for both Citrix XenDesktop and VMware View
Manager.

1. Navigate to System > Configuration > Virtual Desktops.
¢ For View Client Delivery Method Select VMware.
¢ For Citrix XenDesktop, select Citrix.

2. Select Download from lvanti Connect Secure to download the client file from the system. Click
File to locate the client file (msi, .exe or .cab) and enter the version number.
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3. Select Download from a URL to download the client file from the Internet. If desired, enter a
new URL to override the default.

Gateways list

Overview

Logs

Tasks

Troubleshooting

Multinode Configuration ~

System -~

NTP

Configuration

Network

IF-MAP Federation

Log/Monitoring

Behavioral Analytics

Authentication w
Users R
Maintenance ~

Administration ~

o)
&

Licensing

Security

Certificates

NCP

Client Types

Virtual Desktops

User Record Synchronization

IKEv2

SAML

Mobile

VPM Tunneling

PSAM

Telemetry

Advanced Client Config

Advanced Metworking

= VM "@
'ware
g Insights w
Configuration VMware Citrix
Rl Gateways N

View Client Delivery Method (VMware)

CITRIX CLIEHT DELIVERY METHOD
Downlosd from s URL

[ ]

The client download URL may change from time to time. We strongly recommend that you
ensure this URL is up-to-date, or users may fece problems downloading the client.

[T] Access the URL through the Pulse Connect Secure
(Select this option if users cannot reach the URL above directly)

WARNING: Enabling this option will negatively impact performance &s the size end rate of concurrent
downloads can quickly consume all available bandwidth.
Except in lab environments, these large files should be hosted externally.

VMware View Server Connection Timeout

e ———
5 O]

4. Check the Access the URL through the Ivanti Connect Secure check box if end users cannot
directly access the specified Web page. Selecting this option allows users to use the secure

gateway to access the URL.

5. Under Server Connection Timeout, enter the number of seconds to wait for the server to

respond before timing out.

User Record Synchronization

The user record synchronization feature promotes a more consistent user experience by allowing users

to retain their bookmarks and individual preferences regardless of which device they log in to.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 196 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

User record synchronization relies on client-server pairings. The client is the device that users log in to
start their remote access. Each client is associated with one primary server and one backup server to
store user record data. Clients can be individual appliances or a node within a cluster.

A server in this instance is the device that stores the user data records. Each server can be configured to
replicate its user record data to one or more peer servers. Servers are identified by a user-defined
logical name. The same logical name can be assigned to more than one authentication server to let you
associate authentication servers of different types to the same user. For example, SA1 is an ACE
authentication server with user1 who creates a bookmark to www.<orgname>.net. SA2 is an Active
Directory authentication server with the same user1. For the www.<orgname>.net bookmark to be
transferred from SA1/ACE/user1 to SA2/AD/user1 you would assign the logical name "Logical1" to both
the ACE server on SA1 and the Active Directory server on SA2.

General Setup
1. Navigate to System > Configuration > User Record Synchronization > General.
2. Select the Enable User Record Synchronization check box.

3. Enter a unique node name. This name is used when associating a client with a server and is
different from the logical name assigned to a server. This node name is also not the same as the
cluster node name.

4. Enter the shared secret and confirm it. The shared secret is the password used to authenticate
the client with its servers and the primary server with its peer servers. Use the same shared secret
for all clients and servers participating in user record synchronization.

5. Select whether this node is client only or if this node acts as both a client and server.

6. Click Save Changes.

@ Insights v
Configuration General This Client This Server Database
E‘ Gatewsys ~
Gateways list Lz [_] Enable User Record Synchronization
Overview TEEITE] Configuration
Configuration can be changed only when User Record Synchronization is disabled.
Logs Certificates
[ Node Mame * ] @
Tasks NCP
[ Shared Secret * ] @
Troubleshooting Client Types
[ ‘Confirm Shared Secret * ]
Multinode Configuration ~ e B
Systemn ~ [ NOSE FUBCTION ]
User Record Synchronization > Clignt Only
NTP
IKEv2
Configuration
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- If you need to make any changes in this window at a later time, you must deselect the Enable
o User Record Synchronization check box and click Save Changes. Make your edits, select the
Enable User Record Synchronization check box and save your changes.

- Once you enter a name and shared secret, you cannot clear these fields.

Client Configuration
To set up the client, you select the primary and backup server you want this client to synchronize with:
1. Navigate to System > Configuration > User Record Synchronization > This Client.

2. Click '+', Select the LAS name you want to synchronize and enter the primary IP of the user
record. If you prefer to synchronize with any available server, select Any LAS.

3. Enter the Primary and optionally a Backup server’s IP address and then click Save Changes.

Even if you select Any LAS, you must enter a primary server IP address. Once added, the primary and
backup servers have a colored icon next to their name indicating their connection status.

™~ NODE&&-SULTHAN

This Client ® Add Configuration
|;| Insights ~
Configuration General This Client This Server Data ';O:;Fqus CATIONSERER
E‘ Gateways ~ Any L
Gateways list ey Client Configuration PrlmawServer """""""
Defines the user record synchronization servers to which user records on this node should &~~~
Overvi Security synchronized for esch Logical Authentication Server.
verview i
: Backup Server
Logs Certificates e
Task O | # Logical Authentication Server Primary Server
asks NCP
O 1 anyLas 12.22.33.44 F—
Troubleshooting Client Types Save Cha
Multinede Configuration ~
9 Virtual Desktops
System ~
User Record Synchronization >
NTP
IKEv2
Configuration

Server Configuration

To set up the user record synchronization server you must define its peer nodes (optional) and the
clients that can access this server.
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1. Navigate to System > Configuration > User Record Synchronization > This Server.

2. Under Peer Server, click '+'and enter the peer server's Node name and IP address, then click

Save Changes. To specify more than one peer server, enter each server's node name and IP

address individually and click Save Changes. There is no limit on the number of peer servers you

can add.

Data is replicated from the primary or backup server to its peer servers. If the primary is not

available, user data is sent to the backup. User data is then replicated to the peer servers.

3. For each client you want synchronized with this server, Under Client Nodes, click '+'enter the

Client's name and IP address and click Save Changes.

Once added, peer servers will have a colored icon next to their name indicating their connection

status. Node status is provided to client nodes and LAS mapping servers as well.

|;| Insights w~
E‘ Gateways -~
Gatewsys list
Overview
Logs
Tasks
Troubleshooting
Multinode Configuration ~
System ~
NTP
Configuration

Network

IF-MAP Federation

Log/Monitaring

Behavioral Analytics

Authentication v

Users v

Maintenance v

This Server (O

Configuration
Licensing

Security

Certificates

NCP

Client Types

Virtual Desktops

User Record Synchronization
IKEw2

SAML

Mobile

VPM Tunneling

PSAM

Telemetry

Advanced Client Config

Advanced Netwarking

General This Client This Server Database

Peer Servers
Changes to user records received by this server will be copied to the peer servers configured here.

O

Server Node Name ‘ Internal Address

®

No Data Avallable

Clhient Nodes
Configure all the client nodes which are allowed to sccess this server.

& | Client Node Name Internal Address

(]

Database Configuration

With the Database tab, you can delete inactive records from the client cache, retrieve statistics about

the database, export and import the data and remove user data from the server's database.

To configure the database:
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Navigate to System > Configuration > User Record Synchronization > Database.

Select Auto-delete inactive synchronized user records from the Cache to remove inactive

user records from the cache and not from the user record database.

When this option is selected, the system performs a check every 15 minutes and deletes user
records that meet all of the following criteria:

* There are no active user sessions associated with the user record.

e The user record does not have any custom settings, or the latest version of the user record

has been synchronized with the user record database.

¢ The authentication server associated with the user record database does not have type
"local". For example, the "System Local" auth server that is part of the default
configuration of the system has a "local" type, so any user records associated with that
auth server will not be auto-deleted. However, user records associated with external
authentication servers like Radius or LDAP may be deleted, depending on the two prior
criteria.

. Click Save Changes.

Under Export, you export user records to a file. The user records can be exported from the user
record database, or from the cache. The exported file can be used to pre-populate the user
record database on another node.

. To encrypt the exported data, select the Encrypt the exported data with password check box
and enter the Password and Confirm it.

. Click Export to export the user records from the specified source (cache or database). You will be
prompted where to save the file.
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Maintenance
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Multinode Configuration

IF-MAP Federation
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Behavioral Anslytics

o3 Administration

Database ()

Conflguration
Licensing

Security

Certificates

NCP

Client Types

Virtual Dezktops

User Record Synchronization
IKEv2

SAML

Mobile

VPN Tunneling

PSAM

Telemetry

Advanced Client Config

Advanced Metworking

General This Client This Server Database

Options

[ Auto-delete inactive synchronized user records from the Cache

Reduces storage requirements. When this aption is enablad, the system will periodically delete
records from the Cache that are no longer associated with active sessions and have been copiec
synchronization database.

Export

Export user records from the Cache to a file that can subsequently be imported into a synchroni:
database.

Mate: only user records with custom settings will be exported.

[ Logical Auth Server ] ®

[ Encrypt the exported data with password
= J
[ Confirm password ]

IKEv2 Configuration

IKE or IKEV2 (Internet Key Exchange) is the protocol used to set up a security association in the IPsec

protocol suite. Microsoft Windows 7 fully supports the IKEv2 standard through Microsoft's Agile VPN

functionality and can operate with a VPN gateway using these protocols. Information on IKE and IKEv2

is widely available on the Internet. It is not the intent of this guide to describe details about IKE and

IKEv2.

The system supports IKEv2, enabling interoperability with clients or devices, such as smartphones, that

have a standards-based IPSec VPN client. IKEv2 clients count toward the total number of sessions. Thus,

the total number of sessions = number of IKEv2 sessions + number of NCP sessions. The system

supports the following methods for authenticating IKEv2 clients:

¢ Machine certificate-based authentication

e Authentication using EAP methods
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o IKEv2 uses port 500 exclusively. Do not configure port 500 in your VPN Tunneling profiles.

To configure the IKEv2 ports and EAP protocol:

1. Navigate to System > Configuration > IKEv2 to display the configuration page.

2. Enter the DPD timeout value in seconds. Valid values are 400-3600.

DPD is a form of keepalive. When a tunnel is established but idle, one or both sides may send a

"hello" message and the other replies with an acknowledgement. If no response is received, this

continues until the DPD time value has elapsed. If there still is no traffic or acknowledgement, the

peer is determined to be dead and the tunnel is closed.

® ~
|;| Insights W
B Gateways ~

Garewsys list

Overview

Logs

Tasks

Troubleshooting

Multinode Configuretion ~

System ~

NTP

Configurstion

NODESE-SULTHAN

New Port / Realm Mapping

IKEV2 ()
Configuration PO TIMECUT Poar

600 ®
Licensing

REALM
Port / Realm Mapping

Security Specify the ports IKEv2 users can connect to and their associated user authenticat
Certificates Search Q
NCP [ |# |Port | Realm
e [ internal (10.96.145.66) Users

Virtual Desktops

User Record Synchronization

IKEVZ

AMI

3. Under Port/Realm Mapping, click '+' select the Port and the Realm to use that port and click

Save Changes.
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4. Under Realm/Protocol Set Mapping, click '+" select the Realm and the EAP protocol set to

use for that realm.

The three Protocol Set Options include EAP-MSCHAP-V2, EAP-MD5-Challenge, and EAP-TLS.

7 User Record Synchronization New Realm / Protocol &
;] Insights W Mapping
IKEv2 >
E Gatewsys A
SAML
Gateways list
Mobile p——
Overview
VPN Tunneling
Logs Realm / Protocol Set Mapping
Specify the EAP protocol sets that are to be supported by the user reslms.
Tasks PSAM Mate that user realms using certificate authentication for IKEv2 usersdo not need tobess: ... ...
Troubleshooting Telemetry Search al e
Multinede Configuration ~ Advanced Client Config ] | # |Reaim Protocol Set
System ~ Advanced Networking
NTP
Configuration @
Network
IF-MAP Federation No Data Avallable
Log/Monitoring
Behavioral Analytics
Authentication W Phase 1 key settings
IKEw2 Phase 1 key settings below will override current key settings.Changing these settings
Users v
[C] Allow only AES256 for Phase 1key negotiation
Maintenance ~ [} Alow only SHAZ for Phase 1 key negotiation
] Allow only DH 2048 bit or DH 3072 bit for Phase 1 key negotiation
%{ Administration ~
Initial Contact
Enabling Initisl Contact will delete sll existing sessions for that user if request contsins INIT
session is enabled
& Enable PCS to process INITIAL_CONTACT request
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5. To Configure Phase-1 Key Settings, select the required Phase 1 Key Settings.
Three new Ul options are available to enforce:
e Encryption Algorithm (AES256)
¢ Integrity Algorithm (SHA256, SHA384 and SHA512)
« Diffie-Hellman Group (DH 2048 and DH3072).

Enabling these options mean more secured Phase 2 negotiations. When AES256 is enabled,
AES256 Encryption Algorithm is preferred over AES128 or 3DES. When SHA2 is Enabled, SHA2
Integrity Algorithm is preferred over SHA1 and When DH is Enabled, DH2048 or DH3072 Diffie-
Hellman Group is preferred over DH1024.

6. Click Save Changes.

o Changing IKEv2 configuration (System > Configuration > IKEv2) disconnects connections from
IKEv2 clients, VPN Tunneling and Ivanti. VPN Tunneling and lvanti will reconnect automatically.

SAML Configuration

SAML is an XML-based framework for communicating user authentication, entitlement, and attribute
information. The standard defines the XML-based assertions, protocols, bindings, and profiles used in
communication between SAML entities. SAML is used primarily to implement Web browser single sign-
on (SSO). SAML enables businesses to leverage an identity-based security system like Ivanti Connect
Secure to enforce secure access to web sites and other resources without prompting the user with more
than one authentication challenge.

You use the System > Configuration > SAML pages to maintain a table of SAML metadata files for the
SAML service providers and identity providers in your network. Using SAML metadata files makes
configuration easier and less prone to error. You can add the metadata files to the system by:

¢ Uploading a metadata file.
e Retrieving the metadata file from a well-known URL.

To add metadata files:
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1. Navigate to System > Configuration > SAML.

2. Click '+" to display the configuration page.

D Insights
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Gateways list
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Systemn -~
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Log/Monitoring

Behavioral Analytics
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Maintenance ~

Administration Y

0
an

~

Mobile
Configuration
Licensing
Security
Certificates
NCP

Client Types

Virtusl Desktops

Server certificate trust enforcement

Enabling this option would block connections if the Pulse Connect Secure server certificate is untrusted or invalid.

(") Enabled

Automatically block Pulse Secure mobile app from connecting to untrusted Pulse Connect Secure.

(@ Disabled

Prompt the user when Pulse Secure mobile app connects to untrusted PulseConnect Secure

Reconnect VPN on wakeup
Enabling this option would reconnect VPN session with PCS on device weakeup.

() Enabled

Reconnect VPN zeszion on wakeup.
User Record Synchronization

IKEv2 (@ Disabled
Do not reconnect VPN session on wakeup.
SAML
Touch ID [ Face ID Support for 105 devices
ot 5 Enabling this option would allow users to suthenticate using fingerprint / face recognition.
obile

() Enabled

Enable Touch ID [ Face |D for uger authentication.

VPN Tunneling
PSAM

(@ Disabled
Telemetry Disable Touch ID / Face ID for user authentication.

Advanced Client Config

Advanced Networking

3. Enter New Metadata Provider name.

4. Complete the settings described in the following table

5. Click Save Changes

SAML Metadata Provider Configuration Guidelines

Setting

Guidelines

Metadata Provider
Location
Configuration

Select one of the following methods:

¢ Local Browse and locate the metadata file on your
local host or file system.
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Setting

Guidelines

¢ Remote Enter the URL of the metadata file. Only
http and https protocols are supported.

Upload Metadata
File

You can upload the metadata file directly.

Metadata
Provider
Verification
Configuration

Accept Unsigned
Metadata

If this option is not selected, unsigned metadata
is not imported. Signed metadata is imported
only after signature verification.

Signing Certificate

* Browse and locate the certificate that verifies
the signature in the metadata file. This certificate
overrides the certificate specified in the signature
of the received metadata. If no certificate is
uploaded here, then the certificate present in the
signature of the received metadata is used. *
Select the Enable Certificate Status Checking
option to verify the certificate before using it.
Certificate verification applies both to the
certificate specified here and the certificate
specified in the signature in the metadata file.

Metadata
Provider Filter
Configuration

Roles

Select whether the metadata file includes
configuration details for a SAML service provider,
identity provider, or Policy Decision Point. You
may select more than one. If you select a role that
is not in the metadata file, it is ignored. If none of
the selected roles are present in the metadata
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Setting

Guidelines

file, the system returns an error.

Entity IDs To

Enter the SAML Entity IDs to import from the

Gateways list

Import metadata files. Enter only one ID per line. Leave
this field blank to import all IDs. This option is
available only for uploading local metadata files.

© A New Metadata Provider (&)

o g v | Metadata Provider Name | @

E Gatewsys ~ \ ‘

Metadata Provider Location Configuration

LOCATION

; Locsl 3 | ®
Overview - g
Upload Metadata File
Logs
|‘ BRDWVEE TO EELECT ALE |
Tasks /

Troubleshooting

Multinode Configuration ~

Metadata Provider Verification Configuration

[C] Accept Unsigned Metadata

If checked Connect Secure accepts unsigned metadata.

System ~
NTR Signing Certificate Other Certificate Details
ISSUED TO VERSION SERIAL NUMEER
Configuration NA NA NA
ISSUED BY SIGNATURE ALGORITHM PUBLIC KEY
Network NA NA
IF-MAP Federation VALID THUMEFRINT ALGORITHM THUMEFRINT
= NA NA
Log/Menitoring
Upload Certificate

Behavioral Analytics

SADWSE TO SELECT FLE

Authentication hd
Uzers ~
Msintenance e
oy Administration hd

L

Roles
|

"] Enable Signing Certificate status checking

(Uses configuration in Trusted Client CAsThis applies to the cenificate
configured above as well as the one comes along with the SAML response.)

Metadata Provider Filter Configuration

| Identity Provider
|| Service Provider
|_| Policy Decision Point

Roles which Cannect Ssoure locks for in the mstadats file.

Entity IDs to import ®

Mobile Configuration

This topic describes the mobile options that are available on Ivanti Connect Secure. To configure the
mobile option, go to System > Configuration > Mobile. It includes the following information:
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VPN Tunneling Configuration

The VPN tunneling access option (formerly called Network Connect) provides a VPN user experience,
serving as an additional remote access mechanism to corporate resources using Connect Secure. This
feature supports all Internet-access modes, including dial-up, broadband, and LAN scenarios, from their
client machine and works through client-side proxies and firewalls that allow SSL traffic.

When a user launches VPN tunneling, the system transmits all traffic to and from the client over the
secure VPN tunnel. The only exception is for traffic initiated by other system-enabled features, such as
Web browsing, file browsing. If you do not want to enable other system features for certain users,
create a user role for which only the VPN tunneling option is enabled and make sure that users mapped
to this role are not also mapped to other roles that enable other system features.

To configure VPN tunneling:
1. Navigate to System > Configuration > VPN Tunneling.

2. Under Access Control List (ACL) Count Enforcement enable to block VPN tunneling sessions
when the total number of ACL rules exceeds 60,000.

3. Under IPv6 ESP Settings, enter UDP Port number and select the Use ESP tunnel for 6in4 and
4in6 traffic check box.

4. Under Precedence of FQDN / IP section, check Prefer FQDN resources over IP resources in
case of a split tunneling conflict.

5. Under Enable/Disable FQDN ACL, check to Enable FQDN ACL

6. Click Save Changes.
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VPN Tunneling
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Access Control List (ACL) Count Enforcement
The recommended system limit for VPN ACLs is 60,000. Enable the option below to deny new VPN tunneling sessions whe
count reaches the recommended limit.

Artention: Allowing more than 80,000 ACLs can creste stability issues which may need a system reboot. Hence, disabling
recommended limit is not supported.

@ Enabled
PM tunneling sessions are blocked when the total number of ACL rules exceeds 60,000.

(O Disabled
PM tunneling sessions are allowed even after the total number of ACL rules excesds 60,000,

IPvE ESP Settings
U5 UOF RORT
[ 4500 ] @

Use ESP tunnel for 6ind and 4in6 traffic @

Precedence of FQDN [ IP

] Prefer FQDN resources over IP resources in case of & split tunneling conflict

Enable/Disable FQDN ACL

[Tl Check to Enable FQDN ACL.

Plesse ensure that there is no DNS latency/delay in your network to svoid performance issues.

PSAM Configuration

The Secure Application Manager option provides secure, application-level remote access to enterprise

servers from client applications. The Windows version of the Secure Application Manager is a Windows-

based solution that enables you to secure traffic to individual client/server applications and application

servers.

To Configure PSAM:

1. Navigate to System > Configuration > PSAM

2. Under Precedence of FQDN / IP section, check Prefer FQDN resources over IP resources in

case of a resource ACL conflict.
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Precedence of FQDN / IP

| Prefer FQDN resources over IP resources in case of a resource ACL conflict

Telemetry Settings

Telemetry Settings helps you to enable Google Analytics and Crash Analytics.

To monitor the usage of customer and track the crash #. Navigate to System > Configuration >

Telemetry

e Enable Google Analytics to tracking how frequently customer is using a particular

feature.

* Enable Crash Analytics to collect logs when user faces any crash.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 210 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

Telemetry Settings (O
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‘ Enable Crash Analytics
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Advanced Client Configuration

This topic describes the XML advanced client configuration that can be used by the ICS administrator to
configure the custom settings, which are meant to solve a specific customer scenario without changing
the ICS admin console. Admin can set these custom settings in the form of XML input through the
Advanced Client Configuration Ul feature. Ivanti Secure Access clients supporting these custom settings
will consume them when connecting to this ICS, and the same would be applied on the client ma-
chines. This feature will minimize the number of changes going into the ICS admin console, in order to

fulfill a custom requirement of a specific customer.

If the administrator configures the lvanti Connect Secure sever with the following XML input in
"Advanced Client Configuration for Ivanti Secure Access Client" option, it will ignore TCP MSS options
while calculating the virtual adapter MTU on client side.

To add advance client config:
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1. Navigate to System > Configuration > Advanced Client Configuration to display the

configuration page.
2. Enter the following XML input in Advanced Configuration for Ivanti Secure Access Clients.

<advanced-config>
<version> version </version>
<desktop-client-config>
<layer3-connection-config>
<adapter-config>
<ignore-tcp-mss>TRUE</ignore-tcp-mss>
</adapter-config>
</layer3-connection-config>
</desktop-client-config>

</advanced-config>

3. Click Save Changes.
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VPHN Tunneling
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Telemetry

Advanced Client Config >

Advanced Metworking

The advanced configuration setting “ignore-tcp-mss" is Layer3 Adapter configuration setting and this

will be consumed by the Ivanti Secure Access client as part of the IpsecConfig.

This "ignore-tcp-mss" setting is applicable for the virtual adapter MTU calculation only for IPv4.
By default, the setting is always false, and therefore the TCP MSS options are always considered
for MTU by default. Admin has to explicitly set the ignore-tcp-mss setting to TRUE (case
insensitive), to ignore TCP MSS.
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Advanced Networking Configuration

The NTP, SNMP, Syslog, and Log archiving services are set to send the traffic through Management port
by default. In case the Management port is not available, the traffic is routed through Internal port.
Now, an administrator can modify the settings of NTP and other services to any physical inter-face.

The following procedure describes the steps to configure the ports for the services. Before you proceed,
ensure the External and Management ports are enabled for use in the network settings.

To configure Service Traffic Port Options
1. Navigate to System > Configuration > Advanced Networking.
2. For the individual service, select the required port from the drop-down list.

3. Click Save Changes.

Advanced Networking (&

|;] Insights '
Configuration Select the Source Ports 10 be used for the following features
Bl Gateways ~
wTE
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Overview Security ENMF TRAFE ]
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sraLoe
[ Imternal - ]
Tasks NCP
[ LOE ARCHIVING ]
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In a cluster environment, when a node joins the cluster, configuration of the node is replaced with the
configuration of other nodes in the cluster.

IF-MAP Federation

You can configure a lvanti Policy Secure device to store user session information for other lvanti Policy
Secure and Ivanti Connect Secure devices. Federation allows users to authenticate to a single Ivanti
Connect Secure or Ivanti Policy Secure, and then access resources that are protected by any number of
Ivanti firewall devices known as Infranet Enforcers that are controlled by different Infranet Controllers.
Federation enhances network performance. If a user is required to log in to multiple Ivanti Connect
Secure or lvanti Policy Secure devices during the course of a day to access different resources, each
device must perform authentication and Host-Checking, often with periodic Host Checker updates
throughout the day. The overhead can lead to decreased performance not only on the devices, but also
on the network and the endpoint. Imported IF-MAP sessions eliminate redundant logins and Host
Checks.

Federation on the device uses the standard IF-MAP (Interface for Metadata Access Point) protocol to
share session information and other data between connected devices over distributed networks. IF-
MAP is a protocol defined by the Trusted Network Connect Working Group (TNC-WG) as a standard
interface between different network elements and devices. Federation is accomplished using an IF-MAP
server and IF-MAP clients.

It is important as an administrator to understand the fundamental underlying communication method
for data transmission in a Federation network over IF-MAP. Policies that you configure on the device
permit this communication. In a federated network, the IF-MAP server functions as the repository, or
data store for [F-MAP clients to use for publishing information regarding activity on the network. For
example, IF-MAP clients can publish information about sessions on the network, and Juniper Networks
IDP devices can communicate information about potential threats to the IF-MAP client for publishing.
IF-MAP clients can search for information about sessions or threats, and an IF-MAP client can establish
a subscription so the IF-MAP server notifies the client when other clients publish new or changed
information. In addition, IF-MAP clients can purge data that is no longer valid. All transactions are
initiated by the IF-MAP client.

Overview

You can configure the system as an IF-MAP client for an IF-MAP server. You configure an Infranet
Controller as an IF-MAP server. Any endpoint sessions with an IP address created on an IF-MAP server
are automatically published to that IF-MAP server.
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You can create source IP policies for endpoints that authenticate to the device to permit access to
resources behind Infranet Enforcers (ScreenOS Enforcers and Ivanti Policy Secure s). Session-Export
policies that you configure on the IF-MAP clients allow the clients to publish endpoint user data to the
IF-MAP server. Devices that are IF-MAP clients can subscribe to the information on an IF-MAP server.
When a user accesses the device that is configured as an IF-MAP client, the client publishes basic
session information, including the IP address, username and roles, to the IF-MAP server. The server
stores the information as metadata. Other IF-MAP clients in the network can poll the server for
metadata when session information is needed as a result of an endpoint attempting to access protected
resources behind an Infranet Enforcer.

When an authenticated user from the device that is configured as an IF-MAP client attempts to access
resources that are protected by an Infranet Enforcer for an Infranet Controller that is also configured as
an IF-MAP client, the Infranet Controller automatically provisions an auth table entry for the user on the
Infranet Enforcer to allow access without requiring the user to authenticate to the Infranet Controller.

The Infranet Enforcer as an IF-MAP client subscribes to session information and other data for the
endpoint based on the originating IP address. The authenticating device (the original IF-MAP client)
publishes any changes in session parameters to the IF-MAP server. Since the Infranet Controller that is
protecting the accessed resources subscribes to the metadata on the Federation server, session

information is always current.

The Infranet Enforcer allows or denies traffic based on the resource access policies that are configured
on the Infranet Controller to which it is connected.

You configure server settings on the Infranet Controller that will be the IF-MAP server. You configure
client settings on each of the lvanti Connect Secure and Infranet Controller devices and that will be
connected in the network.

You must identify the IF-MAP server to each IF-MAP client. To add the server, you specify the IF-MAP
URL of the server and how to authenticate to the server. Match the URL and security settings to equal
those on the IF-MAP server(s) to which the IF-MAP client will connect.

To configure IF-MAP client settings on the devices that will be IF-MAP clients:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateway > Gateway List and then select any standalone ICS
Gateway and Cluster node.

3. Navigate to System > IF-MAP Federation > Overview.

4. Select the Enable IF-MAP Client check box.
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5. Type the Server URL for IF-MAP Web service on the IF-MAP server. Append the server URL with
/dana-ws/soap/dsifmap for all lvanti IF-MAP servers.
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6. Select the client Authentication method: Basic or Certificate.

 If you select Basic, enter a Username and Password. This is the same as the information

that was entered on the IF-MAP server.

@ ™ nooesesuirian
Overview (&)
;] Insights W

Overview
E‘ GEIEWEYS ~

Gateways list This Client
Overview
Logs
Tasks
Troubleshooting
Multinode Configuration ~
Systemn A
NTP
Configuration
Network

IF-MAP Federation

>

An IF-MAP federation simplifies the work of end users by letting network devices share information about user sessions. For exan
& user connects to the network using Connect Secure, they can automatically gain access (if authorized) to protected resources

behind Infranet Enforcer firewalls, without having to log in agein.

Enable IF-MAP Client

Server URL

[ServerURL“ ]G)

SELECT CHECK TYPE ]

Basic

[
[ usememe ]
[

ool ]

Cancel

¢ If you select Certificate, select the Device Certificate to use.

¢ Ensure that the certificate of the CA that signed the IF-MAP server certificate is added
from the System > Configuration > Certificates > Trusted Server CA page.

Enable IF-MAP Client

Server URL

[SenferURL‘ ]@

EELECT CHECK TYFE L
Certificate i

[ CERTIFICATE ]
v
Cancel

The IF-MAP client validates the IF-MAP server certificate: if validation fails, the connection fails.
Ensure that the hostname in the IF-MAP URL on the client machine matches the hostname of the
server certificate on the IFMAP server, and that the CA that signed the server certificate is

configured as a trusted server CA on the IF-MAP client.

7. Click Save Changes.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 218 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

This Client

By default, Session-Import and Session-Export IF-MAP policies are configured to allow IF-MAP
capabilities (the equivalent of roles) to be published to the IF-MAP server and retrieved from the IF-
MAP server, provided there are matching roles on each IF-MAP client. You can open new Session-
Import and Session-Export policies on each device, and then name and close the policies. Any matching
roles that the IF-MAP clients in the federated network have can be used to access resources.

By default, advanced policy actions are not visible unless you click the advanced options links on the
Session-Export and Session-Import policy pages. In default mode, you configure Session-Export and
Session-Import policies using IF-MAP capabilities and roles. Device attributes, IF-MAP roles and
identities can be accessed through the advanced options links. IF-MAP capabilities and Connect Secure
roles should provide the functionality that most IF-MAP Federation requires.

Session-Export Policies

In a Layer 2 environment, session information on the IF-MAP server includes a MAC address. If an
export policy specifies an Administrative Domain, the domain is associated with the MAC address
published to the IF-MAP server (the administrative domain is also associated with the identity published
to the IF-MAP server).

A DHCP server assigns an IP address to the endpoint after authentication. An IF-MAP enabled DHCPr
server publishes an ip-mac link to IF-MAP, associating the endpoint's IP address with its IF-MAP session

information.

Including administrative domains in MAC addresses allows the ip-mac link to be created based on the
administrative domain.

If your IF-MAP Federated network spans different administrative domains, you should configure
separate Session-Export policies for each domain to prevent MAC address spoofing. Each
administrative domain should have an associated DHCP server and unique Session-Export policies.

Other aspects of the Session-Export policies within the IF-MAP Federated network can overlap.
To configure a Session-Export policy:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateway > Gateway List and then select any standalone ICS
Gateway and Cluster node.

3. Navigate to System > IF-MAP > Session-Export Policies.
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4. Click '+' to create a new policy.

Session-Export Policies Session-Import Policies

A session export policy determines data written into IF-MAP when a new user session is crested or roles were re-assigned for an
existing session. Exported data from all metching peolicies is combined before being committed into IF-MAP.

HMGR &g &
]

# ‘ Name Description Stop

O 1 Defsult Export Policy This policy exports &ll Pulzse and IKEv2 user sessions

5. Type a Policy Name, and optionally a Description.

6. Optionally, add Available Roles to the Selected Roles column to determine the roles for which
this policy should apply. If you do not add any roles, the policy applies to all sessions. However, if
you have non-interactive devices such as printers that do not need access, you may want to
manually add roles and exclude those roles with non-interactive devices.

Session-Export Policy (®

Policy Type: Session Export
[ Policy Name ]
[ Policy Description ]

Apply policy for these roles

Available Roles & Selected Roles O
[ Select Al [ Select Al
[} Outlook Anywhere User Role ~

] test-role-1
& Mo ltems

] testrole-2345

1 lsers
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7. Under Policy Actions, Select Set IF-MAP Capabilities and choose the applicable roles.

10.

11.

12.

¢ Copy matching roles - Selecting this action copies all of the user roles that match the
roles specified in the Roles section of this policy into the IF-MAP capabilities data.

¢ Copy ALL roles - Selecting this action copies all of the roles from the user session to the
IF-MAP capabilities data.

e Set capabilities specified below - Enter capabilities, one per line.

Policy Actions

Set IF-MAP Capabilities
IF-MAP capabilities are similar to Pulze Policy Secure and Pulse Connect Secure roles

| Copy matching roles W I
Copy matching roles

Copy ALL roles

Set capabilities specified below

Select Stop processing policies when this policy matches to specify that when this policy is
matched, no more Session-Export policies should be applied.

Click Save Changes, or continue to configure Advanced Actions.

] Stop precessing policies when this policy matches.

Cancel

Click the View Advanced Actions link. Additional options appear on the page.

Set IF-MAP Identity - If this action is chosen, enter the Identity and select an Identity Type from
the menu. Identity is normally specified as <NAME>, which assigns the user's login name. Any
combination of literal text and context variables may be specified. If you choose other for
Identity Type, enter a unique Identity Type in the Other text box.

Optionally type the Administrative Domain for the Session-Export policy. This optional field is
applied to identity and MAC address data. One example for using this field is in a large network
environment with several domains in which a username could be duplicated. By entering the
domain, you ensure that the correct user is identified.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 221 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

13. Set IF-MAP Roles - If this action is selected, select the applicable roles.

¢ Copy matching roles - Selecting this action copies all of the user roles that match the
roles specified in the Roles section of this policy into the IF-MAP capabilities data.

¢ Copy ALL roles - Selecting this action copies all of the roles from the user session to the
IF-MAP capabilities data.

* Set roles specified below - Enter roles, one per line.
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14. Set IF-MAP Device Attributes - Device attributes represent a passed Host Checker policy on
the Infranet Controller or Connect Secure.

¢ Copy Host Checker policy names - The name of each Host Checker policy that passed
for the session is copied to a device attribute.

e Set device attributes specified below - Type device attributes, one per line, into the text
box.

Policy Actions

Set IF-MAP Capabilities
IF-MAP capabilities are similar to Pulze Policy Secure and Pulse Connect Secure roles

[ Set capabilities specified below v J

View Advanced Actions

Set IF-MAP Identity

IDENTITY
<USERNAME>
IDENTITY TYFE .
username i
[ Administrative Domain ]
. Other

Set IF-MAP Roles

[Copy matching roles ]

Set IF-MAP Device Attributes

[ Copy Host Checker policy names w ]

15. Click Save Changes to save this advanced Session-Export policy.

You must create corresponding Session-Import policies that allow IF-MAP client Infranet Controllers
that are connected to an Infranet Enforcer in front of protected resources to collect IF-MAP data from
the IF-MAP server.
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Session-Export Policies

The Session-Export policies that you create allow IF-MAP data that represents a session to be stored on
the IF-MAP server. Session-Import policies specify how the Infranet Controller derives a set of roles and
a username from the IF-MAP data in the IF-MAP server. Session-Import policies establish rules for
importing user sessions from Connect Secure. Import policies allow you to match authenticated users
with corresponding roles on the target device. For example, you might configure an Import policy to
specify that when IF-MAP data for a session includes the "Contractor" capability, the imported session
should have the "limited" role. Session-Import policies allow the Infranet Controller to properly assign
roles based on information that the IF-MAP server provides. You configure Session-Import policies on
IF-MAP client IVEs that are connected to an Infranet Enforcer in front of protected resources.

To configure a Session-Import policy:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateway > Gateway List and then select any standalone ICS

Gateway and Cluster node.
3. Navigate to System > IF-MAP > This Client > Session-Import Policies tab.

4. Click "+’ to create a new policy.

Session-Export Policies Session-Import Policies

A session export policy determines data written into IF-MAP when & new user session is cregted or roles were re-assigned for an

existing session. Exported data from all matching policies is combined before being committed into IF-MAP.

HMB @ e k&

# ‘ MName Description Stop

O

O Default Import Palicy This policy imports any |F-MAP session

5. Type a Policy Name, and optionally a Description.
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6.

10.

Under Conditions when Policy Applies, Select Match IF-MAP Capabilities, enter one
capability per line.

Session-Import Policy )

Policy Type: Session Import

 potcy Neme ]

[ Policy Description ]

Conditions when Policy Applies

Match IF-MAP Capabilities

Makes this policy apply only when & federation-wide session has particular capabilities. IF-MAP capabilities are similar to Pulse Policy Secure rol

Capabilities

Click the View Advanced Conditions link. Additional options appear on the page.

Match IF-MAP Identity - If this action is chosen, enter the Identity and select an Identity Type
from the menu. Identity is normally specified as <NAME>, which assigns the user's login name.
Any combination of literal text and context variables may be specified. If you choose other for
Identity Type, enter a unique Identity Type in the Other text box.

Optionally select and type the Administrative Domain for the Session-Import policy. This
optional field is applied to identity and MAC address data. One example for using this field is in a
large network environment with several domains in which a username could be duplicated. By
entering the domain, you ensure that the correct user is identified.

Match IF-MAP Roles - If this action is selected, then match then specified Roles below - Enter

roles, one per line.
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11. Match IF-MAP Device Attributes - Matches Device attributes passed Host Checker policy on the
Infranet Controller or Connect Secure. Enter one Attribute, one per line.

View Advanced Conditions

Match IF-MAP Identity

IDENTITY
®

IDENTITY TYFE L
usemame

Match IF-MAP Roles

ROLEE

h

Match IF-MAP Device Attributes

-

Attributes

12. Optionally, Under Assign these roles and Click Use these roles add Available Roles to the
Selected Roles column to determine the roles for which this policy should apply. If you do not
add any roles, the policy applies to all sessions.
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13. To copy If-Map Capabilities Select Copy IF-MAP Capabilities and select the capabilities. If
Specified capabilities or All capabilities other than those specified below is selected, then enter
one capability per line in the text box.

Assign these roles

Use these roles

Available Roles 5 Selected Roles O

] Select All ] select All

[] Outlook Anywhere User Role ~
] test-role-1

[] testrole-2345

& No htems

1 Usars

Copy IF-MAP Capabilities

CAPLENLITIEE -
All capabilities

14. Select Stop processing policies when this policy matches to specify that when this policy is
matched, no more Session-Import policies should be applied.

15. Click Save Changes or continue to configure Advanced Assignment Option.
16. Click the View Advanced Assignment Option. Additional options appear on the page.
17. Click Copy IF-MAP Roles - If this action is selected, then select the applicable roles.

18. If Specified roles or All roles other than those specified below is selected, then enter one role
per line in the text box.

19. Click Save Changes.
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View Advanced Assignment Option

Copy IF-MAP Roles

JRﬂ:N.ES
|_All roles

[C] Stop processing policies when this policy matches.

Log/Monitoring

The system generates event logs related to system performance, administrator actions, network
communications, access management framework results, user sessions, and so forth. The system
supports the following log collection methods:

* Local log collector and log viewer.
» Reporting to syslog servers.
* Reporting to SNMP servers.
The following table lists the Event Log Severity Levels:

Severity Levels

Severity Level Description

Critical (level 10) The system cannot serve user and administrator requests
or loses functionality to a majority of subsystems.

Major (levels 8-9) The system loses functionality in one or more
subsystems, but users can still access the system for other
access mechanisms.

Minor (levels 5-7) The system encounters an error that does not correspond
to a major failure in a subsystem. Minor events generally
correspond to individual request failures.

Info (levels 1-4) The system writes an informational event to the log when
a user makes a request or when an administrator makes a
modification.
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In addition to managing system logs, you can use the admin console to configure collection of client-

side logs, including:

Host checker

Windows Secure Application Manager

Java Secure Application Manager and Applet Rewriting
VPN Tunneling

Terminal Services

Virtual Desktops

Events to Log

To configure log event categories:

1. Select System > Log/Monitoring.

2. Click the Settings tab to display the configuration page.

w

>

Complete the configuration as described in table.

Click Save Changes.

o To configure log events for each local log category, you must perform this procedure on each

local log tab: Events, User Access, and Admin Access.

The following table lists the Log Events Settings:

Log Events

Settings

Guidelines

Maximum Log Size

Max Log
Size

Specify the maximum size of the local log. The default is 200 MB. The
maximum is 500 MB. The default is a good choice for logs formatted
with the Standard format. If you use a more verbose format, such as
WELF, specify a larger value.
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Settings

Guidelines

When the local log reaches the maximum log size, the current data is rolled
over to a backup log file. A new, empty, file is then created for all subsequent
(new) log messages. The log viewer displays the most recent 5000 log
messages (the display limit). If the current log file contains fewer than 5000
log messages, older log messages from the backup log file can be displayed,
up to a total of 5000 log messages. This makes the log files appear as one,
even though they are stored separately. When you save the log messages or
use the FTP archive function, the backup log file is appended to the current
log file and is then downloaded as one log file. If the log files are not
archived or saved by the time they are rolled over again, the oldest log
messages (saved in the backup log file) are lost.

Archiving

Click the Archiving link to display the configuration page for Archiving
jobs, including log archiving.

Select Events to Log - Events Tab

Connectio | Log events related to connection requests.

n Requests

System Log events related to changes in system status.

Status

Rewrite Log events related to rewrite policies.

System Log events related to system errors.

Errors

Statistics Log user access statistics reported on the System > Log/Monitoring >
Statistics tab. If you disable the Statistics option, the statistics are not
written to the log file, but are still reported on the statistics page.

License Log events related to licensing.

Protocol

Events

Reverse Logs events related to reverse proxy information.

Proxy
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Settings

Guidelines

Log settings (i)

Events > Settings Filters

User Access Maximum Log Size

Admin Access MAX LD SIZE (ME}
. 200

Jo

Mote: To archive log dsta, see the Archiving page.

Client Logs

SNMP Select Events 1o Log

[_] Connection Requests System Status

Advance Settings

Rewrite System Errors

[ License Protocel Events ] MDM API Trace

Ivanti Neurons for Secure Access Events Profiler Events

HTMLS Access Events Statigtics

[] Performance Reverse Proxy

Syslog Servers

Events are logged locally. You can alzo log them to one or more external Syslog servers.
Please make sure the server(s) are reachable via port configured st Advanced Networking page.
If Globel option iz choosen then interface will be taken from Advanced Networking page Syzlog Sel

Search a ':thmnsssam } |
Client
Certificate

# Filter

Server Name/IP | Facility

| Type

11 localhost:5141 local-zero tcp JSON

Select
Events to
Log - User
Access
Tab

Login/log
out

Log events related to sign in and sign out.

SAM/Java

Log events related to user access to SAM/Java in the local log file.

User
Settings

Log events related to changes to user settings in the local log file.

Client
Certificate

Log events related to certificate security.

IF-MAP
Client User
Messages

Log events related to IF-MAP.
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Settings Guidelines

Ivanti Log events related to lvanti Secure Access clients.
Secure

Access

Client

Messages

HTML5 Log events related to HTML5 access.

Access

Web Log events related to user access to web.

Requests

File Log events related to user access to files.

Requests

Secure Log events related to user access to secure terminal.
Terminal

VPN Log events related to user access to VPN tunneling.
Tunneling

SAML Log events related to user access to SAML.

System Log events related to ICS overload.

Too Busy

Unauthentic | Log events related to web requests before authentication. By default, this check box
ated Web is disabled.

Requests
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Settings Guidelines

Settings

Maximum Log Size

(" mazcioe size e
200

jo

Mate: To archive log data, see the Archiving page.

Select Events to Log
Login/logout

User Settings

Active Sync Proxy
Pulse Client Messages

[_] Unauthenticated Requests

(Selecting this can quickly fill up User access log space
in case of attack)

Web Requests
Secure Terminal

SAML

Filters

SAM/Java

[] Client Certificate

IF-MAP Client User Messages

HTML5 Access

] Detailed Log Note

Enabling this setting will fill up user &
includes role mapping rule failures.

File Requests
VPN Tunneling

System Too Busy

Syslog Servers

Events are logged locally. You can &lso log them to one or more external Syslog servers.
Please make sure the server(s) are reachable via port configured at Advanced Networking page.
If Global option is choosen then interface will be taken from Advanced Networking pege Syslog Settings.

RECORDE FER FA... |

Search Q 10

O # Server Name/IP | Facility Filter

‘ Client

| Type Certificate

[ localhost-5140 local-zero tcp JSCN

Select Events to Log - Admin Access Tab

Administr
ator
changes

Log events related to configuration changes.

Administr
ator logins

Log events related to administrator access.

License
changes

Log events related to licensing.
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Settings Guidelines
System Log events related to system errors.
Errors
Settings Filters
Maximum Log Size
%msusmm | @

Mote: To archive log data, see the Archiving page.

Select Events to Log

Administrator changes License Changes

Administrator logins

Syslog Servers

Events are logged locally. You can also log them to one or more external Syslog servers.

Please make sure the server(s) are reachable via port configured at Advanced Networking page.

If Global option is choosen then interface will be taken from Advanced Networking page Syslog Settings.

. Q ( :E;CIEDEFER PO |
O |# Server Name/IP | Facility ‘ Type ‘ Client Certificate | Filter ‘
(R localhost:5142 ocal-zero tep JSON
Syslog click '+' to add new logs. Complete the configuration as described in
Servers below rows. You can specify multiple syslog servers.
Server Specify the fully qualified domain name or IP address for the syslog
name/IP server.
If you select TLS from the Type list, the server name must match the CN in
the subjectDN in the certificate obtained from the server.
Facility Select a syslog server facility level (LOCALO-LOCALY7). Your syslog
server must accept messages with the following settings: facility =
LOG_USER and level = LOG_INFO.

Type Select the connection type to the syslog server. You can select:

» UDP (User Datagram Protocol) - A simple non-secure transport
model.

e TCP (Transmission Control Protocol) - A core protocol of the Internet
Protocol suite (IP), but lacks strong security.
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Settings

Guidelines

e TLS (Transport Layer Security) - Uses cryptographic protocols to

provide a secure communication.

Client
Certificate

(optional) If you select TLS from the Type menu and your remote
syslog server requires client certificates, select the installed client
certificate to use to authenticate to the syslog server. Client
certificates are defined in the Configuration > Certificates > Client
Auth Certificates page. Client certificates must be installed on the
device before they can be used. There is no fallback if a connection
type fails.

Filter

Select a filter format. Any custom filter format and the following predefined filter

formats are available:

e Standard (default) - This log filter format logs the date, time,
node, source IP address, user, realm, event ID, and message.

e WELF - This customized Web Trends Enhanced Log Format
(WELF) filter combines the standard WELF format with
information about the system realms, roles, and messages.

e WELF-SRC-2.0-Access Report - This filter adds access queries
to the customized WELF filter. You can use this filter with

NetlQ's SRC to generate reports on user access methods.

Source
Interface

Select the source port type for the syslog server:
e Global
e External
* Internal
* Management

Ensure the servers are reachable through port configured in the
Advanced Networking page on the Admin Ul.
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Log Filters

If desired, you can create custom log collection filters to change the records displayed or exported. For

example, it is common to see administrators use a filter for RADIUS accounting logs. This filter allows

only the accounting log message, and it puts the entire message in a comma separated list. The order
of the filtered message is: Date, Time, User, Realm, "List of Roles", NAS-ID, Acct-Status, Auth-Type, Attr-
Valuel, Attr-Value2, Attr-Value3.

Accounting attribute messages are different from authentication attribute messages in that the

attribute name is not printed in the log message, but a comma is inserted for every attribute to be

logged, even if it is not present.

To view the configuration of predefined log format filters:

1.

Navigate to System > Log/Monitoring.
Click the Events / User Access / Admin Access tab.
Click the Filter tab to display the log filters page.

Click the hyperlinked name of the filter to display its configuration page. You cannot edit the
predefined filter named Standard, but you may edit the predefined WELF filters and any other
custom filters that appear in the list.

Click '+' to display the configuration page for creating new filter.
Complete the configuration as described in table.

Click Save Changes.
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Fllter

Settings Filters

Filter Name

[C] Make default for syslog and archiving filter selection

Query

( ETART DATE
| Earliest Date

( END DATE
| Latest Date (moving)

Variables Query

EXPREESION TYFE » |

| Variables

O result

O port

@ oe |6

() method

Export Format

FORMAT

|_Standard

| DESCRIFTION

| %date% %time% - %node% - [%sourceip] %ivet-
| %useris(3erealmss)[%role® J%nonRoot3%:[%sessionld

1 %][etenantldse][%certHash%] - %msg%

Log Filters

Settings Guidelines

Filter Name Specify a name that is helpful to you and other
administrators in understanding usage for your custom
filter.

Make default Make the filter the default on syslog and archiving
configuration pages.

Query

Start Date Enter a start date. Click Earliest Date to write all logs
from the first available date stored in the log file.
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Settings Guidelines

End Date Enter an end date. Click Latest Date to write all logs up
to the last available date stored in the log file.

Query Use the Filter Variables Dictionary to insert query
expressions in the Query box. Enclose the query value in

single quotes.
For example, insert the query expression sourceip=. Then
complete the expression by adding the value '192.168.0.1".

Export Format Select an export format:

» Standard (default) - This log filter format logs
the date, time, node, source IP address, user,
realm, and message.

e WELF - This customized WebTrends Enhanced
Log Format (WELF) filter combines the standard
WELF format with information about the system

realms, roles, and messages.

e Custom - Use the Standard as a template for
your custom selection of columns to be included
in exports (when log collections are saved to
files).

Log query filters change only the data displayed (or rows exported). Log format filters change
only the data displayed (or columns exported). Use of filters does not affect the log data that
has been collected.

Client Side Log

Client-side logging is not enabled by default. If necessary, you can enable client-side logging to
troubleshoot any client application issues.

To enable client side logging:
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1. Select System > Log/Monitoring.

2. Click the Client Logs tab to display the configuration page. Complete the configuration as
described in Table.

3. Click Save Changes.

EHARATHAZS LOG/MONITORING/ CLIENT LOGS

Settings ()
Events Upload Settings

User Access Enable client-side logging for the following features

Admin Access (L] Host Checker

[ Windows Secure Application Manager
Client Logs

"] Java Secure Application Manager and Applet Rewriting
SNMP [] VPN Tunneling

|_| Terminel Services
Advance Settings
|| Wirtual Desktops

|| Pulse Desktop Client

Upload Logs

(" wPLoADED LoGS DIk SPACE (ME)
200

[C] Alert when log uploaded

Upload tab displays Uploaded Logs Details.

Client Side Log

Settings Guidelines

Host Checker Select this option to enable client-side logging of Host
Checker.

Windows Secure Select this option to enable client-side logging of PSAM.

Application Manager

Java Secure Select this option to enable client-side logging of JSAM
Application Manager and applet.
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Settings

Guidelines

and Applet Rewriting

VPN Tunneling

Select this option to enable client-side logging of VPN
tunneling.

Terminal Services

Select this option to enable client-side logging of
terminal services.

Virtual Desktops

Select this option to enable client-side logging of virtual
desktops.

Ivanti Secure Access
Desktop Client

Select this option to enable client-side logging of Ivanti
Secure Access desktop clients.

Upload logs

Upload logs disk space
(MB)

Specify the amount of disk space (in Megabytes) you
want to allocate for uploaded client log files. You can
allocate disk space from 0 to 200 MB.

Alert when log
uploaded

Select this option to receive an alert message when an
end user pushes a log file.

SNMP

If you prefer, you can use a third-party SNMP manager, such as HP OpenView, to monitor system
health. The system supports SNMP v2c and SNMPv3. The system supports two users to be registered
with an SNMP engine with different authentication and privilege settings.

To configure the SNMP agent:
1. Select System > Log/Monitoring.
2. Click the SNMP tab to display the SNMP configuration page.
3. Complete the configuration as described in Table.

4. Click Save Changes.
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SNMP agent
Settings | Guidelines
MIB File Use the Ivanti MIB file link to download the device management
information base MIB file. You add this file to your SNMP manager
configuration.
SNMP Select your SNMP server version:
Version
* v2cC
e V3
MIE File
You must download the lvanti Secure MIB file and install it in your SNMP manager application to monitoy the device.
Pleaze make sure SNMP clients are reachable via the manegement port or internal port (if management |port iz disabled).
SNMF Verslon data
‘ z;h::VBIEIDN
Agent Properties
SNMP Select to support SNMP queries. Selecting this option enables the
Queries SNMP Diagnostic Log utility in the Troubleshooting > Monitoring >
Diagnostic Logs page.
SNMP Select to send SNMP traps. Selecting this option enables the SNMP
Traps Diagnostic Log utility in the Troubleshooting > Monitoring >
Diagnostic Logs page.
System Specify a system name.
Name
System Specify a location.
Location
System Specify a system contact
Contact
Commun | Required only for SNMPv2c.
ity String To query the system, your network management station must send it the

community string. To stop the SNMP system, clear the community field.
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Settings

Guidelines

Agent Properties

| SNMP Queries
| SNMP Traps

| System Name

| System Location

| System Contact

| Community

SNMPv3 Configuration

Username Specify the SNMPv3 username. The User-Based Security Model (USM) is the default
Security Module for SNMPv3. The system supports two users to be registered with an
SNMP engine. Editing the SNMPv3 user attributes overwrite any already registered
SNMPv3 user. The SNMPv3 user must have read-only access on all MIBs supported
by the system. SNMPv3 user configuration attributes can also be used for SNMP
traps.
SNMPV3 Configuration
| Username * |
[ Fommmevorr /)
| Username |
Mo e /)
Security . Auth Auth Priv Priv
Level Selection
eve Protocol Password Protocol Password
No Auth,
NoPriv
Select Enter an
MD5 authentication
Auth, (HMAC- password. The
NoPriv MD5-96) password can
or SHA  contain any
(HMAC- ASClI
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Settings | Guidelines
characters and
must be at
SHA-96). least 8
characters in
length.
-Enter a
Enter an privacy
. password.
authentication
The
Select password. The assword
MD5 password can Select Ean
(HMAC- containany either ,
Auth, contain
Priv MD5-96) ASCII CBC-DES any ASCI|
or SHA  characters and or CFB- cthacters
(HMAC- must be at AES-128.
and must
SHA-96). least 8
_ be at least
characters in 8
length.
g characters
in length.
Trap Setting a threshold value to 0 disables that respective trap.
Threshol
ds
Check Specify the frequency in seconds for sending traps. The default is 180
Frequenc | seconds.
y
Log Specify the percent of log space used. The default is 90%.
Capacity
Users Specify the frequency in seconds for sending traps. The default is 180
seconds.
Physical Specify the percent of physical memory used. The default is 0 (not
Memory | reported).
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Settings | Guidelines
Swap Specify the percent of swap memory used. The default is 0 (not
Memory reported). We recommend you monitor swap memory to alert you to
(Virtual potential memory issues. The threshold for traps for physical memory
Memory) | usage might be reached even if the system is not experiencing any
difficulties.
Disk Specify the percent of disk utilization. The default is 80%.
CPU Specify the percent of CPU utilization. The default is 0 (not reported).
Trap Thresholds
Set thresholds for traps.
:fgé:(’REJUENCY':EECO\I:Q \| @
:éooz-:nncrﬂ_:‘:: |
,|
( PHYEICAL MEMORY (%) \|
( lS)l’-'-l“ﬂ-'EMD‘!\'!'.' RTLLAL MEMORY) (%) \| @
|
G )
Optional
Traps
Critical Send traps when the system logs critical events.
Log
Events
Major Send traps when the system logs major events.
Log
Events
Save Click Save Changes to update the SNMP agent configuration. The page
SNMP is refreshed and displays the SNMP engine ID. If the configuration is
Settings | changed to move from SNMP v2c to SNMP v3, the system generates

and displays two engine IDs.
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Optional traps

[] Critical Log Events

|_| Major Log Events

SMMP Trap Servers

Specify the servers to which the device will zend any traps it generates.
Please make sure trap server(s) are reschable via port configured stAdvenced Metwaork

(Rows 1
Search Q \ |

10

&

O Hostname/IP Address (IPv4/IPvE) ‘ Port

Settings | Guidelines
SNMP Servers
Hostnam | Specify the hostname or IP address for the SNMP servers to which the
e/IP system will send any traps it generates.
address
Port Specify the port for the SNMP server. Typically, SNMP uses port 162.
Communit | Specify the community/user string (if necessary).
y (v2¢) /
User (V3) | :'HTBICALMEMOIIYW | Add Server
: Z\wn:mowwlmum_mwmm | @ | o Addroes
R ‘| ,
~ | Por
|' uewm | , -
“ | Community

Cancel

Keep the following configuration tips in mind when you configure your SNMP manager to listen for this
SNMP agent:

* Add the Ivanti MIB file to the SNMP manager configuration.

e |f using SNMPv2c, the community string configuration for the SNMP manager and SNMP agent

must match.

e |f using SNMPv3, the SNMPv3 user configuration for the SNMP manager and the SNMP agent

must match.
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 [If using SNMPv3, you must specify the Authoritative Engine ID for SNMPv3 traps that was
generated when you saved the SNMP agent configuration.

Advanced Settings

This option helps to configure fault tolerance on each configured TCP and TLS syslog server available.
Fault tolerance is supported only for TCP and TLS syslog servers. UDP syslog servers cannot be
configured for fault-tolerance. This functionality helps the syslog server to recover the logs lost during a
disconnect. The administrator can configure fault-tolerance on syslog servers by enabling this option
from the admin Ul. ICS/IPS reads the lost pending logs during a disconnect from the log disk and
transports them to the syslog server on a reconnect. Fault tolerance is supported only for the syslog
servers configured under the following log-types:

e Events
e User Access

e Admin Access

Fault tolerance is node-specific. In case of clusters, the setting needs to be enabled/disabled by
logging into each of the cluster members. Fault tolerance is supported only for TCP and TLS
syslog servers. UDP syslog servers cannot be configured for fault tolerance.

To configure advance settings to a TCP and TLS syslog server:
1. Navigate to System > Log/Monitoring.
2. Click the Advance Settings tab to display the configuration page.
3. Complete the configuration as described in Table.

4. Click Save changes.

o This feature is limited to configuring fault tolerance settings of an existing syslog server;

and cannot be used to create or delete a new syslog server.

Behavioral Analytics

Behavioral Analytics feature analyzes user's action along with other context data to derive conclusions
about any anomalous activities. It provides information/visibility based on real time user or device
context thus helping in advanced attack detection and helps in proactive policy-based enforcement.

The Behavioral Analytics feature addresses the following types of anomaly detection:
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e User/device is prompted for second level of authentication based on the threat profile
determined for the corresponding user/device.

Below are some scenarios where second level of authentication is required:
¢ User authenticating from new device: This is detected by using the device MAC address.

e User authenticating from new location: Location details are obtained by using the location
configurations.

Benefits

e |CS monitors the traffic from users and helps in determining the possible anomalous activities
such as:

e If the user is authenticating from a new device / new location.
« |f the device traffic is different from previous instances.

e Data collected as part of Behavior Analytics is stored so that it can be used later for determining
the anomalies.

To enable behavioral analytics:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateways > Gateways List and then select any standalone ICS
Gateway or Cluster node.

3. Navigate to System > Behavioral Analytics > Configuration.
4. Under Configurations, select Enable Behavioral Analytics.

5. For enabling Adaptive Authentication, select Enable data collection during authentication of
devices and users.

6. Click Save Changes.

NODESE-SULTHAN) BEHAVIOURAL ANMALYTICS

Configuration &)

Configuration
"] Enable Behavioural Analytics

"] Enable data collection during authentication of devices and users
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In case you have a Fresh Installation of ICS, then it will NOT have UEBA package by default with it.
Please add the UEBA package before using Adaptive Authentication.
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Network and Host Administration

« "Introduction" below

« "Internal Port Configuration" on the next page
« "External Port Configuration" on page 253

« "Management Port Configuration" on page 257
« "VLAN Ports Configuration" on page 260

« "Routes Configuration" on page 267

« "Hosts Configuration" on page 268

« "VPN Tunnel Configuration" on page 268

Introduction

When you install and initially set up the device, you use the serial port console to set basic network and
host settings. To get started, you must use the serial console to configure these settings for the internal
interface. You have the option to use the serial console to configure network and host settings for the
external interface and the management interface. The network and host settings you configure with the
serial port console include:

Once the internal interface has been configured, you can use the admin console Network Settings
pages to modify settings for the internal interface, to enable and configure the external interface and
the management interface, and to configure or manage advanced networking features, including:

* Hostname

¢ |Pv6 addresses

e VLAN ports

e Virtual ports

¢ Route table entries

¢ Host mapping table entries

e ARP cache entries
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¢ Neighbor discovery cache entries

¢ System date and time (manual configuration) or NTP

Internal Port Configuration

The internal port, also known as the internal interface, handles all LAN requests to resources, listening

for Web browsing, file browsing, authentication, and outbound mail requests.

To configure the internal port configuration:

Settings

1.

Log in to the Ivanti Neurons for Secure Access portal as a Tenant Admin. See "Logging in to

Ivanti Neurons for Secure Access" on page 12.
Use the Gateway Switcher and select Ivanti Connect Secure.

From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >

Gateways List.
The All Gateways page is displayed showing a list of standalone ICS Gateways and Cluster nodes.
From the Standalone ICS Gateways list, click on the gateway link that you want to configure.

On the Ivanti Connect Secure menu, select System > Network > Internal Port > Settings to

display the configuration page.
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6. Under IPV4 Settings, assign an IP address, assign a Netmask, and specify the IPv4 address for the

default Gateway.

EHARATHAZS NETWORK/ INTERNAL PORT

Internal Port - Settings ()
Network

Overview

Internal Port

External Port

Management Port

VLAMS

Routes

Hosis

VPN Tunneling

Settings Virtual Ports ARP Cache MND Cache

IPV4 Settings
i® ADDREEE" RETRAREK™
10.98.116.42 255 2595 2400
DEFELILT BATEWEY"
10981121

If you need to specify static routes, you cen do 50 on the Stetic Routes pege.

IPVG Settings
FWE STATUS Changing above setting might restart some servic
Disable This restart might drop sll the connections to the |

Link Local Address

L LOeDeL BDORESS [IF""E.ﬂ'.l:ll:lrﬂ?‘.!\+ J
::FME\G"‘" ] @ [DefaultGutm'r" J
Advanced Port

MAC ADDRESS

Prp—— s MTU [EYTER}

(e AE fc
[uefaulwl.mm ] ®

7. Under IPV6 Settings, select IPV6 Status.

8. Under Link Local Address, you can see the auto-configured link local address. Specify a routable

IPv6 address, Prefix Length, and IPv6 address for the default Gateway.
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9. Under Advanced Port, specify the ARP Ping Timeout, maximum transmission unit, and default
VLAN ID for the traffic of this port.

10. Click Save Changes.

Virtual port - You can use virtual ports to provide different groups of users access to the same system
using different IP aliases and domains.

To configure a virtual port:
1. Select Internal Port > Virtual Ports. Port is Internal Port or External Port.
2. Click '+ to display the configuration page.
3. Enter a name for the virtual port.
4. Enter the IPv4 address and the IPv6 address.
5. Click Save Changes.

ARP Cache - In IPv4 networking, network nodes use ARP to maintain information about peer network
nodes.

To manage the ARP table:
1. Select Internal Port > ARP Cache. Port is Internal Port, External Port, or Management Port.
2. Click '+' to display the configuration page.
3. Enteran IP address, and a MAC address.
4. Click Save Changes to add an entry.
5. You can delete all dynamically discovered entries.

ND Cache - In IPv6 networking, network nodes use the Neighbor Discovery Protocol (NDP) to
determine the Layer 2 MAC addresses for neighboring hosts and routers.

To manage the neighbor discovery table:
1. Select Internal Port > ND Cache. Port is Internal Port, External Port, or Management Port.

2. The Flush NDP Entries deletes all dynamically discovered entries.
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External Port Configuration

The external port, also known as the external interface, handles all requests from users signed into Ivanti
Connect Secure from outside the customer LAN, for example, from the Internet. Before sending a
packet, lvanti Connect Secure determines if the packet is associated with a TCP connection that was
initiated by a user through the external interface. If that is the case, Ivanti Connect Secure sends the
packet to the external interface. All other packets go to the internal interface.

To configure the external port configuration:
Settings

1. Log in to the Ilvanti Neurons for Secure Access portal as a Tenant Admin. See "Logging in to

Ivanti Neurons for Secure Access" on page 12.
2. Use the Gateway Switcher and select lvanti Connect Secure.

3. From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >

Gateways List.

The All Gateways page is displayed showing a list of standalone ICS Gateways and Cluster nodes.

4. From the Standalone ICS Gateways list, click on the gateway link that you want to configure.
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5. On the Ivanti Connect Secure menu, select System > Network > External Port > Settings to
display the configuration page.
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EHARATHAZ/ NETWORK) EXTERMAL PORT

External Port - Settings ()

Network Semtings  Virual Ports ARPCache  NDCache
Onarvisa Use Port
Internal Port FORTETATLE st
Dissble
External Port ]
IPY4 Settings
MsenAgenan Fort il ETATR Changing elbove satting might restan some s
Disable - drop all the connections to the Pulse Connect |
VILANS
[IPMdrass* ] [Nsuﬂask' ]
Routes
Hosts [ Default Gateway * ]
VPN Tunneling If you need to specify static routes, you can do so on the Static Routes page.
IPVE Settings
1PV ETATUS .. | Changing sbove setting might restarn some se
Dissble drop sll the connections to the Pulse Connect

Link Local Address

T [IP\rﬁﬁddrﬁs . ]

B-Tl:'l.wqm‘ ] @ [ Default Gateway © ]
Advanced Port

MAC ADDRESE
[?HBTMM{M' ] G} [:l;gﬂlbl' ] @
[ Default VLAN ID ] (0]
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10.

11.

Enable the Port Status.

Under IPV4 Settings, assign an IP address, a Netmask, and the IPv4 address for the default
Gateway.

Under IPV6 Settings, select IPV6 Status.

Under Link Local Address, you can see the auto-configured link local address. Specify a routable
IPv6 address, Prefix Length, and IPv6 address for the default Gateway.

Under Advanced Port, specify the ARP Ping Timeout, maximum transmission unit, and default
VLAN ID for the traffic of this port.

Click Save Changes.

Virtual Ports - You can use virtual ports to provide different groups of users access to the same system

using different IP aliases and domains.

To configure a virtual port:

1.

Select External Port > Virtual Ports. Port is Internal Port or External Port.

Click "+' to display the configuration page. Specify a name for the virtual port, an IPv4 address,
and an IPv6 address.

Click Save Changes.

ARP Cache - In IPv4 networking, network nodes use ARP to maintain information about peer network

nodes.

To manage the ARP table:

1.

4.

Select External Port > ARP Cache. Port is Internal Port, External Port, or Management Port.
Click '+" and specify an IP address, a MAC address.
Click Save Changes to add an entry.

You can delete all dynamically discovered entries.

ND Cache - In IPv6 networking, network nodes use the Neighbor Discovery Protocol (NDP) to

determine the Layer 2 MAC addresses for neighboring hosts and routers.

To manage the neighbor discovery table:
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1. Select External Port > ND Cache. Port is Internal Port, External Port, or Management Port.

2. The Flush NDP Entries deletes all dynamically discovered entries.

Management Port Configuration

You connect the management port to an Ethernet switch or router that is part of your internal local area
network (LAN) and that can connect to your network management infrastructure. When the
management port is enabled, the following traffic is directed out the management port: archiving
(FTP/SCP), NTP, push config, SNMP, syslog. When the management port is not enabled, that traffic uses
the internal port.

To configure the management port:

1. Log in to the lvanti Neurons for Secure Access portal as a Tenant Admin. See “"Logging in to

Ivanti Neurons for Secure Access" on page 12.
2. Use the Gateway Switcher and select Ivanti Connect Secure.

3. From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >

Gateways List.

The All Gateways page is displayed showing a list of standalone ICS Gateways and Cluster nodes.

4. From the Standalone ICS Gateways list, click on the gateway link that you want to configure.
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5. On the Ivanti Connect Secure menu, select System > Network > Management Port >
Settings to display the configuration page.
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EHARATHAZ] NETWORK/ MAMAGEMENT PORT

Management Port - Settings ()

MNetwork

Overvisw

Internal Port

External Port

Management Port

VLANs

Routes

Hosts

VPN Tunneling

Settings ARP Cache

ND Cache

Use Port
poaTTATLE When the management port is enabled, the follg
Disable is directed out the management port. Push Con
IPV4 Settings
[lPMdress' ] [Hetlmsk‘
[ Default Gateway *

If you need to specify static routes, you can dao 50 on the Static Routes page.

IPVE Settings

Pl ETATUS
Dizable

Link Local Address

L LOCAL ADDRESS

Changing above setting might restart some san,
This restart might drop all the connections to th

[IPvﬁMdrm -

[mxmm'

Advanced Port

M&C ADORISE

) (smacmar

3

[ AFF FING TMEQLUT (FECOMDE) ©

ML EYTRE"

1500

[ Default VLAN ID
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6. Enable the Port Status.

7. Under IPV4 Settings, Assign an IP address, a Netmask, and specify the IPv4 address for the
default Gateway.

8. Under IPV6 Settings, select IPV6 Status.

9. Under Link Local Address, you can see the auto-configured link local address. Specify a routable
IPv6 address, Prefix Length, and IPv6 address for the default Gateway.

10. Under Advanced Port, specify the ARP Ping Timeout, maximum transmission unit, and default
VLAN ID for the traffic of this port.

11. Click Save Changes.

ARP Cache - In IPv4 networking, network nodes use ARP to maintain information about peer network
nodes.

To manage the ARP table:

1. Select Management Port > ARP Cache. Port is Internal Port, External Port, or Management
Port.

2. Click '+" and specify an IP address and a MAC address.
3. Click Save Changes to add an entry.
4. You can delete all dynamically discovered entries.

ND Cache - In IPv6 networking, network nodes use the Neighbor Discovery Protocol (NDP) to
determine the Layer 2 MAC addresses for neighboring hosts and routers.

To manage the neighbor discovery table:
1. Select Management Port > ND Cache. Port is Internal Port, External Port, or Management Port.

2. The Flush NDP Entries deletes all dynamically discovered entries.

VLAN Ports Configuration

Your network design might include VLANSs to provide network segmentation. When connected to a
trunk port on a VLAN-enabled switch, the system encounters traffic from all VLANSs. This is useful for
network designs with separate VLANSs for separate classes of users or endpoints, and for making the
system accessible from all VLANSs. You can use RADIUS attributes to place different users in different
network segments.
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The system supports IEEE 802.1Q VLAN tagging. You must define a VLAN port for each VLAN. The
internal port must be assigned to the root system and must be marked as the default VLAN. Routes to

servers reachable from the VLAN interfaces must have the next-hop gateway set to the configured

gateway for the VLAN interface, and must have the output port defined as the VLAN port.

When you save the configuration for a new VLAN port, the system creates two static routes by default:

e The default route for the VLAN pointing to the default gateway.

e The interface route to the directly connected network.

To configure an internal VLAN port:

1.

Log in to the lvanti Neurons for Secure Access portal as a Tenant Admin. See "Logging in to

Ivanti Neurons for Secure Access" on page 12.
Use the Gateway Switcher and select Ivanti Connect Secure.

From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >
Gateways List.

The All Gateways page is displayed showing a list of standalone ICS Gateways and Cluster nodes.
From the Standalone ICS Gateways list, click on the gateway link that you want to configure.

On the Ivanti Connect Secure menu, select System > Network > VLANs > Internal Port to
display the configuration page.

Select VLANs > Internal Port.
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7. Click '+, a New VLAN Port -Settings opens.

BHARATHA2/ NETWORKS YLANES INTERKAL PORT

New VLAN Port - Settings ()

& Settings Virtual Ports ARP Cache

Enter the network settings and click the Save Changes button at the botomn of the page.

Use Port
AL PORT .
Enabled )
VLAN Settings
[ Port Name ] &
[‘ﬂan Id* ] G
IPV4 Settings
[ IP Address * ]
[ Metmask * ]
[ Default Gateway ] (D
IPVE Settings
P BETTINGS . MNote: Chenging sbove setting might restart some senvices.
Disabled This restart might drop all the connections to the Pulse Connect Sacure.

Link Local Address

[IPVE.ﬁndtm‘ J [Pfed'ixLength' J O]

[ Default Gateway * ]

Cancel

8. Enable the Use Port.
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9. Under VLAN Settings, specify a Name that is unique across all VLAN ports and specify a VLAN ID
between 1 and 4094.

10. Under IPV4 Settings, assign an IP address, a Netmask, and specify the IPv4 address for the
default Gateway.

11. Under IPV6 Settings, select the IPV6 Status.

12. Under Link Local Address, specify a Routable IPv6 address, Prefix Length, and IPv6 address for
the default Gateway.

13. Click Save Changes.

To configure an External VLAN port:
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1. Select VLANs > External Port.

2. Click '+, a New VLAN Port -Settings opens.

EHARATHAZS NETWORKS VLANSS EXTERNAL FORT

New VLAN Port - Settings (&)

& Settings Virtual Ports ARP Cache

Enter the network settings and click the Save Changes button &t the bottom of the pege.

Use Port

\EE FOAT w
Enabled

VLAN Settings

= o
(o o

IPV4 Settings

[IPMdrcss* ]

= |

[DefuultGutem‘ ] 0]

IPVG Settings

FVE BETTIAGE | Note: Changing above setting might restart some services.
Disabled This restart might drop all the connections to the Pulse Connect Secure.

Link Local Address

[|mmm' ] [PrsfixLung'm‘ 0]

[Defaultﬁm',l‘ ]

Cancel

3. Enable the Use Port.
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4. Under VLAN Settings, specify a Name that is unique across all VLAN ports and specify a VLAN ID
between 1 and 4094.

5. Under IPV4 Settings, assign an IP address, a Netmask, and specify the IPv4 address for the
default Gateway.

6. Under IPV6 Settings, select the IPV6 Status.

7. Under Link Local Address, specify a Routable IPv6 address, Prefix Length, and IPv6 address for
the default Gateway.

8. Click Save Changes.

To configure a Management VLAN port:
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1. Select VLANs > Management Port.

2. Click '+, a New VLAN Port -Settings opens.

BHARATHA2/ NETWORK/ VLANES MANAGEMENT FORT

New VLAN Port - Settings (O

& Settings Virtual Ports ARP Cache

Enter the network settings and click the Save Changes button &t the bottom of the page.

Use Port

[ ;_s:a?;d N ]
VLAN Settings

= o
[ Vian Id * ] (O]

IPV4 Settings

[IPA.ddrEﬂ:* ]

= |

[Defeuhsateww‘ ] ®

IPVE Settings

vl BETTINGE . MNote: Changing above satting might réstart some sendices,
Dizabled Thiz restart might drop all the connections to the Pulse Connect Secure.

Link Local Address

(imenarn | (promctanamn- | ®

[Defﬂuhﬁateww‘ ]

Cancel

3. Enable the Use Port.
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4. Under VLAN Settings, specify a Name that is unique across all VLAN ports and specify a VLAN
ID between 1 and 4094.

5. Under IPV4 Settings, assign an IP address, a Netmask, and specify the IPv4 address for the
default Gateway.

6. Under IPV6 Settings, select the IPV6 Status.

7. Under Link Local Address, specify a Routable IPv6 address, Prefix Length, and IPv6 address for
the default Gateway.

8. Click Save Changes.

Routes Configuration

The system populates the routes table with dynamic, auto-discovered routes. Many networks will not
require changes to this routing table. If necessary, you can delete routes or add static routes.

To manage the routes table:

1. In the Routes page, use the controls to change the display to show the route table for internal,
external, or management interfaces; and for IPv4 or IPv6 routes.

2. Click'+" and complete the configuration to add a route to the table.

New Route

[ Destination Network/1P

[ Netmask

[ Gateway

[ STERFACE
|

nterna

(S W W W S

[ Metric (0 - 15)

Save Changes

CANCEL

3. Specify a valid IP address, Gateway, DNS address, and select the Interface and metric.

4. Click Save Changes.
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Hosts Configuration

In general, the system uses the configured DNS servers to resolve hostnames, but it also maintains a
local hosts table that can be used for name resolution. The system populates some entries from host-IP
address pair settings in your configuration. You can add host-IP address mappings for other hosts that
might not be known to the DNS servers used by the system, or in cases where DNS is not reachable.

To configure hosts table:

1. Inthe Hosts page, click "+'.

New Host

[IP Address ]

e )

Comment ‘

2. Specify an IP address, hostname, and comment (a description for the benefit of system
administrators).

3. Click Save Changes.

VPN Tunnel Configuration

The VPN tunneling access option (formerly called Network Connect) provides a VPN user experience,
serving as an additional remote access mechanism to corporate resources using Connect Secure. The
VPN Tunneling Server uses the filter list to assign IP addresses to clients requesting a VPN client session.
Afilter is an IP address/netmask combination. For example: 10.11.0.0/255.255.0.0 or 10.11.0.0/16.

To add an IP address to the VPN tunneling filter list:
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1. Inthe VPN tunneling page, click +, and enter an IP address/netmask combination.

New IP Address Filter

L IP Address Filter J

Cancel i SaveChanges

2. Inthe VPN Tunnel Server IP Address text box, enter the base IP address used by the VPN
tunneling server to assign IP addresses to the tunnel interfaces created for VPN Tunneling

sessions.

3. Click Save Changes.

o Only change the VPN tunneling server base IP address when instructed to do so by the Ivanti
Support team.
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Authentication and Directory Servers

« "Introduction" below

« "Configuring Local Authentication Server" on the next page
« "Configuring ACE Authentication Server" on page 273

« "Configuring RADIUS Authentication Server" on page 274

« "Configuring Certificate Authentication Server" on page 279
« "Configuring LDAP Authentication Server" on page 280

« "Configuring SAML Authentication Server" on page 285

«  "Configuring TOTP Authentication Server" on page 289

« "Configuring MDM Authentication Server" on page 292

« "Configuring Active Directory Authentication Server" on page 295

Introduction

The access management framework supports the following types of AAA servers: Local, External
(standards-based), and External (other).
e Local includes "Local Authentication Server”, "Certificate Server".

* External (standards-based) includes "LDAP Server", "RADIUS Server".

¢ External (other) includes "MDM Server", "RSA ACE Server", "TOTP Server".

Configuring Authentication Servers

To add an authentication server:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click Gateways > Gateways List. In the Gateways list page, select the
standalone ICS Gateway or Cluster node that you want to configure.
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3. From the ICS menu, click Authentication > Authentication Servers.

4. Click the Add icon and select the Authentication server type from the list.

Authentication Servers (1) @

Add a new or modify an existing authentication server

[ RECORDS PER PA ]
Search 10

f # | Authentication Server Type

1 local server Local Authentication

Configuring Local Authentication Server

You can create multiple local authentication server instances. When you define a new local
authentication server, you must give the server a unique name and configure options for passwords.

To create a local authentication server:
1. Select Authentication > Authentication Servers.

2. Click the Add icon and select Local from the list to display the configuration page.
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3. Complete the configuration and save changes.

Enter a Server Name.
Select Password Options.

Select the Allow users to change passwords option if you want users to be able to
change their passwords.

Select the Force password change after option to specify the number of days after
which a password expires. The default is 64 days.

Select the Prompt users to change password option to specify when to prompt the user
to change passwords.

Select the Enable account lockout for users option to manage user authentication
failures for admin users of local authentication server.

Enter the number of consecutive wrong password attempts after which the admin user

account will be locked. The default value is 3 retries.
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e Enter the time in minutes for which admin user account will remain locked. The default

value is 10 minutes.

TYRE
Local Server

Authentication Server Name

Password Options

MBMIMUM CHARACTERE MAKIMUM CHARACTERS
128
Password must have at least Password must have at least
Digits Letters

Password must have mix of UPPERCASE and lowercase letters
+ Password must be different from usemame
+~ MNew passwords must be different from previous passwords
Password stored as clear text

H peesword stored ae olear text, more suthentioation protoools, ie. CHAP, EAP-MDE,
are suppartsd

Password Management
+  Allow users to change their passwords
Force password change after Prompt users to change their password
Days Days before current password expires
Uas options on the Administratore/Uesrs > Autnenticetion > [Realm] > Authentication Palioy > Passward

page to epecify which realms should inherit the esrver's password mansgement capabilities.

Account Lockout
Enable Account lockout for users

BLAXIMUM WRONG PAESWORD ATTEMFTE ACCOUNT LOCKOUT FERIOD (MINUTES)
10

User Record Synchronization

Enable User Record Synchronization

Logical Auth Server MName

Cancel

Configuring ACE Authentication Server

RSA Authentication Manager (formerly known as ACE/Server) is an authentication and authorization
server that allows user authentication based on credentials from the RSA SecurlD® product from RSA

Security Inc.
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To configure authentication with the ACE server:
1. Select Authentication > Authentication Servers.
2. Click the Add icon and select ACE from the list to display the configuration page.
3. Complete the configuration and save changes.
e Enter a Server Name.
e Enter the default port of the authentication server.
¢ Click and browse Import New Config File to upload the sdconf.rec configuration file.

¢ Select the Enable User Record Synchronization option to retain the bookmarks and
individual preferences regardless of which system you log in to.

¢ Enter a logical authentication server name.

New ACE Server (&

# Settings

TYFE
ACE Server

ACE Server Name *

ACEPORT*

5500

Import New Conflg Flle

User Record Synchronization
Enable Uzer Record Synchronization

Logical Auth Server Name

Cancel

Configuring RADIUS Authentication Server

To configure authentication with the RADIUS server:
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1. Select Authentication > Authentication Servers.

2. Click the Add icon and select RADIUS from the list to display the configuration page.
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3. Complete the configuration and save changes.
Settings page
e Enter a Server Name.

¢ Enter the name that identifies the Network Access Server (NAS) client to the RADIUS

server.
e Enter the name or IP address of the RADIUS server.

e Enter the authentication port value for the RADIUS server. Default port number: 1812,
1645 (legacy servers).

e Enter the NAS IP address. If you leave this field empty, the internal IP address is passed to
RADIUS requests. You can also fill this field with IPv6 address.

* Enter the interval of time in seconds to wait for a response from the RADIUS server before
timing out the connection.

e Enter the number of times to try to make a connection after the first attempt fails.

¢ Select the Users authenticate using tokens or one-time passwords option to prompt
the user for a token instead of a password.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 276 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

¢ Click Next.

New Radius Server (&)

# Settings Backup server & Accounting Rules

Server Name * @ NAS-Identifier: @

Primary Server

AUTHENTICATION PORT

RADIUS Server * ® e

Shared Secret * :;:;'—'\T-"ﬂ - @
TIEOUT * RETRIES *

NAS IPv4/IPv6 Address ® a0 ® o

Users authenticate using tokens or one-time passwords
Mote: If you select this, the device will send the user's suthentication method as "token” if you use SAML,
and this credential will not be used in sutomatic 550 to beckend epplications

HERE

Backup server & Accounting page (required only if Backup server exists)
e Enter the secondary RADIUS server.
e Enter the Authentication Port.
e Enter the Shared Secret.
¢ Enter the Accounting Port.
e Enter the user information to the RADIUS accounting server.

¢ Enter Interim Update Interval in minutes to achieve more precise billing for long-lived
session clients and during network failure.
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¢ Select the Use VPN Tunnel assigned IP Address for FRAMED-IP-ADDRESS/FRAMED-
IPV6-ADDRESS attribute value in RADIUS Accounting option to use the VPN
Tunneling IP address for the FRAMED-IP-ADDRESS/FRAMED-IPV6-ADDRESS attribute
instead of the pre-authenticated (original) IP address. Framed IPv6 addresses based
attribute fetching and parsing:

¢ NAS-IPv6-Address
e Login-IPv6-Host

e Enable the Send Interim Updates for sub sessions created inside parent sessions
check box to send interim updates for sub sessions (child sessions) created inside parent

sessions.

¢ Click Next.

Settings # Backup server & Accounting Rules

Backup Server
(required only if Backup server exists)

RADIUS Server ()  Authentication Port

Shared Secret Accounting Port @

Load-Balance Auth Requests between Primary and Backup Servers

Accounting requests w Il not be load-balanced.

RADIUS accounting

USERNAME
<USER>(<REALM=)[<ROLE SEP=",":] @
Interim Update Interval @

Use VPN Tunnel assigned |P Address for FRAMED-IP-ADDRESS/FRAMED-IPVG-ADDRESS attribute value in RADIUS Accounting

Send interim updates for sub sessions created inside parent session

Rules page
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¢ Select the Enable processing of Radius Disconnect Requests check box. The Radius
Disconnect requests received from the backend Radius server will terminate sessions that
match the attributes in the request.

¢ Select the Enable User Record Synchronization option to retain the bookmarks and
individual preferences regardless of which system you log in to.

e Enter a logical authentication server name.

Settings Backup server & Accounting # Rules

Custom RADIUS Rules

# Name Response Packet Type Attribute Criteria Action

RADIUS Disconnect

Enable processing of Radius Disconnect Requests

RADIUS Disconnect Requests received from the backend RADIUS server will terminate sessions that match the attributes in the request.
The RADIUS attributes that are used for session identification are: Framed-IP-Address(for sessions with VPN Tunnel only), Acct-Session-Id, Acct-Mul
Name

User Record Synchronization
Enable User Record Synchronization

Logical Auth Server Name

Configuring Certificate Authentication Server

The certificate server is a local server that allows user authentication based on the digital certificate
presented by the user without any other user credentials.

To configure authentication with the Certificate server:
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1. Select Authentication > Authentication Servers.
2. Click the Add icon and select Certificate from the list to display the configuration page.
3. Complete the configuration and save changes.

e Enter a Server Name.

e Enter a username template. Specify how the system should construct a username. You
may use any combination of certificate variables contained in angle brackets and plain
text.

¢ Select the Enable User Record Synchronization option to retain the bookmarks and
individual preferences regardless of which system you log in to.

e Enter a logical authentication server name.

e From the drop-down list, select the Secondary Authentication server. From 22.6R1
version, ZTA supports SAML Authentication server as a Secondary Authentication server.

Configuring LDAP Authentication Server

Lightweight Directory Access Protocol (LDAP) facilitates the access of online directory services. LDAP
directory consists of a collection of attributes with a name, known as a distinguished name (DN). Each of
the entry's attributes, known as a relative distinguished name (RDN), has a type and one or more values.
The types are typically mnemonic strings, such as CN for common name. The valid values for each field
depend on the types.

To configure authentication with the LDAP server:
1. Select Authentication > Authentication Servers.

2. Click the Add icon and select LDAP from the list to display the configuration page.
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3. Complete the configuration and save changes.
Settings page
e Enter a Server Name.

¢ Select the Enable Domain Name option if you want to fetch a list of servers from the
DNS server. Clear this option if you want to manually enter all the domain controllers host

names.
e Enter the LDAP server name or the IP address.

¢ (Optional) Enter the parameters for backup LDAP server1. Default port number: 389
¢ Enter the parameters for backup LDAP port1.

e (Optional) Specify the parameters for backup LDAP server?.

e Enter the parameters for backup LDAP port2.

e Select the backend LDAP server type from the following choices: Generic, Active Directory,
iPlanet, Novell eDirectory.

¢ Select one of the following options for the connection to the LDAP server:

¢ Unencrypted - The device sends the username and password to the
LDAP Directory Service in cleartext.

e LDAPS - The device encrypts the data in the LDAP authentication
session using the Secure Socket Layer (SSL) protocol before sending
it to the LDAP Directory Service.

e Start TLS - The device allows both secure and plain requests against
an LDAP server on a single connection.

¢ Enter the time (in seconds) to wait for connection to the primary LDAP server, and then to
each backup LDAP server. Default: 15 seconds
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e Enter the time (in seconds) to wait for search results from a connected LDAP server.

TR T T X T N TTTE T IO R T ST YO

New LDAP Server (O

& Settings Authentication & Users Membership & Sync

Server Name * G)

Enable Domain Name

If enabled, list of servers will be obtained from Name server through DNS service query

LDAP Server * ® e

Backup LDAP Serverl (©  BackupLDAPPortl

Backup LDAP Server2 @- Backup LDAP Port2

LDAF BERVER TYFE CONMECTION WALIDETE EERVER CERTWICATE
Generic Y StenTLs v ®  Dissbled

CONNECTION TIMECUT SEARCH TIMEQUT

15 ® ®

Cancel

e Click Next.
Authentication & Users page

¢ Select the Authentication required to search LDAP option to require authentication

when performing search or password management operations.
e Enter the administrator DN for queries to the LDAP directory.
e Enter the password for the LDAP server.

¢ Enter the backup administrator DN for queries to the LDAP directory, as a fallback when
primary Admin DN fails (due to account expiration).
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e Enter the backup administrator password for the LDAP server.

Settings & Authentication & Users Membership & Sync

Authentication required
In order to use Password Managemant, you may need to select the ‘Authentication required to search LDAP' checkbox below and enter your LDAP admini

DESEWOrc.

| Authentication required to search LDAP
Admin DN

Password

Backup Admin DN

Backup Admin Password

Finding user entries
Specify how to find 8 user entry

Base DN ®

Filter * ®

Remove Domain from Windows user names

If users authenticate using Windows user names containing domain prefixes (for example: CORP\joe).

it may be necessary to remove the domain prefix in order for suthentication to succeed. If you choose this option, the <NTDOMAIN> variable is set to the
removed from the user name.

| Strip domain from Windows user names

¢ Under Finding user entries:

e Enter the base DN under which the users are located. For example,
dc=sales,dc=acme, dc=com.

e Enter a unique variable that can be used to do a fine search in the tree. For
example, samAccountname=<username> or cn=<username:>.

¢ Select the Strip domain from Windows username option to pass the username
without the domain name to the LDAP server.
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e Click Next.
Membership & Sync page
e Enter the base DN to search for user groups.

e Enter a unique variable which can be used to do a fine search in the tree. For
example, samAccountname=<username> or cn=<GROUPNAME>.

e Enter all the members of a static group. For example, member or uniquemember
(iPlanet specific Deprecated for 21.x).

¢ Select the Reverse group search option to start the search from the member
instead of the group. This option is available only for Active Directory server types.

e Enter an LDAP query that returns the members of a dynamic group. For example,
memberURL.

e Enter how many levels within a group to search for the user. The higher the
number, the longer the query time, so we recommend that you specify to perform
the search no more than two levels deep.

¢ Select one of the following options: Nested groups in Server Catalog, Search all
nested groups.

Settings Authentication & Users # Membership & Sync

Determining group membership
If group membership is NOT reflected as attributes of 8 user's entry, specify how to find 8 group’s entries. Note that these are defsult settings that you ¢
group basis in the Server Catalog

Base DN (®  Fitter ®
Member Attribute (D
QLI-EFY Attribute @ :S?ED Frgr R @
NEETED QROLU® BEARCH o G)

Nested groups in Server Catalog

User Record Synchronization
Enable User Record Synchronization

Logical Auth Server Name
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Configuring SAML Authentication Server

SAML is an XML-based framework for communicating user authentication, entitlement, and attribute

information. The standard defines the XML-based assertions, protocols, bindings, and profiles used in

communication between SAML entities. SAML is used primarily to implement Web browser single sign-

on (SSO). SAML enables businesses to leverage an identity-based security system like Ivanti Connect

Secure to enforce secure access to web sites and other resources without prompting the user with more

than one authentication challenge.

For complete details on the SAML standard, see the OASIS web site:

To configure authentication with the SAML server:

1.

Select Authentication > Authentication Servers.

Click the Add icon and select SAML from the list to display the configuration page.
Complete the configuration and save changes.

Settings

¢ Enter a name to identify the server instance.

Select SAML version used by the SAML IdP.

Select to override the Host FQDN for the SAML server. Host FQDN is used to
update the Unique SAML Identifier and ACS URL of the SAML Authentication
Server.

Select Manual or Metadata for Configuration Mode. If a metadata file or location is
available from the SAML identity provider, use the metadata option to make

configuration simpler and less prone to error.

Enter Identity Provider Entity ID. The identity provider entity ID is sent as the
Issuer value in the assertion generated by the SAML identity provider.

Enter Identity Provider Single Sign On Service URL. The identity provider SSO
service URL is a URL provisioned by the SAML identity provider. The setting is
required to support service-provider-initiated SSO.

Specify User Name Template to derive the username from the assertion.
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¢ Specify the maximum allowed difference in time between the system clock and the

SSO

SAML identity provider server clock.

Select Support Single Logout. Single logout is a mechanism provided by SAML
for logging out a particular user from all the sessions created by the identity
provider. Select this option if the system must receive and send a single logout
request for the peer SAML identity provider.

Click Save Changes. The SAML Authentication Server gets listed in the
Authentication Servers page.

New SAML Server ()

& Settings S50 Metadata

TYFE
SAML Server

[SAML Server Name*

Settings

- .

SAML VERSION *
20

[_) Override Glokal Host FQDN  (5)

CONFIGURATION MODE = 1
[ Manual ™ J ®
| identity Provider Entity Id * l ®

| Identity Provider Single Sign On Service UF!LI ®

-

User Name Template I ®

\e

-

ALLOWED CLOCK SKEW (MINUTES)
5 ®©
r

e

[] Support Single Logout

| concer |
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Select the SSO tab.

Select Artifact to use the Artifact binding. The system then contacts the Artifact
Resolution Service (ARS) to fetch the assertion using SOAP protocol. If the ARS is
hosted on a HTTPS URL, then the certificate presented by the ARS is verified by the
system.

Select POST to use the POST binding, the system uses a response signing
certificate to verify the signature in the incoming response or assertion. The
certificate file must be in PEM or DER format. The certificate you select should be
the same certificate used by the identity provider to sign SAML responses.

Use the Add and Remove buttons to select authentication context classes to be
sent in the authentication requests to the SAML identity provider. These are
included in the RequestedAuthnContext element.
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¢ Click Save Changes.

$S0

Settings # S50 Metadate

50 METHIO .
Post

Upload Certificate

[ Browse To Select File & ]

[_J Enable Signing Certificate status chacking

{Uses configurstion in Trusted Client CAs.This spplies to the certificate
configured above as well as the one comes along with the SAML respanse.)

SILECT DEVICE OIRTINCATE FOR RONND " @ BILECT DEWIOE CERTIRCATE FOW ENCEYFTION " @
Mot Applicable Mot Applicable

Select Requested Authn Context Classes 10 be sent in the AuthRequest

Available 24 Selected 1

[C] Selectall [ Select All
] InternetProtocolPassword (] InternetProtocol
| Kerberos

] MobileGneFactorUnregistered
] MobileTwoFactorUnregistered
"] MobileOneFactorContract

] MobileTweFacterContract

|| Password

CORIPARIEON METHOD FOR ALTHENTICATION CLASSES
B
EXACT

(] Force Authentication

=] =]

Metadata Settings
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* Select the Metadata tab.

¢ Enter the number of days the metadata is valid. Valid values are 0 to 9999. 0
specifies the metadata does not expire.

¢ Select Do Not Publish SA Metadata if you do not want to publish the metadata
at the location specified by the Entity ID field.

¢ Select Download Metadata. This button appears only after you have saved the
authentication server configuration. Use this button to download the metadata of
the current SAML service provider.

¢ Click Save Changes.

Metadata ()

Settings S50 # Metadata

Service Provider Metadata Settings

[ Metadata Validity o

[_] Do Mot Publish Connect Secure Metadata
Prevents the Metadata for the SAML Auth Sarver 1o be published at the location specified by the Connect Secure Entity id.

Configuring TOTP Authentication Server

Time-based One-Time Password (TOTP) algorithm as defined in RFC6238 is an authentication
mechanism where a one-time password (a.k.a token) is generated by the authentication server and
client from a shared secret key and the current time. ICS can act as TOTP authentication server. Any
third-party TOTP applications (for example, Windows Authenticator or Google Authenticator) available
on the mobile and desktop client platforms generate TOTP tokens.

To configure the TOTP server as Local:
1. Select Authentication > Authentication Servers.
2. Click the Add icon and select TOTP from the list to display the configuration page.
3. Complete the configuration and save changes.

TOTP Auth Server Settings - Local
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Select Local as Server Type. TOTP context is created locally and user database is
maintained locally on the same device.

Time Skew - Specify maximum time difference between Ivanti Connect Secure and
end user device while authenticating a user's token. (minimum: 1 minute,

maximum: 5 minutes).

Number of attempts allowed - Specify maximum number of consecutive wrong
attempts allowed after which account will be locked (minimum: 1 attempt,
maximum: 5 attempts).

Custom message for registration page - Specify a custom message which can be
shown on new TOTP user registration web-page.

Allow Auto Unlock - When checked, locked account will be automatically unlocked
after specified period. (minimum: 10 minutes, maximum: 90 days).

Allow new TOTP user registration to happen via external port - When unchecked
(default), new TOTP user registrations will happen only via internal port.

Accept TOTP authentication from remote ICS devices - When checked, REST access
to this TOTP server is allowed from other lvanti Connect Secure devices.

Display QR code during user registration - When checked, displays QR code during
user registration.
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¢ Disable generation of backup codes - When unchecked, generates backup codes.

New TOTP Server (O

# Settings
TYFE
TOTP Server
Server Name * @
TOTF EERVER TYFE
Local ~
TIME SKEW
3 e @
NUMEER OF ATTEMFTS ALLOWED
3 w @

CUSTOM MESSACE FOR REGISTRATION PACE

You will need to install a two factor
authenticationapplication (Google Authenticator)
on your smartphone or tablet.

Allow Auto Unlock

Allow new TOTP user registration to happen via external port

When unchecked (default), new TOTP user registrations will happen only via company intranet network

Accept TOTP authentication from remote Pulse Secure devices

When checked, REST access to this TOTP server is allowed from other Pulse Secure devices.

+ Display QR code during user registration
Disable generation of backup codes

Cancel

TOTP Auth Server Settings - Remote

¢ Select Remote as Server Type. In this configuration, authentication checks take
place on the remote TOTP server.

¢ |f the Allow new TOTP user registration to happen via external port option is
not selected, new TOTP user registrations happen only via company intranet

network.

e Enter remote host name or IP address where the TOTP server is configured. The IP
address or host name must match the common name mentioned in the remote

TOTP server certificate.

e Enter TOTP Server Name configured on the Remote TOTP server.
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¢ Enter the REST API login name.
e Enter the REST API password.

e Enter the realm name, which refers to the realm that should be used for
authenticating the REST user (using the auth. server mapped to the Realm).

¢ Use the Test Connection button to validate the connection to the remote TOTP

Server.

Configuring MDM Authentication Server

The access management framework MDM authentication server configuration includes details on how
the system communicates with the MDM Web RESTful API service and how it derives the device
identifier from the certificates presented by endpoints.

To configure authentication with the MDM server:
1. Select Authentication > Authentication Servers.
2. Click the Add icon and select MDM from the list to display the configuration page.
3. Complete the configuration and save changes.
e Type - Select one of the following options: AirWatch, Mobilelron, Microsoft Intune
Applicable to AirWatch and Mobilelron

e Enter the URL for the MDM server. This is the URL the MDM has instructed you to
use to access its RESTful Web API (also called a RESTful Web service).

e Enter the URL for the MDM report viewer. This URL is used for links from the Active
Users page to the MDM report viewer.

e Enter a timeout period (5-60 seconds) for queries to the MDM server. The default is
15 seconds.

¢ Enter the username and password for an account that has privileges to access the
MDM RESTful Web API.

e (AirWatch only) Copy and paste the AirWatch API tenant code.

Applicable to Microsoft Intune
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e Enter Azure AD Tenant ID.

Enter Web application ID that has been registered in Azure AD.
e Enter Secret key of the web application registered in azure AD.

¢ Enter a timeout period (5-60 seconds) for queries to the MDM server. The default is
15 seconds.

Device Identifier

¢ Construct a template to derive the device identifier from the certificate attributes.
The template can contain textual characters as well as variables for substitution.
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e Select the device identifier type that matches the selection in the MDM SCEP
certificate configuration:

e UUID - The device Universal Unique Identifier. This is the key device
identifier supported by Mobilelron MDM.

¢ Serial Number - The device serial number.

e UDID - The device Unique Device Identifier. This is the key device identifier
supported by AirWatch MDM.
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¢ IMEI - The device unique identifier. IMEI (15 decimal digits: 14 digits plus a
check digit) or IMEISV (16 digits) includes information on the origin, model,
and serial number of the device. This is the key device identifier supported
by Microsoft Intune.

New MDM Server (®

& Settings

TYFE
MDM Server

Server Name * @

MDM SERVER TYPE
Mobile Iron

Server

Server Url* @

Viewer Url @ For example: httpe://m.mobileiron.net/ <Enterprize Names/admin/admir

Request Timeout * G)

Administrator

Username *

Password *

Device ldentifier
Plesse check the options on the Users > Authentication > [Realm] > Authentication Policy > Certificate page. For example, enable "Allow all users and re
information while user is signed in” option in order to request certificate from the client

D TEMPLATE
<cartDN.CN> G)

1B TYPE"
v ®©

Cancel

Configuring Active Directory Authentication Server

Active Directory is a directory service used in Windows domain networks. It is included in most
Windows server operating systems. Enterprise servers that run Active Directory are called domain
controllers. An Active Directory domain controller authenticates and authorizes users and computers in
a Windows domain network.
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When you use Active Directory as the authentication and authorization service for your Ivanti access
management framework, users can sign in to lvanti Connect Secure using the same username and
password they use to access their Windows desktops. You can also use Active Directory group

information in role mapping rules.
To configure authentication with the MDM server:
1. Select Authentication > Authentication Servers.
2. Click the Add icon and select Active Directory from the list to display the configuration page.
3. Complete the configuration and save changes.
¢ Specify a name to identify the server within the system.
¢ Specify the NetBIOS domain name for the Active Directory domain.
e Specify the FQDN of the Active Directory domain.

e Specify a username that has permission to join computers to the Active Directory
domain.

e Specify the password for the special user.

¢ Select Save Credentials. If this setting is not enabled, the credentials entered will
be destroyed after successfully joining the domain.

e Specify the machine account name. The default computer name is derived from the
license hardware in the following format: 016 1MT2L00K2C0. We recommend the
Computer Name string contain no more than 14 characters to avoid potential
issues with the AD/NT server. Do not include the '$' character.

¢ Specify the protocol to use during authentication. The system attempts
authentication using the protocols you have enabled in the order shown on the
configuration page. For example, if you have selected the check boxes for Kerberos
and NTLMv2, the system sends the credentials to Kerberos. If Kerberos succeeds,
the system does not send the credentials to NTLMv2. If Kerberos is not supported
or fails, the system uses NTLMv2 as the next protocol in order.

e Contact trusted domains. Select this option to contact domain controllers of
trusted domains directly without proxying authentication requests and group
membership checks through the domain controller.

¢ Enter the maximum number of simultaneous domain connections (1 to 10).
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¢ Enable periodic password change of machine account. Select this option to change

the domain machine account password for this configuration.

e Click Save Changes.

New Active Directory Server ()

& Seuings

o
Acuive Directony

Authentication Server Name 0
Domain (0]
Kevberos Readm @
Domain Join Configuration -
[, N Drectory administrator Credes are required in ceder for the Pulse
Ut e | Connect Secure 10 join the doman of certain feids of the
5 Buthe: N Server e Changed
Password |
. If this setting Is not enabled, the credentials ent be destroyed after
Seve Credentials o 4

successhully joining the doman,

Container pat
thits figic will

Nt in. Changing

e s -
—— ners use [ as the

Agditional Options ~

Aarthentication Protocol
ABECHTY THE PROTOCOL 10 USE DURING AUTHENTICATION

G Kerberos
MOST SECURL. REGUSRLD FOR KERDEROS SINGLE SIGN-ON (350)
@ Enadie NTLM pretocel

Required for password management
Authentication Stiempts Kerbercs |

(e eoT0Co: 1

| NTLMvZ ~ 0}

Trusted domain lockup

e this opdion 10 fietch user growp information from the ©
05€ JOMain CONIrolers iINCrease, if disabled, pass-the
configure role mapping rules based on dor membership

hen the foliowing protocol

3¢ 25 ther number of tr
zill permimed. To rest

isted domains and network: |at
login 1o primary domain ondy,

ted domaing. User login Time may
igh SUTHENTICALION via prmary domain

Contoct Trusted Domaing

Domain Connections

Specify the maximum number of simultaneous Connections that can be opened 10 the domain conrolier of the domain. Multiple cConNeCcTIons may give Detter
performance and scalsbility, but higher values could also degrade the performance. Choose the optional value based on the number of trusted domains available
Refer to the Admin Guide for Details.

[ S g A0S COMMICTIONS O ORI @
5

Machine account password change

Changes Pulse Connect Secune’s domair

machine account password,

Enable pericdic password change of machine account

=
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o ° o o
Sign-in Policies
« "Introduction" below
«  "Defining Authorization-Only Access Policies" on page 302
« "Configuring Sign-In Pages" on page 306
«  "Sign-in Notifications" on page 313

+ "Sign-in SAML" on page 317

Introduction

Sign-in policies define the URLs that users and administrators use to access the device and the sign-in
pages that they see. The system has two types of sign-in policies - one for users and one for
administrators. When configuring sign-in policies, you associate realms, sign-in pages, and URLs.

For example, in order to allow all users to sign in to the device, you must add all user authentication
realms to the user sign-in policy. You may also choose to modify the standard URL that the end-users
use to access the system and the sign-in page that they see. Or, if you have the proper license, you can
create multiple user sign-in policies, enabling different users to sign into different URLs and pages.

You can create multiple sign-in policies, associating different sign-in pages with different URLs. When
configuring a sign-in policy, you must associate it with a realm or realms. Then, only members of the
specified authentication realm(s) may sign in using the URL defined in the policy. Within the sign-in
policy, you may also define different sign-in pages to associate with different URLs.

For example, you can create sign-in policies that specify:

e Members of the "Partners" realm can sign in to the device using the URLs:
partner1.yourcompany.com and partner2.yourcompany.com. Users who sign into
the first URL see the "partners1” sign-in page; users who sign into the second URL
see the "partners2" sign-in page.

e Members of the "Local" and "Remote" realms can sign into the device using the
URL: employees.yourcompany.com. When they do, they see the "Employees"” sign-
in page.

¢ Members of the "Admin Users" realm can sign into the device using the URL:
access.yourcompany.com/super. When they do, they see the "Administrators"
sign-in page.
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When defining sign-in policies, you may use different hostnames (such as partners.yourcompany.com
and employees.yourcompany.com) or different paths (such as yourcompany.com/partners and
yourcompany.com/employees) to differentiate between URLs.

To create or configure user sign-in policies:
1. Navigate to Authentication > Signing In > Sign-in Policies.

2. Select the Enable multiple user sessions check box to allow users to have multiple concurrent
sessions, and specify whether the user can log in when the maximum number of sessions is

reached:

¢ Deny any more session from the user - Displays a message saying the login is denied

because it would exceed the maximum number of concurrent sessions.

¢ Allow the user to login - Allows the user to log in. If the Display open user session[s]
warning notification option is enabled, the user can select which session to close;
otherwise the session that has been idle the longest is closed automatically.

3. Select the Display open user session[s] warning notification check box to allow users who
have met the maximum session count to close one of their existing sessions before continuing
with the current log in. If this option is disabled, the system terminates the session that has been
idle the longest. This option applies only if Enable multiple user sessions is enabled along with
Allow the user to log in. Specify when the user is warned about concurrent sessions:

« Select Always to notify users each time they log in when they already have another active

session

¢ Select If the maximum session limit per user for the realm has been reached to
display the warning message only when the user's maximum session count has been met.

4. To enable or disable an individual policy, select the check box next to the policy that you want to
change, and then click Enable or Disable.

If you select this option, all user sessions are immediately terminated. If this device is
part of a cluster, all user sessions across all nodes in the cluster are immediately

terminated.

5. To create a new sign-in policy, click '+'. Or, to edit an existing policy, click a URL in the
Administrator URLs or User URLs column.

6. Select Users to specify which type of user can sign in using the access policy.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 299 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

7. In the Sign-in URL field, enter the URL that you want to associate with the policy. Use the format
<host>/<path> where <host> is the hostname of the device, and <path> is any string you want
users to enter. For example: partner1.yourcompany.com/outside. To specify multiple hosts, use
the * wildcard character.

© NODEBE-SULTHAN
Sign-in Policies (&)
[ Insights ~
f]  Gaewsys ~ =gt Sign-in Policies
Sign-in Policies >

Gateways list (] Enable multiple user sessions

) Select this check box and enter the meximum number of sessions per user per reslm in Users > User Realms > [Realm Name] >
Overview Sign-in Peges Authentication Policy > Limits page. By default, this is 1, or one session per user per realm. If you do not select this check box,
'you limit the user 1o one session for all reslms of this user.
Logs Sign-in Notifications
Display open user session[s] warning notification
Tasks Sign-in SAML ‘Check this option to notify users if they have other active session[s] in progress when they sttempt to sign-in. The user has to
follow the instructions on the waming notification pege to proceed or cancel the login.

Troublesheeting

Multinode Configuration ~ ®
System ~ ] | # |userumLs Sign-In Page Authentication Realm{s) Enabled
Authenticstion ~ o 1 % Default Sign-In Pege Users ~

Signing in

Endpoint Security

Authentication Servers

Users v

Msintenance ~
S Administration ~

[J | # | Virtual Hostname ‘Rme Enabled

®

No Data Available

To specify that all administrator URLs should use the sign-in page, enter (/admin)*.

¢ You may only use wildcard characters (*) in the beginning of the hostname portion of the
URL. The system does not recognize wildcards in the URL path.

¢ SAML authentication does not support sign-in URLs that contain multiple realms. Instead,
map each sign-in URL to a single realm.

8. (optional) Enter a Description for the policy.

9. From the Sign-in Page list, select the sign-in page that you want to associate with the policy.
You may select the default page that comes with the system, a variation of the standard sign-in
page, or a custom page that you create using the customizable Ul feature.
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10. Under Authentication realm, specify which realm(s) map to the policy, and how users and
administrators should pick from amongst realms. If you select:

e User types the realm name - The system maps the sign-in policy to all authentication
realms, but does not provide a list of realms from which the user or administrator can
choose. Instead, the user or administrator must manually enter his realm name into the
sign-in page.

e User picks from a list of authentication realms - The system only maps the sign-in
policy to the authentication realms that you choose. The system presents this list of
realms to the user or administrator when he signs-in to a device and allows him to choose
a realm from the list. (Note that the system does not display a drop-down list of
authentication realms if the URL is only mapped to one realm. Instead, it automatically
uses the realm you specify.)

11. To move Available realms to Selected realms use the arrows. Similarly use arrows to move vice
versa.

12. Under Configure Sign-in Notifications, select the check box for Pre-Auth Sign-in
Notification, Post-Auth Sign-in Notification, or both.

e After Pre-Auth Sign-in Notification, select a previously configured sign-in notification
from the drop-down menu.

e After Post-Auth Sign-in Notification, select the option for Use a common Sign-in
Notification for all roles or Use the Sign-in Notification associated to the assigned role.

13. Click Save Changes.
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New Sign-In Policy ©

USER TYPE -
Users )

[ Sign-in URL ] ®
Description ‘
EIGH-IN PAGE

[ Default Sign-In Page V] @

Authentication realm

Specify how to select an authentication realm when signing in.

AUTHENTICATION REALM - @

User types the reslm name
Available realms 1 Selected realms 0O
] Select All [ Select All

] Users

& No ltems

B!

Configure Signin Notifications
[T} Pre-Auth Sign-in Notification
("] Post-Auth Sign-in Notification

Defining Authorization-Only Access Policies

Authorization-only access is similar to a reverse proxy. Typically, a reverse proxy is a proxy server that is
installed in front of webservers. All connections coming from the Internet addressed to one of the
webservers are routed through the proxy server, which may either deal with the request itself or pass
the request wholly or partially to the main webserver.

With an authorization-only access, you select a user role. the system then acts as reverse proxy server
and performs authorization against the server for each request.

For example, the authorization-only access feature satisfies the following business needs:
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 If you have a third-party AAA policy management server, the system acts as an authorization-
only agent.

 |f your user sessions are managed by a third-part session management system, there is no need

to duplicate the user session management in the system.

With authorization-only access, there is no SSO from the system. SSO is controlled by your third-party
AAA infrastructure.

To create or configure authorization-only access policies:
1. In the admin console, choose Authentication > Signing In > Sign-in Policies.

2. To create a new authorization only access policy, click '+' and select authorization only access.
Or, to edit an existing policy, click a URL in the Virtual Hostname column.

3. In the Virtual Hostname field, enter the name that maps to the system's IP address. The name
must be unique among all virtual hostnames used in pass-through proxy's hostname mode. The
hostname is used to access backend application entered in the Backend URL field. Do not include
the protocol (for example, http:) in this field.

For example, if the virtual hostname is myapp.ivehostname.com, and the backend URL is
http://www.example.com:8080/, a request to https://myapp.ivehostname.com/test1 via the
system is converted to a request to http://www.example.com:8080/test1. The response of the
converted request is sent to the original requesting web browser.
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4.

NODE@86-SULTHAN/ SIGNING IN/ SIGN-IN POLICIES

New Sign-In Policy ®

UEER TYFE
Authorization Only Access )
[ Virtual Hostname ] ®
[ Backend URL ] ®
Description ‘
ROLE CPTION .
Outlook Anywhere Usar Role ) @

Protocol Option

Allow ActiveSync Traffic Only

KEREEROE CONSTRAMED DELEGATION LAESL @
e
None

[ Usermname Template: ] @

Cancel

In the Backend URL field, enter the URL for the remote server. You must specify the protocol,
hostname and port of the server. For example, (http.//www.mydomain.com:8080/)*.

When requests match the hostname in the Virtual Hostname field, the request is transformed to
the URL specified in the Backend URL field. The client is directed to the backend URL unaware of
the redirect.

5. (optional) Enter a Description for this policy.

6. Select a user role from the Role Option drop-down menu. Only the following user role options

are applicable for authorization-only access.

Allow browsing un-trusted SSL web sites (Users > User Roles > RoleName > Web >

Options > View advanced options)

HTTP Connection Timeout (Users > User Roles > RoleName > Web > Options > View

advanced options)

Source IP restrictions (Users > User Roles > RoleName > General > Restrictions)

Browser restrictions (Users > User Roles > RoleName > General > Restrictions)

Ensure the user role you select has an associated Web Access policy.
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7. Select the Allow ActiveSync Traffic only option to perform a basic of validation of the HTTP
header to ensure the request is consistent with ActiveSync protocol. If you select this option only
ActiveSync protocol requests can be processed. If validation fails, a message is created in the
user's event log. If you do not select this option, both ActiveSync and non-ActiveSync requests
are processed.

8. Select the Kerberos Constrained Delegation Label option to configure a KCD policy for Active
Sync. This would list the existing configured Constrained Delegation labels. Selecting any one of
the valid Constrained Delegation labels would force to use KCD for the Exchange Active Sync
traffic. Also, this option is applicable only for Active Sync traffic.

This option also has the following dependencies:
¢ Enforce client certificate requirement on virtual ports which are used for Active Sync.
e Appropriate CA certificate should be imported under Trusted Client CAs.

e The role configured to use for Active Sync should be configured to have Certificate
Restrictions to Only allow users with a client-side certificate signed by Certification
Authority to sign in.

e Appropriate Constrained Delegation policy should be configured. Please refer to the
section "Constrained Delegation" under configuring SSO policies

External configurations should be appropriately configured to support Constrained
Delegation SSO; Exchange server should be configured to allow Kerberos
authentication, i.e., Windows Authentication.

9. If Kerberos Constrained Delegation Label policy is chosen, enter the appropriate Username
Template from certificate attributes.

10. Click Save Changes.
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Configuring Sign-In Pages

A sign-in page defines the customized properties in the end-user's welcome page such as the welcome
text, help text, logo, header, and footer. The system allows you to create two types of sign-in pages to
present to users and administrators: * Standard sign-in pages - Standard sign-in pages are produced
by Ivanti and are included with all versions of the Ivanti Connect Secure software. You can modify
standard sign-in pages through the Authentication > Signing In > Sign-in Pages tab of the admin
console. * Customized sign-in pages - Customized sign-in pages are THTML pages that you produce
using the Template Toolkit and upload to the system in the form of an archived ZIP file. The customized
sign-in pages feature enables you to use your own pages rather than having to modify the sign-in page
included with the system.

NODEB6-SULTHAN

Sign-in Pages (©

Signing In

Sign-in Pages
Sign-in Policies

Upload Custom Pages
Sign-in Pages b

ROWS
Search Q 10 - m 2

O | Sign-In Page | Type

Sign-in Motifications

Sign-in SAML
Default Sign-In Page Standard

Configuring Standard Sign-In Pages
Standard sign-in pages that come with the system include:
e Default Sign-In Page - the system displays this page to users when they sign into the device.

You can modify the default sign-in page that the system displays to users when they sign into
the device. You can also create new standard sign-in pages that contain custom text, logo,
colors, and error message text using settings in the Authentication > Signing In > Sign-in Pages

tab of the admin console.

To create or modify a standard sign-in page:
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1. In the admin console, select Authentication > Signing In > Sign-in Pages.
2. Ifyou are:
e Creating a new page, Click '+".
¢ Modifying an existing page, select the link corresponding to the page you want to modify.

3. Enter a Name to identify the page.
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4. In the Custom text section, revise the default text used for the various screen labels as desired.
When adding text to the Instructions field, note that you may format text and add links using
the following HTML tags: <i>, <b>, <br>, <font>, and <a href>. However, the system does not
rewrite links on the sign-in page (since the user has not yet authenticated), so you should only
point to external sites. Links to sites behind a firewall will fail.

If you use unsupported HTML tags in your custom message, the system may display the end
user's home page incorrectly.
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Page Customization (&

# Page Customization Header & Error Messages

HNAME

[ Mew Sign-In Page ] @

Custom Text
'WELCOME MESEAGE
Welcome to
PORTAL NAME
hvanti Connect Secure
SUEMIT BUTTON
Sign In
INSTRUCTIONS G)
Pleaze =ign in to begin your secure session.

<br=<br=<noscript=-Mote: Javascript is disabled
on your browser.</noscript>

CLOUAD EECURE INETRUCTIONE.

Pleaze sign in to begin your <font class="signin- @
cloud-secure'>Cloud Secure</font= session.
<br=<br=<noscript=-Mote: Javascript is disabled
on your browser.</noscript>

USERNAME
Usarname

PAESWORT
Password

SECOMDARY USERNAME
Secondsry usarname

Secondary password

[
[
= ko)
[
[

SECOMDARY FAESWORD ]

["] Prompt the secondary credentials on the second page

Notifications & Help

These labels appear when & realm using this sing-in specifies a secondary suthentication server that requires user input. These are only applicable to uzer sign-in
pages. This option is not applicable when TOTP authentication server is selected as secondary auth-server for this realm, in which case token input from user is
always taken from the second page. this option is auto-enable for a Sign-in URL if any of the realm configured for that Sign-in URL has Adaptive Authentication

enabled in it

["] Pulse Client displays customized username and password prompts
Supported Pulse Clients will display the username and pessword prompts defined above instesd of the default prompts

SIGN DUT MESEA0E @
‘Your aession has ended. For increased 1

SIE I LN TEXT
Click here to sign in again @

Cancel

Save Changes

5. Inthe Header appearance section, specify a Custom logo image file for the header and a

different Background color.
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6. Inthe Custom error messages section, revise the default text that is displayed to users if they
encounter certificate errors.

You can include <<host>>, <<port>>, <<protocol>>, and <<request>> variables and user
attribute variables, such as < <userAttr.cn>> in the custom error messages. Note that these
variables must follow the format <variable> to distinguish them from HTML tags which have the
format <tag>.

Header & I-frr::r ;\lé;;;ges (O]

Page Customization # Header & Error Messages Notificstions & Help

Header appearance

Current appearance
a a
ivanti
= o

=

Custom error messages

MISEINE CERTIFICATE
Missing certificate. Check that your
certificate is valid and up-to-date,
and try again.

(0]

SVALID CERTIFICATE
Invalid or expired certificate. Check
that your certificate is valid and up-
to-date,and try again.

(0]

7. The user is expected to read the content of the sign-in notification message and acknowledge by
clicking a Proceed button. The user may indicate disagreement by clicking a Decline button,
which ends the login attempt. To configure this provide Notification title, Proceed Button
label, Decline Button label and Message on Decline. Select Display ‘Decline’ button check
box to make the button visible to user. Perform the step for Pre-Auth Notification and Post-
Auth Notification.

8. To provide custom help or additional instructions for your users, select Show Help button, enter
a label to display on the button, and specify an HTML file to upload to the system. Note that the
system does not display images and other content referenced in this HTML page.
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9. Click Save Changes. The changes take effect immediately, but users with active sessions might
need to refresh their Web browsers.

Notifications & Help ®

Page Customization Header & Error Messages & Notifications & Help

Signin Notification appearance
Sign-in Notification will be displayed only if it is configured in the Sign-in Policy.

Pre-Auth Notification

WOTIRCATION TITLE
Pre Sign-In Notification

e JKe)

Display ‘Decline’ button

e Ko}

MESEAGE ON DECLINE ®
You are not allowed to sign in to the
system.

Post-Auth Notification

WOTIRCATION TITLE
Post Sign-In Notification

S JKe)

Display ‘Decline’ button

DECLINE BUTTON

ES @
MESEAGE ON DECLINE ®
You are not allowed to sign in to the

system. Your sign-in has been
canceled.

Show Help button

["] Show Help button
If you want to provide users with more information regarding sign-in requirements, you can display a Help button that links to & custom HTML file.

G Jo

HTMLFILE ]

no file chosan

Notothat i
displayed.

You can use Back and Next button to switch between tabs

Custom Sign-In Pages

Downloadable Zip Files
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Although each zip file contains all the templates, each zip file is for a particular set of features:

e Sample.zip — This zip file is for standard IPS/ICS pages, including standard pre- and post-

authentication pages, ACE pre-authentication pages, ACE pre-authentication pages for use with
eTrust SiteMinder, and password management pages.

e SoftlD.zip — This zip file is for use with the RSA Soft ID client.

e Kiosk.zip — This zip file is for use by kiosk users or for any system in which you want to lock out

keyboard-based login.

To upload custom sign-in Pages into ICS:

1.

Download new "Sample Custom Page" from new Admin Ul after login as Admin.
(Authentication > Sign-In Pages > Upload Custom Sign-In Pages. Click on Sample It will
download the Sample Folder as ZIP & save it on Local disk)

Copy the following files after unzip the folder (locally saved in previous step):
¢ Logout.thtml
¢ PleaseWait.thtml

Open pre-downloaded Sample Custom Sign-in folder as unzipped and replace all those files
here.

Now select all the files and create (.ZIP) file to uploading custom sign-in page on latest build.

Log into ICS as admin which is running on latest build and follow the steps to upload new
Custom Sign-In Page In new Admin Ul Authentication > Sign-In Pages > Upload Custom Pages
> Put the Name of Custom Sign-In Page > Click Template file field and select previously saved
(.ZIP) file from local storage in step 4.

Select Use Custom Page for the lvanti Desktop Client Logon check box will open a web
browser and use custom pages for authentication instead of standard login prompts.

Select Prompt the secondary credentials on the second page check box to specifies a
secondary authentication server that requires user input.

Now click on Upload Custom Pages. After successful upload, click Save Changes.

Once all the above steps are successful, we can see the new sign-in page added under
Authentication -> Sign-In Pages.
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10. Old variable names may change and new variables may be added. It is recommended that you
convert old variable names to their new counterparts as the default values for the old variables
may no longer exist. If you do not want to update your variable names, you can select the Skip
validation checks during upload option in the Upload Custom Sign-In Pages page. If you
select this option, you should review all your custom pages to ensure that they are still
functioning correctly.

NODESS-SULTHAN/ SIGNING IN/ SIGN-IN PAGES

Upload Custom Sign-In Pages

Custom sign-in pages allow you to provide customized templates for various pages that may appear during the sign-in process. Rever to the documentation for information about
creating valid templates.

Sample Templates Files

The following sampls tamplates may be ussful in your awn izad gign-in peg: Clisk to ilen, it tham to it y . and than up

B SAMPLE
Thiz is a basic set of templates that works for most cases.

& SOFTID
Thiz is a set of templates for ACE Authentication.

& KIOSK EXAMPLE
This is an example which demaonstrates how to protect against hardware keystroke loggers.

- )

Lol 12 1afafrance the oustom agn-in pages.
[_] Use Custom Page for the Ivanti Desktop Client Logon
The Ivanti Desktop Client will open & web browser and use custom pages for authentication instead of standsrd login prompts.

[_] Prompt the secondary credentials on the second page
These labels appear when a realm using this sign-in page specifies a secondary suthentication server that requires user input. These are only applicable to users sign-in pages.
This option i not applicable when TOTP authentication server is selected es secondary auth-server for this realm, in which case token input from user is always taken from the
second page.

[ TEMPLATES FLE ]

Mo file chosan

Tinfik iring

"] skip validation checks during upload

Upload Custom Pages

Sign-in Notifications

With sign-in notifications, you can create and configure detailed notification messages that appear for
Ivanti Secure Access clients and for agentless access endpoints when the user attempts to sign in. For
example, you could configure a notification message that explains terms of use, company-specific
policies, a welcome page, an end user license agreement (EULA), or a message of the day (MOTD).
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For a browser-based (agentless) login, the notification message appears in a separate page either
before (pre-auth) or after (post-auth) user authentication during the sign-in process. For a Ivanti Secure
Access client login, the notification messages appear in a Ivanti message box. The user is expected to
read the content of the sign-in notification message and acknowledge by clicking a Proceed button.
The user may indicate disagreement by clicking a Decline button, which ends the login attempt.

You can configure a sign-in policy to use a sign-in notification either as pre-auth or post-auth (or both).
In the case of post-auth configuration, you can either use a common message for all roles or use

separate messages for each role.

You can create a multi-language sign-in notification package that relies on the language setting of the
endpoint. You can customize the sign-in notification page appearance for browser-based logins by
modifying the related fields in a sign-in page in the Admin Ul or by using a custom sign-in page.

¢ Sign-in notifications are supported on Windows, Mac, and for browser-based access on mobile
devices. However, sign-in notifications might not work well with all mobile devices due to device

limitations.
 Sign-in notifications (including uploaded packages) are included in XML exports.

¢ |If a Ivanti session is resumed or extended, the pre-auth notification message is not shown again.
However, if the user switches roles when resuming a session, and that role change results in a
new notification, lvanti displays the message. You can configure the post-auth message to be
skipped if it has already been seen. If the post-auth message is not marked to be skipped, then it
always appears.

Sign-in notifications appear for lvanti Secure Access client and for browser-based logins when the user
attempts to signin.

NODESE-SULTHAN
Sign-in Notification @

CHME sign-in Notifications

Sign-in Policies
10 o @

Sign-in Pages
O Sign-In Notification | Type
Sign-in Notifications >

Sign-in SAML

S

No Data Avallable

To configure and implement sign-in notifications:
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1. In the admin console, select Authentication > Signing In > Sign-in Notifications.

2. Click '+'. Specify a Name for the notification. This name appears in the sign-in policies page, and
in the Ul Options page for a selected role.
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3. Select Text or Package in the Type box.

New Sign-In Notification (&)

BAME
[ Mew Sign-In Notification ] @
TYFE
L
[ Text ]
TEXT (64 CHARACTER[S]) G)
You are about to sign in to the system. Do you want to proceed 7

MNOTE: For Pulse desktop L3 VPN connection, the combined length of all the sign-in notification messages cannot exceed 3000 characters.
If it does then the notifications will be displeyed to the user.

e If you select Text, type the desired sign-in notification message, or copy and paste the
relevant text into the Text field.

¢ If you select Package, click the Package filed and navigate to a previously prepared .zip
file. A package is typically used to provide different language versions of the notification
message.

e The zip file should include a default.txt file and one or more <language>.txt files
(Example: en.txt).

¢ Language-abbreviations should be strings that can appear in Accept-Language header of
an HTTP request. For example:

1. Upload a zip file containing files with name format: <language-
abbreviation>.txt (Example: en.txt).

2. Include 'default.txt' and one file for each language you want to
support.

3. Language-abbreviations should be strings that can appear in Accept-
Language header of an HTTP request.

e The character encoding supported is UTF-8.
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When you create a zip file, do not add the folder containing the files, but add the files
directly.

4. Click Save Changes.

New Sign-In Notification ®

[ New Sign-In Notification ] ®

TYFE e
Packsge X

(s )

nafils chosan

Current Package: None
Upload & zip file containing files with name format: <language-abbreviation=.text (Example: entxt). Include ‘default.txt’ and one file for each langusge you want to support. Language-
abbrevistions should be strings thet can appear in Accept-Language header of an HTTP request. The character encoding supported is UTF-8.

Sign-in SAML

SAML is an XML-based framework for communicating user authentication, entitlement, and attribute

information. The standard defines the XML-based assertions, protocols, bindings, and profiles used in

communication between SAML entities. SAML is used primarily to implement Web browser single sign-

on (SSO). SAML enables businesses to leverage an identity-based security system like Ivanti Connect

Secure to enforce secure access to web sites and other resources without prompting the user with more

than one authentication challenge.

SAML Metadata Provider

Sign-in SAML metadata provider settings determine how the system identity provider metadata is

published. To configure the identity provider metadata publication settings:

1. Select Authentication > Signing In > Sign-In SAML > Metadata Provider to display the

configuration page.

2. Complete the settings described in the following table.

3. Click Save Metadata Provider to save your changes.

The following table lists the Sign-in SAML Metadata Provider Configuration Guidelines:

Sign-in SAML Metadata Provider

Setting

Guidelines

Entity ID

This value is prepopulated. It is generated by the system,
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Setting Guidelines

based on the value for the Host FQDN for SAML setting
on the System > Configuration > SAML > Settings page.

Metadata Validity Specify the maximum duration for which a peer SAML
entity can cache the system SAML metadata file. Valid
values are 1to 9999. The default is 365 days.

Do Not Publish SA Select this option if you do not want the system to
Metadata publish the metadata at the location specified by the
system Entity ID field. You can use this option to toggle
off publication without deleting your settings.

Download Metadata Use this button to download the system SAML identity
provider metadata.

hi;;;gét; “I'-'rovider @

Signing In Metadata Provider Identity Provider
Sign-in Policies This is configuration of lvanti Connect Secure (SA) SAML Metadata provider.

| Entity Id * | ®
Sign-in Pages \ J

(" wErapaTa vaLDTY arEr | @

Sign-in Motifications | 368

("] Do Mot Publish IdP in Metadata

Sign-in SAML > Prevents the Connect Secure metadata file to be published at the location specified by the Entity Id.

Download Metadata Save Changes

SAML Identity Provider

The settings defined in this procedure are the default settings for the system SAML identity provider
communication with all SAML service providers. If necessary, you can use the peer service provider
configuration to override these settings for particular service providers. To configure sign-in SAML
identity provider settings:

1. Select Authentication > Signing In > Sign-In SAML > Identity Provider to display the

configuration page.
2. Complete the settings described in the following table.
3. Save the configuration.

The following table lists the Sign-in SAML Identity Provider Configuration Guidelines:
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Sign-in SAML Identity Provider

Setting

Guidelines

Basic Identity Provider (IdP) Configuration (Published in Metadata)

Protocol Select POST, Artifact, or both, depending on your total
Binding to requirements.
use for SAML
Response
Signing Select the Certificate used to sign the SAML messages sent by the
Certificate system. The certificates listed here are configured on the System >
Configuration > Certificate > Device Certificates page.
Decryption Select the Certificate used to decrypt the SAML messages sent by peer service
Certificate providers. The public key associated with this certificate is used by the peer
service provider to encrypt SAML messages exchanged with this identity
provider. The decryption certificate must be configured if the peer service
provider encrypts the SAML messages sent to the system. The certificates listed
here are configured on the System > Configuration > Certificate > Device
Certificates page.
Metadata Provider Identity Provider
Basic ldentity Provider (IdP) Configuration (Published Iin Metadata)
Protocol Binding to use for SAML Response
"] Post
Artifact
I EICMENG CERTIFFCETE 1
| Mo Signing | ®
I DECAYFTION CERTIFICETE 1
| Mo Encryption ’ | ®
Other Reuse Existing NC (lvanti Secure) Session. This feature applies to a service-

Configurations

provider-initiated SSO scenario - that is, when a user clicks a link to log into the
service provider site. The service provider redirects the user to the identity
provider SSO Service URL.
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Setting

Guidelines

If this option is selected, a user with an active NC/Ivanti Secure
session is not prompted to authenticate. The system uses
information from the existing session to form the SAML response.

* Accept unsigned AuthnRequest. In a service-provider-
initiated SSO scenario, the SP sends an AuthnRequest to
the identity provider. This AuthnRequest could be either
signed or unsigned. If this option is unchecked, the system
rejects unsigned AuthnRequests. Note that the system also
rejects signed AuthnRequests if signature verification fails.

e Sign SAML Assertion. If enabled, SAML assertion will also
be signed along with signing the SAML response by
default.Individual SPs can choose to accept only signed
SAML assertion.

e Signature Algorithm, select the algorithm from drop

down.

Other Configurations

"] Reuse Existing Pulse Session
If enabled, the user's existing Pulze session if any will be uzed in the SP-initisted S50 scenario, instead
of authenticating the user again. Can be disabled in Peer SP configuration.

"] Reuse Existing IF-MAP Se=sion
If enabled, the user's existing IF-MAP session if any will be imported and used in the SP-initisted S50
scenario, instead of authenticating the user again. Can be disabled in Peer SP configuration.
If both options are selected, the priority is given to "Reuse Existing Pulse Session”.

[C] Accept unsigned AuthnRequest

Individual SPs can choose to eccept unsigned AuthnReguest.

"] Sign SAML Assertion

If enabled, SAML assertion will also be signed along with signing the SAML response by
defaultIndividusl 5Ps can choose to accept only signed SAML assertion.

( EIGMATURE ALGORITHM 1
| Sha-1 i | ®

Service-Provider-Related IdP Configuration

Relay State SAML Relay State attribute sent to the service provider in an
identity-provider-initiated SSO scenario. If left blank, the
RelayState value is the URL identifier of the resource being
accessed.

Session Suggest a maximum duration of the session at the service provider

Lifetime created as a result of the SAML SSO. Select one of the following
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Setting

Guidelines

options: None. The identity provider does not suggest a session
duration. Role Based. Suggest the value of the session lifetime
configured for the user role. Customized. If you select this option,
the user interface displays a text box in which you specify a
maximum in minutes.

Sign-In Policy

Select the sign-in URL to which the user is redirected in a service-
provider - initiated scenario. The list is populated by the sign-in
pages configured on the Authentication > Signing In > Sign-in
Policies page. The user is not redirected if he or she already has a
session with the system and had authenticated through this sign-

Force
Authentication
Behavior

In an service-provider-initiated scenario, the service provider sends an
AuthnRequest to the identity provider. If the service provider AuthnRequest
includes the ForceAuthn attribute set to true and the user has a valid session,
this setting determines how the identity provider responds. Select one of the
following options:

* Reject AuthnRequest. Do not honor the SAML SSO request.

This setting prevails over the Ivanti session reuse setting.

Re-Authenticate User. Invalidate the user session and
prompt for reauthentication.

Service-Provider-related IdP Configuration
The following settings apply to all Service Providers by default. Can be overridden in Peer SP configuration

| Relay State | @
( EEESION LIFETIME ‘
| Role bssed ) | @
( EIGHEN POLICY

Mo SP-initiated 550 i | ®

( FORCE AUTHEMTICATION BEHAVIOR ‘|
| Reject AuthnReguest : @

User Identity

Subject Name
Format

Format of the Nameldentifier field in the generated assertion. Select one of the
following options:

e DN - Username in the format of DN (distinguished name).
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Setting

Guidelines

e Email address - Username in the format of an e-mail

address.

e Windows - Username in the format of a Windows domain

qualified username.

e Other - Username in an unspecified format.

Subject Name

Template for generating the username that is sent as the value of
the Nameldentifier field in the assertion. You may use any
combination of available system or custom variables contained in
angle brackets and plain text.

Web Service
Authenticatio
n

These settings apply when the HTTP Artifact binding is used.

Authentication
Type

Method used to authenticate the service provider assertion consumer service to
the identity provider on the system. Select one of the following options:

¢ None - Do not authenticate the assertion consumer service.

» Username/Password - If you select this option, use the
controls to specify username and password settings.

 Certificate - For certificate-based authentication, the Client
CA of the service provider should be present in the system
Trusted Client CA list (located on the System >
Configuration > Certificates > Trusted Client CAs page).

Artifact
Configuration

These settings apply when the HTTP Artifact binding is used.

Source ID

This is the Base64-encoded, 20-byte identifier of the Artifact
Resolution Service on the identity provider.

Enable Artifact
Response
Signing and
Encryption

If checked, the identity provider signs and encrypts the artifact response.
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Setting Guidelines

User Identity

El— ] O [ JKe

Web Service Authentication

. J @

Artifact configuration

[SoutceID ] @

| Enable Artifact Response Signing and Encryption

f checked, Artifact response will be signed and encrypted.

Attribute Attributes to be sent in SAML Attribute statements can be
Statement specified manually as name-value pairs, or you can configure an

Configuration

option to fetch name-value pairs from an LDAP server (or you can
specify both manual entries and LDAP entries). Click '+' to add the
attribute statements.

Attribute An ASCII string.

Name

Friendly A more readable friendly name for the attribute. This is optional
Name (an option included in the SAML standard).

Attribute Value

The attribute value can be specified as a hard-coded string, a custom variable,
or a user attribute variable. System conventions for specifying user and custom
tokens and variables apply.

* The value can be a combination of a string and a user or
custom variable. For example: (Email::<customVar.email>.)

e The value can also be a combination of user and custom
variables and hardcoded text. For example:
(mydata=<USER><REALM> <customVar.email>.)

Value Type

Select Single-Valued or Multivalued.

» Asingle-valued attribute can be a combination of a string
and a user or custom variable.
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Guidelines

e |f there are multiple single-valued attributes configured
with the same attribute names, they are combined and sent
as a multivalued attribute. Select Multivalue if you want
every individual token defined in the Attribute Value
column to be sent as a separate AttributeValue. For
example: <element ref="saml:AttributeValue"
minOccurs="0" maxOccurs="unbounded"/>

e If the Attribute value is given as
<USER>mars<REALM> <orgname><ROLE> and the value
type is marked as Multivalued, then the values sent as part
of attribute statement are sent as follows:

Note that only the tokens ['<>'] will be considered when
processing a Multivalued attribute marked. The remaining data
(for example mars, jupiter) is discarded.

Specifying the token <ROLE> will send only one role. To send all
roles, specify the Attribute value with the syntax <ROLE SEP=",">.
If you specify <ROLE SEP=","> as a single-valued attribute, it is
sent as a single string with "," separated roles. If you specify
<ROLE SEP=","> as a multi-valued attribute, each role is sentin a
separate <AttributeValue> element. Encryption is set at the

assertion level. You cannot encrypt individual attributes.

¢ Username

¢ Realmname

* Role

Directory
Server

To fetch attribute name-value pairs from an LDAP server, complete
the following settings:

 Directory Server - Select the LDAP server from the list. You must add the
LDAP server to the Authentication > Auth. Servers list before it can be

selected.
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Setting Guidelines

Attribute Statement Configuration
Attributes to be sent in SAML Attribute Statements can be configured as name-value pairs
server.

Name-Value based configuration, here values can be system variables available in 330 par

Attribute Name Friendly Name | Attribute Value

The value can contain textual characters as well as variables for substitution. Varisbles sho
brackets like this <variables.

Examples:

<USER> The user's login name

<REALMz= The user's sign-in realm

<ROLE SEP=","> For a comma seperated list of roles.

Mark an element as Multi-valued if it should be sent as & multi valued sttribute, in this case
sttribute value will be sent as individual values

Directory server based configuration

Attribute Name

Artribute Value

VALUETYPE
single-valued

[
[
[

N W VY D .

No Data Available

[ DIRECTORY SERVER

V}@

Configuring Peer SAML Service Provider Settings

The peer service provider list defines the set of service providers configured to communicate with he
system SAML identity provider. When you add a peer service provider to the list, you can customize the
SAML identity provider settings used to communicate with the individual service provider. If the service

provider provides a SAML metadata file, you can use it to simplify configuration, or you can complete
more detailed manual steps. If available, we recommend you use metadata so that configuration is

simpler and less prone to error.

To configure peer SAML service provider settings:
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1. Select Authentication > Signing In > Sign-In SAML > Identity Provider.

2. Under Peer Service Provider Configuration, create a list of service providers that are SAML
peers to the system SAML identity provider. To add a service provider to the list, click '+' to
display the configuration page

Configuration
'Peer Service Providers' are SP's known to this IdP

|0 - Y

Override Default Manual Certificate

& Peer Service Provider ‘ Configuration Mode

Configuration Selection
®
No Data Available
3. Complete the settings described in the following table.
4. Click Save Changes.
Sign-in SAML Identity Provider
Setting Guidelines
Configuratio | Select Manual or Metadata.
n Mode
Service Provider Configuration - Metadata
Entity Id If you use metadata, select the SAML entity ID of the service

provider. This list contains all the service providers specified in all
the metadata files added to the System > Configuration > SAML

page.
Select When you use the metadata configuration, the system SAML
certificates identity provider iterates through all the signature verification
manually certificates specified when verifying the incoming SAML messages

coming from the service provider. Similarly, when encrypting the
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SAML messages going out, the system SAML identity provider
encrypts the messages with the first valid encryption certificate
encountered in the metadata. Select this option to override this
default behavior and select certificates manually.
Signature If you select the Select certificates manually option, select the
Verification certificate to be used by the identity provider to verify the signature
Certificate of incoming SAML messages..
Encryption If you select the Select certificates manually option, select the certificate to be
Certificate used if the assertions sent by the identity provider must be encrypted.

New Peer Service Provider (9

Service Provider Configuration.

enmrrin ®

Select certficates manually

Signature Verification Certificate
This certificate s used by IdP to verify the signature in the incoming SAML Messages. If no certificate is specified here then the embedded certificate in the incoming mes;
is used 1o verify the signature.

Issued To:
Issued By:

Valid:

Details: Other Certificate Details

[ ‘SELECT CERTIFICATE J

Encryption Certificate

age

This certificate is used by IdP 1o encrypt assertions in SAML Messages generated by the IdP. If no encryption certificate is specified here then IdP will nat encrypt sssertionf for

this SP.
Issued To:

Issued By:
Valid:

Details: Other Certificate Details

[mmcm ricare J

Service Provider Configuration - Manual

Entity Id If you are completing a manual configuration, ask the SAML service
provider administrator for this setting.

Assertion SAML service provider URL that receives the assertion or artifact

Consumer sent by the identity provider.

Service URL

Protocol Select POST, Artifact, or both. This setting must be consistent with
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Binding
supported
by the
Assertion
Consumer
Service at
the SP

the SAML identity provider configuration.

Default Binding

If both POST and Artifact bindings are supported, which is the default? Post
Artifact This setting must be consistent with the SAML identity provider
configuration.

New Peer Service Provider

(CONFIGURATION MODE
Manual

,]@

Service Provider Configuration

[Entiwld"

]®

[ Assertion Consumer Service URL* ] @

Protocoel Binding supported by the Assertion Consumer Service at the SP.
[] Post
() Arufact

[:E%:UL' BINDING = J

Signature Upload the certificate to be used by the identity provider to verify

Verification the signature of incoming SAML messages. If no certificate is

Certificate specified, the certificate embedded in the incoming SAML message
is used for signature verification.

Encryption Upload the certificate to be used if the assertions sent by the identity provider

Certificate must be encrypted. If not certificate is specified, the assertions sent by the

identity provider are not encrypted.
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Signature Verification Certificate

This certificate is used by IdP to verify the signature in the incoming SAML Messages. If no cernificate is
specified here then the embedded certificate in the incoming message is used 1o verify the signature.

Issued To:
Issued By:

Valid:

Details: Other Certificate Details

UPLOAD CERTFICATE ]

Ma File Chogsen

Encryption Certificate
The certificate to use if the the assertions from this IdP need to be encrypted.

Issued To:
Issued By:

Valid:

Details: Other Certificate Details

[ UFLOAD GERTFICATE ]

Mo File Chaogen

Certificate Status Checking Configuration

Enable Select this option to enable revocation checks for the signing
signature certificate. Uses the configuration on the System > Configuration >
verification Certificates > Trusted Client CAs page.

certificate

status

checking

Enable Select this option to enable revocation checks for the encryption certificate. Uses
encryption the configuration on the System > Configuration > Certificates > Trusted Client
certificate CAs page.

status checking
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Certificate Status Checking Configuration

| Enable signature verification certificate status checking

Check this to enable revocation checks for the signing certificate. (Uses configuration in Trusted Client CAs.

| Enable encryption certificate status checking

Check this to enable revocation checks for the Encryption certificate. (Uses configurstion in Trusted Client C

hs.)

Customize identity provider Behavior

Override
Default
Configuratio
n

Select this option to set custom behavior of the system SAML
identity provider for this SP instance. If you select this option, the
user interface displays the additional options listed next.

Reuse This option cannot be enabled here if it is not selected for the sign-
Existing NC in SAML identity provider default settings.
(Ivanti
Secure)
Session
Reuse If enabled, the user's existing IF-MAP session if any will be imported
Existing IF- and used in the SP-initiated SSO scenario, instead of authenticating
MAP Session | the user again. If both options are selected, the priority is given to
"Reuse Existing lvanti Secure Session".
Accept Individual service providers can choose to accept unsigned
unsigned AuthnRequest.
AuthnReque . . . .
¢ Sign SAML Assertion. If enabled, SAML assertion will also be
st signed along with signing the SAML response by default.Individual
SPs can choose to accept only signed SAML assertion.
e Signature Algorithm, select the algorithm from drop down.
Relay State SAML RelayState attribute sent to the service provider in an
identity- provider-initiated SSO scenario. If left blank, the
RelayState value is the URL identifier of the resource being
accessed.
Session Suggest a maximum duration of the session at the service provider
Lifetime created as a result of the SAML SSO. Select one of the following
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options: None. The identity provider does not suggest a session
duration. Role Based. Suggest the value of the session lifetime
configured for the user role. Customized. If you select this option,
the user interface displays a text box in which you specify a
maximum in minutes.

Sign-In Select the sign-in URL to which the user is redirected in a service-
Policy provider - initiated scenario. The list is populated by the sign-in
pages configured on the Authentication > Signing In > Sign-in
Policies page. The user is not redirected if he or she already has a
session with the system and had authenticated through this sign-in

policy.

Force In an service-provider-initiated scenario, the service provider sends
Authenticati | an AuthnRequest to the identity provider. If the service provider

on Behavior | AuthnRequest includes the ForceAuthn attribute set to true and the
user has a valid session, this setting determines how the identity
provider responds. Select one of the following options:

e Reject AuthnRequest. Do not honor the SAML SSO request.

e Re-Authenticate User. Invalidate the user session and prompt for
reauthentication.

This setting prevails over the Ivanti session reuse setting.
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Customize IdP Behavior

‘Override Default Configuration

Reuse Existing Pulse Session
If enabled, the user's existing Pulse session if any will be used in the SP-initiated SSO scenario, instead of authenticating the user again.

Reuse Existing IF-MAP Session

If enabled, the user's existing IF-MAP session if any will be imported and used in the SP-initisted SSO scenario, instead of authenticating the user again. If both optiors
&re selected, the priority is given to "Reuse Existing Pulse Session”.

[ ] Acceptunsigned AuthnRequest

() Sign SAML Assertion
If enabled, SAML sssertion will also be signed along with signing the SAML response by default

No SP-initisted S5O (O]
FORGE AUTHENTICATION EEHAVIOR ®
Reject AuthnRequest
User Identity
mmmmmmmmmmmmmmmmmmmmmmmm
(o O [ o]

Attribute Statement Configuration
If checked, Artribute statements will be sent for the SP.

() Send Attribute Statements

If checked. Attribute statements will be sent for the SP.

User Identity

Subject Format of the Nameldentifier field in the generated assertion.
Name Select one of the following options:
Format , L

e DN - Username in the format of DN (distinguished name).

e Email address - Username in the format of an e-mail address.

¢ Windows - Username in the format of a Windows domain qualified

username.

e Other - Username in an unspecified format.
Subject Template for generating the username that is sent as the value of
Name the Nameldentifier field in the assertion. You may use any

combination of available system or custom variables contained in
angle brackets and plain text.

Attribute Statement Configuration

Send
Attribute

Select this option if the SAML SP requires additional attributes to
be sent with SAML assertions. If you enable attribute statements,
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Statements

select one of the following configuration options:

e Use |dP Defined Attributes-Send attributes based on the default
settings for the system SAML identity provider communication with
all SAML service providers.

e Customize IdP Defined Attributes-Selectively configure the
attributes that are sent for this particular peer SAML SP. Attributes
to be sent in SAML Attribute statements can be specified manually
as name-value pairs, or you can configure an option to fetch name-
value pairs from an LDAP server (or you can specify both manual
entries and LDAP entries). If you select this option, configure the
settings described next.

Attribute
Name

An ASCII string.

Friendly
Name

A more readable friendly name for the attribute. This is optional (an
option included in the SAML standard).

Attribute
Value

The attribute value can be specified as a hard-coded string, a
custom variable, or a user attribute variable. System conventions for
specifying user and custom tokens and variables apply.

e The value can be a combination of a string and a user or custom

variable. For example: Email::<customVar.email>.

e The value can also be a combination of user and custom variables
and hardcoded text. For example:
mydata=<USER> <REALM> <customVar.email>.

Value Type

Select Single-Valued or Multivalued.

¢ Asingle-valued attribute can be a combination of a string and a
user or custom variable.
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« [f there are multiple single-valued attributes configured with the
same attribute names, they are combined and sent as a multivalued
attribute. Select Multivalue if you want every individual token
defined in the Attribute Value column to be sent as a separate
AttributeValue. For example: <element ref="saml:AttributeValue"

minOccurs="0" maxOccurs="unbounded"/>

e If the Attribute value is given as
<USER>mars<REALM> <orgname> <ROLE> and the value type is
marked as Multivalued, then the values sent as part of attribute

statement are sent as follows:
e Username
¢ Realmname
¢ Role

Note that only the tokens ['<>'] will be considered when processing a
Multivalued attribute marked. The remaining data (for example mars,
jupiter) is discarded.

‘CUSTOMZE IoF DEFINED ATTRIEUTES
Customnize I6P Defined Attributes -

Use |dP Defined Attributes

1ents can be configured as name-value pairs and/or to be fetched from a Directory server.

Customize IdP Defined Attributes

lcan be system varisbles available in SSO parameter fields
o

# | Attribute Name Friendly Name ‘ Attribute Value Value Type

®

No Data Avallable

The value can contain textus| characters ss well as variables for substitution. Variables should be enclosed in
angle brackets like this <verisbles.

Examples:

<USER> The user's login name:

<REALM:- The user's sign-in reslm

<ROLE SEP=","> For & comme seperated list of roles.

Merk an element as Multi-valued if it should be sent ss & multi valued sttribute, in this case multiple tokens in an
sttribute value will be sent ss individual velues

Directory server based configuration

P
None o
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Specifying the token <ROLE> will send only one role. To send all roles,
specify the Attribute value with the syntax <ROLE SEP=",">. If you specify
<ROLE SEP=","> as a single-valued attribute, it is sent as a single string
with "," separated roles. If you specify <ROLE SEP=","> as a multi-valued
attribute, each role is sent in a separate <AttributeValue> element.
Encryption is set at the assertion level. You cannot encrypt individual

attributes.

Directory
Server

To fetch attribute name-value pairs from an LDAP server, complete
the following settings:

 Directory Server - Select the LDAP server from the list. You must
add the LDAP server to the Authentication > Auth. Servers list
before it can be selected.

Single
Logout

Single logout is a mechanism provided by SAML for logging out a
particular user from all the sessions created by the identity
provider. Select this option if the system must receive and send a
single logout request for the peer SAML identity provider.

Enable Single
Logout

* If you use the metadata option, the Single Logout Service URL setting can be
completed by selecting the SLO service URL from the list. The list is populated by
the identity provider entities defined in metadata files added to the System >
Configuration > SAML page. The system sends Single Logout requests to this
URL. * In addition, if you use the metadata option, the Single Logout Response
URL setting is completed based on your selection for Single Logout Service URL.
If the identity provider has left this setting empty in its metadata file, the system
sends the Single Logout response to the SLO service URL. If you complete these
settings manually, ask the SAML identity provider administrator for guidance.

Single Logout

Enable Single Logout

Enabling this option will keep SP sessions slive as long as the session in this IDP is alive.

} (0] (Single Logout Respanse URL } (0]

Enhanced Client or Proxy Profile Settings

Detect duplicate Enhanced Client or Proxy Profile (ECP) requests
failed ECP requests to back end LDAP server. Click here to view the blocked ECP requests

]®

Selecting this option blocks forwarding of duplicate

== Jo (=

Enhanced
Client or
Proxy Profile

Select Detect duplicate Enhanced Client or Proxy Profile (ECP)
requests option to block forwarding of duplicate failed ECP
requests to back end LDAP server.
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Settings

Users Number of duplicate ECP requests that can be detected and
Threshold blocked per user

Blocking In Minutes

Interval

Roles Select one of the following options:

e Policy applies to ALL roles. To apply this policy to all users.

e Policy applies to SELECTED roles. To apply this policy only to users
who are mapped to roles in the Selected roles list. Make sure to
add roles to this list from the Available roles list.

e Policy applies to all roles OTHER THAN those selected below. To
apply this policy to all users except for those who map to the roles
in the Selected roles list. Make sure to add roles to this list from the
Available roles list.

aoLss.

Policy applies to ALL roles

Policy applies to ALL roles Selected Roles 0

olic plies to SELECTEI e
Palicy applies t TED roles Select All

Policy applies to all roles OTHER THAN those selected below
UUTIOOK ANYWNEre User Kole

test-role-1

testrole-2345

v]

Users —
£y Noltems

[~

Users-2
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Using Endpoint Security

¢ "Managing ESAP Versions" below

e "Configuring Host Checker Policy" on page 339

Managing ESAP Versions

The Endpoint Security Assessment Plug-in (ESAP) on Ivanti Connect Secure checks third-party
applications on endpoints for compliance with the predefined rules you configure in a Host Checker
policy. This plug-in is included in the system software package.

Ivanti frequently adds enhancements, bug fixes, and support for new third-party applications to the
plug-in. New plug-in releases are available independently and more frequently than new releases of the
system software package. If necessary, you can upgrade the plug-in independently of upgrading the
system software package.

You can upload up to four versions of the plug-in to your system, but it uses only one version at a time
(called the active version). If necessary, you can roll back to a previously active version of the plug-in.

The default SDK version used is v3, but it can be reconfigured based on your requirement. The
product/vendor names used by v3 and v4 SDK might differ. Due to the product/vendor names
mismatch, there is a possibility that the rules become empty while creating Host Checker rule with v3
SDK activated and upon enabling v4 SDK. To avoid this, a migration page is added to help the
administrators in migrating the policies from v3 to v4 SDK.

To migrate from v3 to v4 version:

1. Navigate to Manage Endpoint Security Assessment Plugin Versions section on the
Authentication > Endpoint Security > Host Checker page.

2. Select the Enable migration of Opswat SDK from old to new version (V3 to V4) option.
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3. Click Save Changes.

On enabling this option, the clients start downloading the V4 SDK and migrate to newer SDK.

Endpoint Security
& Manage ESAP Versions Policies Options

Host Checker >

Manage Endpoint Security Assessment Plugln Versions
Currently Active ESAP veralon: 3.7.5 | Defsult ESAP verslon: 3.7.5

RECORDE PER
Seareh a

# ‘ Version Released On | Last Activated
o 3986 Fri, Mar 11 2022 16:48:12 NfA
j 2 393 Thu, Jan 20 2022 16:48:12 MyA
] 3 385 Man, Sep 6 2021 16:48:12 N/A
4 375 Tue, Mar 2 2021 17:30:00 Fri 27 May 2022 16:33:19 IST

| Enable migration of Opswat SDK from old to new version (V3 to V4)

Enabling thiz option starts Opswat SDK V3 to V4 migration on the client machines. This option enforces V3 Opawat SDK
usage in host checker policy definitions by enabling Older SDK usage option below, so that host check happens properly
irrespective of whether client machine has Opswat V3 or V4 SDK installed. During the next host check on the client
machine, Opswat V4 SDK will be installed. Minimum ESAP version *3.4.2" is needed for supporting this migration.

] Activate Older Opswat SDK In ESAP for Host checker policy evaluation
ESAP contains two versions of Opswat SDKs for " supporting policy evaluation. It is recommended to use the newer version

of the Opswat SDK. Use the older version if you have Pulzse Clients before 5.2R5, Pulse Connect Secure appliances before
B.2R3, or Pulze Policy Secure appliances before C5.3R5.

| Enable Active ESAP package on the client

Enabling thiz option ensures that the active ESAP package is used on &ll the client machines. If the client machine contains
& newer ESAP package it will be replaced with the active ESAP version.

4. Clear the Enable migration of Opswat SDK from old to new version (V3 to V4) option once the
migration is complete.

5. Verify the migration status. In the confirmation message box, click Confirm.
To roll back to previous version of OPSWAT SDK:

1. Navigate to Manage Endpoint Security Assessment Plugln Versions section on
Authentication > Endpoint Security > Host Checker page.
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2. Clear the Enable migration of Opswat SDK from old to new version (V3 to V4) check box.
3. Enable Activate Older Opswat SDK in ESAP for Host Checker policy evaluation.

4. Click Save Changes.

Enabling the Active ESAP Package

Administrator can enable "Enable Active ESAP package on the client” check box to ensure that client
machine always uses the active ESAP package, even if the active ESAP package is older than the version
installed on the client system. In case client machine has newer ESAP package installed, it will be
replaced with the older Active ESAP version with this option enabled.

To enable the active ESAP package:
1. Select Authentication > Endpoint Security > Host Checker.

2. Under Manage Endpoint Security Assessment Plugin Versions, select the Enable Active ESAP
package on the client check box.

3. Click Save Changes.

Configuring Host Checker Policy

Host Checker is a software component that performs endpoint compliance checks on hosts that
connect to lvanti Connect Secure. It supports two types of rules within a policy; predefined and custom.
The pre-defined inspection capabilities consist of health and security checks including antivirus
versions, antispyware, OS versions, hard disk encryption status and patch checks. The pre-defined rules
are provided by OPSWAT and it uses the ESAP plug-in for pre-defined checks.

To configure a Host Checker policy, perform these tasks:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click Gateways > Gateways List. In the Gateways list page, select the
standalone ICS Gateway or Cluster node that you want to configure.
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3. From the ICS menu, select Authentication > Endpoint Security > Host Checker.

Host Checker ©

Endpoint Security
¢ Policies Options

Host Checker >
Policies

You may download & Host Checker installer from the installers page.

RECORDS PER PA_.
Search Q '

10 B e
] | Host Checker Policy Operating Systems
> 1est windows, Mac, Linux, Android, i0OS, Chrome0QSs
« B8 -

=) ]

4. Under Policies, click the '+" icon.
5. Enter a name for the policy and then click Save Changes.

A list of all the added policies is displayed.
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6. Create one or more rules to associate with the policy.
In the Options tab, enter time limit for performance check and logout time if the device is

inactive.

Host Checker (®

Endpoint Security
Policies # Options
Host Checker >
PERFORM CHECK EVERY
10 ®©
CLIENT-SIDE PROCESS. LOGIN INACTIVITY TIMEQUT *
20 O]

+ Auto-upgrade Host Checker

[] Require enhanced protection for host checker messages received from client

You need to select this option to enable HMAC validation for Host Checker Messages. This is applicable only for iOS platform.
Enabling this option results in Host Check failure from Pre 6.0 Pulse clients on iOS platform

[] Perform dynamic policy reevaluation

Store host checking evaluation results

Virus signature version monitoring

T

7. You can select Auto-upgrade Host Checker, Require enhanced protection for host checker

messages received from client, and Perform dynamic policy reevaluation.

You need to select this option to enable HMAC validation for Host Checker messages.
This is applicable only for iOS platform. Enabling this option results in Host Check failure

from Pre 6.0.1 Ivanti Secure Access clients on iOS platform.

8. Select Store Host Checking evaluation results to cache the result for the certain number of

days.
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9. Select Cache results if any of the roles is assigned or Cache results only if any of the
selected roles are assigned and select the roles from Available Roles.

Store host checking evaluation results

Store Host Checking evaluation results

STORE HOST CHECKING EVALUATION RESULTS FOR
7 ®

ROLES

Cache results if any of the roles is assigned v
Available Roles O Selected Roles O
Select All Select All
>
O\ No ltems < O\ No ltems
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10. In Virus signature version monitoring, select Auto-update virus signatures list.

e For Download path, leave the existing URL(s) of the staging site(s) where the current list(s)

are stored.

¢ For Download interval, specify how often you want the system to automatically import the
current list(s).

¢ For Username and Password, enter your Connect Secure credentials.

e To use a proxy server as the auto-update server, select Use Proxy Server and provide the
proxy server details.

o You can also import the virus signatures manually by importing signature list.

Virus signature version monitoring

| Auto-update virus signatures list

DOWNLOAD PATH
https://download.pulsesecure.net/software/av/uac/epupdate_hist.xml

DOWNLOAD INTERVAL @

30

USERNAME PASSWORD
doc-team [TYTYYYYYYYY

|| Use Proxy Server

PORT
Address 80

Username Password

Manually import virus signatures list

BROWSE TO SELECT FILE

11. To edit an existing policy, select the corresponding check box and click the Edit icon.

12. To delete one or more policies, select the corresponding check boxes and click the Delete icon.
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Checking for Third-Party Applications Using Predefined Rules

Host Checker comes pre-equipped with a vast array of predefined rules that check for antivirus
software, firewalls, malware, spyware, and specific operating systems from a wide variety of industry
leaders. You can enable one or more of these rules within a Host Checker client-side policy to ensure
that the integrated third-party applications that you specify are running on your users' computers in
accordance with your specifications. For firewall and antivirus rules, you can specify remediation actions
to automatically bring the endpoint into compliance.
Add Rule: Antivirus Rule with Remediation Options
To configure a Predefined Antivirus rule:
1. Select one of the following supported platforms:
¢ Windows
* Mac

2. Enter a Rule Name.

3. Under Criteria, click Require specific products/vendors. A new window will open with a list of
all of the products that support the feature.

4. Select your vendor(s) and product(s) by using either the Require any supported product from
a specific vendor or Require specific products check box.

5. If your product is supported, select the check box for any or all of the remediation actions that
you want to apply.

6. (Optional) Select or clear the check box next to Successful System Scan must have been
performed in the last, and enter the number of days in the field.

¢ If you select this check box, a new option appears. If the remediation action to start an
antivirus scan has been successfully begun, you can override the previous check.

7. (Optional) Select or clear the check box next to Check for the Virus Definition files. Enter a
number between 1 and 20. If you enter 1, the client must have the latest update.
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8. (Optional) Select Monitor this rule for change in result to continuously monitor the policy

compliance of endpoints.

MILANGXTEMP1/ HOST CHECKER/ POLICIES / HC_FROM_NSA_CONFIGTEMP_BX1

Add Predefined Rule : Antivirus (©

Add Predefined Rule : Antivirus
RULE TYPE
Antivirus

Rule Name *

Criteria
CRITERA
o

Require specific products/vendors

] Require any supported product from a specific vendor
Require specific products

Optional

The following check is supported by these Antivirus products. For any other products, this check will be ignored.

Successful System Scan must have been performed in the last

The following check is supported by these Antivirus products. For any other products, this check will be ignored. For this check to be effective,
enable the "Auto-update virus signatures list' option or manually import the virus signatures list on Endpoint Security page.

|_| Check for the Virus Definition files

|_| Monitor this rule for change in result

Enabling this option will report change in compliance for this rule to the Pulse Connect Secure immediately. The client component requires additional computing cycles to report
change in compliance immedistely. We strongly recommend that this option be enabled for rules that are dynamic in nature , for example a rule for RTP check provided by
AntiVirus software. For other rules the host checker update frequency should be used to get periodic health checks from endpoints

Powered by

OPSWVWAT

- Use this option only for dynamic rules, such as checking whether Real Time Protection

is enabled on the antivirus software.
o - Use the Host Checker update frequency to monitor other rules periodically.
- Monitor this rule for change in result for port check is applicable only for Windows

and not for Linux or MAC machines.
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Add Rule: Firewall Rule with Remediation Options

When you enforce the Host Checker rule with firewall remediation actions, if an endpoint attempts to
log in without the required firewall running, Host Checker can attempt to enable the firewall on the

client machine.
1. Select one of the following supported platforms:
e Windows
* Mac
2. Enter a Rule Name.

3. Under Criteria, click Require specific products/vendors. A new window will open with a list of
all of the products that support the feature.

4. Select your vendor(s) and product(s) by using either the Require any supported product from
a specific vendor or Require specific products check box.
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5. (Optional) Select Monitor this rule for change in result to continuously monitor the policy
compliance of endpoints. If this check box is selected, and a change in compliance status on an
endpoint that has successfully logged in occurs, the system initiates a new handshake to re-

evaluate realm or role assignments.

Add Predefined Rule : Firewall ®

Add Predefined Rule : Firewall

RULE TYPE
Firewall

Rule Name *

Criteria
CRITERIA
Require specific products/vendors

Require any supported product from a specific vendor
Require specific products

Optional

Monitor this rule for change in result
Enabling this option will report change in compliance for this rule to the Pulse Connect Secure immediately. The client component reguires additional computing cycles to report
change in compliance immediately. We strongly recommend that this option be enabled for rules that are dynamic in nature , for example a rule for RTP check provided by
AntiVirus software. For other rules the host checker update frequency should be used to get periodic health checks from endpoints

Powered by

OPSWAT’

o Monitor this rule for change in result for port check is applicable only for Windows and
not for Linux or MAC machines.

Add Rule: AntiSpyware
You can configure Host Checker to check for installed antispyware on endpoints.
To configure a Host Checker Predefined Spyware rule:
1. Select one of the following supported platforms:
e Windows
* Mac

2. Enter a Rule Name.
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3. Under Criteria, click Require specific products/vendors. A new window will open with a list of
all of the products that support the feature.

4. Select your vendor(s) and product(s) by using either the Require any supported product from
a specific vendor or Require specific products check box.

5. (Optional) Select Monitor this rule for change in result to continuously monitor the policy
compliance of endpoints. If this check box is selected, and a change in compliance status on an
endpoint that has successfully logged in occurs, the system initiates a new handshake to re-
evaluate realm or role assignments.

Add Predefined Rule : AntiSpyware (O

Add Predefined Rule : AntiSpyware
RULE TYFE

AntiSpyware

Rule Name *

Criteria o~

CRITERIA

Require specific products/vendors

Require any supported product from a specific vendor
Require specific products

Optional ~

Monitor this rule for change in result

Enabling this option will report change in compliance for this rule to the Pulse Connect Secure immedistely. The client component requires additional computing cycles 1o report
change in compliance immediately. We strongly recommend that this option be enabled for rules that are dynamic in neture , for example a rule for RTP check provided by
AntiVirus software. For other rules the host checker update frequency should be used to get periodic heslth checks from endpoints

Powered by

OPSWAT

o Monitor this rule for change in result for port check is applicable only for Windows and
not for Linux or Mac machines.

Add Rule: Hard Disk Encryption

You can configure Host Checker to check for installed Hard Disk Encryption on endpoints and specify
the drives which needs to be encrypted using these software.

To configure a predefined hard disk encryption rule:
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Select one of the following supported platforms:
e Windows
* Mac

Enter a Rule Name.

Under Criteria, click Require specific products/vendors. A new window will open with a list of
all of the products that support the feature.

Select your vendor(s) and product(s) by using either the Require any supported product from
a specific vendor or Require specific products check box.

Add Predefined Rule : HardDisk Encryption (&)

Add Predefined Rule : HardDisk Encryption
RULE TYPE

HardDisk Encryption

Rule Name

Criteria
CRTERIA

Require specific products/vendors

Require any supported product from a specific vendor
Require specific products

DRIVE CONFIGURATION DETAILS

All Drives

Consider policy as passed if the drive encryption is in progress

Enabling this option will result in policy pass if any of the configured drives are not detected on the endpoint machine

Powered by

OPSWAT
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5. Under Drive Configuration Details, select the required option:

e All Drives - (Default) Select this option to check if all the drives on the client machine are
encrypted.

e Specific Drives - Select this option to check if only specific drives on the client machine are
encrypted.

¢ Drive Letters - Enter the drive name. For example, C, D, E.

e Select the Consider policy as passed if the drive Encryption is in progress option to
allow the Host Checker policy to pass if the encryption process is in progress and the drive
is not fully encrypted.

- The drive encryption process takes time to complete depending up on the drive
o size and contents.

- For multiple drives, the Host Checker policy passes only if the encryption

process is in progress in all the drives.

Add Rule: Patch Management
You can configure Host Checker to check for installed Patch management Software on endpoints.
To configure a predefined patch management rule:
1. Select one of the following supported platform options:
e Windows
* Mac
2. Enter a Rule Name.
3. Under Criteria, select the product name.
4. Default "Severity" options selected in policy are Critical, Important.

5. Default "Category" options selected in policy are Security Update, Critical Update, Regular
Update, Driver Update.
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6. To automatically enable patch deployment, select Enable Automatic Patch Deployment.

Add Predefined Rule : Patch Management (O

Add Predefined Rule : Patch Management

RULE TYFE
Patch Management

Rule Name *

Criteria

SELECT FRODUCT MAME

Severity

For some of the pateh managoment scftwere products, severity is not detected. In such cases, enable "Unspecified/Unknown” severity to deteot the missing petohes
~ Critical ~ Important Moderate Low Unspecified/Unknown

Category

For some of the patoh managsmant softwars produota, oategory is not detsoted. In suoh osses, snable “Unknown” oategory to deteot the missing patohes

+ Security Update Rollup Update + Critical Update

+~ Regular Update +~ Driver Update Service Pack Update
Unknown

Remediation

Enable Automatic Patch Deployment

Only SMS/SCCM petch deployment method is used.

Powered by

OPSWAT

Add Rule: Common Vulnerability and Exposure (CVE)

The CVE check rule helps in identifying the endpoints which are vulnerable using the OPSWAT library.

This rule is applicable only to Windows platform.

To configure a predefined CVE check rule:
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1. Enter a Rule Name.

2. From the Criteria, select if you require all the CVE checks from OPSWAT or choose the specific
CVE checks from the available CVE checks list.

Add Predefined Rule - CVE Checks
RULETYFE

CVE Checks

Rule Name

Criteria

CRITERIA

Require all supported CVE checks

Powered by

OPSWAT

Add Predefined Rule : CVE Checks ®

Add Rule: OS Checks

You can configure Host Checker to check the version of the windows operating systems and minimum

service packs.

This rule is applicable only to Windows platform.

To configure a Host Checker Predefined OS Checks rule:
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1. Enter a rule name.

2. Under Criteria, select the service pack/version to ignore.

Add Predefined Rule : OS Checks

Add Predefined Rule - OS Checks

RULE TYPE
0S5 Chacka

Rule Name

Criteria

Windows 10

MNIML SERVICE PACK/VERSION
Ignore

Windows 10-64-Bit

MMNIMUM SERVICE PACK VERSION
Ignore

Windows 2008

MNIMUM SERVICE PACK VERSION
Ignore

Windows 2008-R2-64-Bit

MNIMUE SERWICE PACK VERSION
Ignore

Windows 2012-64-Bit

MIBIMLBA SERVICE PACK VERSION
Ignore

Windows 2012-R2-64-Bit

MINIMLUB SERVICE PACK/VERSICH
Ignore

Windows 2016-64-Bit

MIMUS SERVICE PACK VEREIOMN
lgnare

Windows 7

MINIMUSM SERWICE PACK/VERSION
looare

Specifying Customized Requirements Using Custom Rules

In addition to the predefined policies and rules that come with the system, you can create custom rules
within a Host Checker policy to define requirements that your users' computers must meet.
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Add Rule: Ports

Use this rule type to control the network connections that a client can generate during a session. This
rule type ensures that certain ports are open or closed on the client machine before the user can access
the device.

To configure the Ports rule:
1. Select one of the following supported platform options:
e Windows
* Mac
e Linux
2. Enter the rule name.
3. Under Criteria, enter the Port list.
4. Click Status and select Required/Deny.
e Required: Select this to enable access from a listed port.

e Deny: Select this to disallow access from a listed port.

Acdd Rule : Ports (3)

Add Rule - Ports

RLILE TYFE
Ports

Rule Name *

Criteria

Port List * ®

ETATUE

Required

Add Rule: Process

To configure the Process rule:
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. Select one of the following supported platform options:
e Windows
* Mac
e Linux
Enter the rule name.
Under Criteria, enter the Process name. For example, explorer.exe.
. Click Status and select Required/Deny.
¢ Required: Select this to allow access if the process exists.
¢ Deny: Select this to deny access if the process does not exist.

. (Optional) Enter the MD5 Checksums/SHA256 Checksums.
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6. Select Monitor this rule for change in result to check if there is any change in compliance result.

Add Rule : Process (3)

Add Rule : Process

RULETYRE
Process

Rule Name *

Criteria ~

Process Name *

STATUS v
Deny
Optional ~
MDS Checksums @
SHA256 Checksums (O]

Monitor this rule for change in result
Enabling thiz option will report change in compliance for thiz rule to the Pulze Connect Secure immediately. The client component requires additional computing cycles to report
change in compliance immedistely. We strongly recommend that this option be enabled for rules that are dynamic in nature , for example a rule for RTP check provided by
AntiVirus software. For other rules the host checker update frequency should be used to get periodic health checks from endpoints

Add Rule: File
To configure the File rule:
1. Select one of the following supported platform options:
¢ Windows
* Mac
e Linux
2. Enter the rule name.

3. Enter a full file name and path in File Name. For example, “c:test.txt” or
"/Users/exampleuser/Downloads/test.txt".
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4. Under Criteria, click Status and select Required/Deny.
e Required: Select this to allow access where the file exists and is valid.
e Deny: Select this to deny access if the file does not exist or is invalid.
5. (Optional) Enter the MD5 Checksums/SHA256 Checksums value for the file.

6. Select Monitor this rule for change in result to check if there is any change in compliance result.

Add Rule : File
Add Rule - File
RULE TYPE
File
Rule Name *
Criteria
File Name* 0]
ETATUE w
Deny
Optional
Minimum version
File modified less than @
MDS5 Checksums @
SHA256 Checksums @
Monitor this rule for change in result
Enabling this option will report change in compliance for this rule to the Pulse Connect Secure immedistely. The client component requires additional computing cycles to
report change in compliance immedistely. We strongly recommend that this option be enabled for rules that are dynamic in nature , for example & rule for RTP check
provided by AntiVirus software. For other rules the host checker update frequency should be used to get periodic heslth checks from endpoints

Add Rule: NetBIOS

To configure the NetBios rule:
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1. Select one of the following supported platform options:
e Windows
* Mac

2. Enter the rule name.

3. Enter the Netbios domain Names as a comma-separated list (without spaces) of domain names.
Each name can be 15 characters. Duplicate names are not supported. For example, WINDOWS-
PC,WIN*-PC,*-PC,WINDOWS*

4. Under Criteria, click Status and select Required/Deny.
¢ Required: Select this to allow access from a listed Netbios domain name.

¢ Deny: Select this to deny access from a listed Netbios domain name.

Acd Rule : NetBIOS (&)

Add Rule : NetBIOS

RULE TYFE
MNetBIOS

Rule Mame *

Criteria

MetBIOS Mames * @

ETATUE

Required

Add Rule: MAC Address
To configure the MAC Address rule:
1. Select one of the following supported platform options:
e Windows
* Mac

2. Enter the rule name.
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3. Under Criteria, Enter the MAC address as a comma-separated list (without spaces) of MAC
addresses in the form HH:HH:HH:HH:HH:HH where the HH is a two-digit hexadecimal number.
Duplicate MAC addresses are not supported.

4. Click Status and select Required/Deny.
¢ Required: Select this to enable access from a listed MAC address.

e Deny: Select this to disallow access from a listed MAC address.

Add Rule : MAC Address (5)

Add Rule - MAC Address

RUILE TYPE
MAC Address

Rule Name *

Criteria

MAC Addresses * @

ETATUE

Required

Add Rule: Machine Certificate
To configure the Machine Certificate rule:
1. Select one of the following supported platform options:
e Windows
* Mac
2. Enter the rule name.

3. Under Criteria, select Any certificate to allow access with any certificate.
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4. (Optional) Enter specific values in the machine certificate.

Add Rule : Machine Certificate (&)

Add Rule : Machine Certificate

RULETYFE
Machins Cartificats.

Rule Name *

Criteria

EITUS

Optional YOU CAN OPTIONALLY REQUIRE SPECIFIC VALUES IN THE MACHINE CERTIFICATE

Certificate Field (Example "Cn") Expected Value

®

No Data Avallable

Add Rule: Registry Setting
Note that Registry Setting rule is applicable only to Windows platform.
To configure the Registry Setting rule:
1. Enter the rule name.
2. Under Criteria, select one of the following options:
e HKEY_LOCAL_MACHINE
e HKEY_USERS
e HKEY_CURRENT_USER
e HKEY_CURRENT_CONFIG
e HKEY_CLASSES_ROOT

3. Enter a Subkey for the registry path.
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Under Key Type, select one of the following key types:
e string
e dword
e binary

Enter a Key name.

Enter a Value for the registry key.

. Select the 64-bit check box to use the 64-bit registry store. Clear this check box to use the 32-bit
registry store.

. (Optional) Select Monitor this rule for change in result to check if there is any change in
compliance result.
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9. Under Optional, select Monitor this rule for change in result to continuously monitor the policy
compliance of endpoints.

Add Custom Rule : Registry Setting (&)

Add Custom Rule : Registry Setting

RLILE TYPE
Regiztry Setting

Rule Name *

Criteria

REGISTRY ROOT KEY

HKEY_LOCAL_ MACHINE v
Registry Subkey

MName *

TYFE

String ~
Value @

Check for 64-bit registry
Check for 64 bit registry. This option is applicable only for 64-bit versions of Windows. By default, Host Checker checks only 32-bit registry

Minimum version

Optional

Monitor this rule for change in result

Enabling this option will report change in compliance for thiz rule to the Pulze Connect Secure immediately. The client component reguires additional computing cycles to
repart change in compliance immediately. We strongly recommend that this option be enabled for rules that are dynamic in nature , for example a rule for RTP check
provided by Antivirus software. For other rules the host checker update frequency should be used to get periodic heslth checks from endpoints

Remediation

Set Registry value specified in criteria

Add Rule: Advanced Host Checking
Note that Advanced Host Checking rule is applicable only to Windows platform.

To configure the Advanced Host Checking rule:
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1. Enter the rule name.
2. Under Criteria, select one of the following options:
e ports
e process
e File
¢ NETBIOS
e MAC Address
3. Enable Required/Deny.

4. Select the registry root key- HKEY_LOCAL_MACHINE, HKEY_USERS, HKEY_CURRENT_USER,
HKEY_CURRENT_CONFIG, or HKEY_CLASSES_ROOT.

5. Enter the registry subkey.
6. Enter the name of the registry.

7. Select the type of the registry- String, Binary, or DWORD.
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8. Select "Check for 64-bit registry” to check the 64 bit registry on Windows. The default is 32 bit
registry.

Add Rule : Advanced Host Checking ()

Add Rule : Advanced Host Checking

RLLE TYPE
Advanced Hoat Checking

Rule Name *

Criteria

EELECT CHECK TYRE @

METHOD T OETAN WALUE®
Registry Setting

REQISTRY ROOT KEY

HKEY_LOCAL_MACHINE Y
Registry Subkey

Name

TYFE ~
String

Check for 64-bit registry
Check for 64 bit registry. Thiz option is applicable only for 64- bit versions of Windows. By default, Host Checker checks only 32-bit registry

Add Rule: Jail Breaking Detection
Note that Jail Breaking Detection rule is applicable only to iOS platform.
To configure the Jail Breaking Detection rule:

1. Select one of the supported iOS platform options.

2. Enter the rule name.
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3. Under Criteria, select Don't allow Jail Broken devices

Add Predefined Rule : Jail Breaking Detection (5)

Add Predefined Rule - Jail Breaking Detection

RULETYPE
Jail Bresking Detection

Rule Name

Criteria

S Don't allow Jail Broken devices

Powered by

OPSWVVAT

Add Rule: Rooting Detection
To configure the Rooting Detection rule:
1. Select one of the supported android platform options.

2. Enter the rule name.
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3. Under Criteria, select Don't allow Rooted devices.

Add Predefined Rule : Rooting Detection (&)

Add Predefined Rule : Rooting Detection
RULETYFE

Rooting Detaction

Rule Name

Criteria

+ Don't allow Rooted devices

Powered by

OPSWAT
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Users Configuration

+ "Configuring User Realm" below

« "Configuring User Role" on page 369

«  "Resource Profiles" on page 371

» "Resource Policies" on page 451

« "lvanti Secure Access Client Connections” on page 453

« "Enterprise Onboarding" on page 461

Configuring User Realm

The user realm configuration associates the authentication server data and MDM server data with user
roles.

To configure user realm:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateway > Gateway List and then select any standalone ICS
Gateway and Cluster node.

3. Navigate to Users > User Realms.

4. In the User Realms page, click the Add icon.
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New User Realm (&

& General

[Name' @

Description

(] When editing, start on the Role Mapping page

Servers

Specify the servers to use for suthentication and suthorization. To creste or manage servers, see the Servers page
(S S

— o

[ e ] ®

[ z.:::er.ws.rss o ] ®

Additional Authentication Server

[T} Enable additional authentication server

Dynamic Policy Evaluation

(] Enable dynamic policy evaluation

Cancel

Save Changes

1. Enter a name and description for the realm.

2. Under Servers, select the user authentication server for this realm’s users.
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3.

If you want to use dynamic policy evaluation for this realm, select Dynamic policy evaluation to
enable an automatic timer for dynamic policy evaluation of this realm’s authentication policy,
role mapping rules, and role restrictions:

¢ Use the Refresh interval option to specify how often you want Connect Secure to
perform an automatic policy evaluation of all currently signed-in realm users.

* Select Refresh roles to also refresh the roles of all users in this realm.

» Select Refresh resource policies to also refresh the resource policies for all users in this

realm.

¢ Click Refresh Now to manually evaluate the realm’s authentication policy, role mapping
rules, role restrictions, user roles, and resource policies of all currently signed-in realm
users.

4. Click Save Changes to create the realm.

Configuring User Role

1.

A user role is an entity that defines user session parameters, personalization settings, and enabled
access features. You can customize a user role by enabling specific access features, defining Web,
application, and session bookmarks, and configuring session settings for the enabled access features.

To add a new user role:

Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateway > Gateway List and then select any standalone ICS

Gateway and Cluster node.

3. Navigate to Users > User Roles.
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4.

5. Enter a name and optionally a description.

In the User Roles page, click the Add icon.

New Role (©

(= )

Description

Options

If thasss sestings are not spacifisd by any rolas assigned to the usar, the sattings spacified in Defauk Options will be used.

[_] VLAN/Source IP
& Session Options

& Ui Options

Access Features

Check the features to enable for this user role, and specify any role-based aptions. Note that features disabled here may be granted by other roles sssigned to the user.

) web
() Files, Windows
[C] Secure Application Manager

== Jo

[T} Terminal Services

[} Virtual Desktops
) HTMLS Access
[[] VPN Tunneling

] Secure Mail

Cancel
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6. Under Options:

e Select the VLAN/Source IP option to apply the role settings configured on the General >
VLAN/Source IP page.

e Select the Session Options option to apply the role settings in the General > Session
Options page to the role.

¢ Select the Ul Options option to apply the role settings in the General > Ul Options page
to the role.

7. Under Access features, select the features you want to enable for the role. Options include:
e Web - intermediate Web URLs through the Content Intermediation Engine.

e Files, Windows - resource profile that controls access to resources on Windows server
shares.

e Secure Application Manager (Windows version or Java version) - provides secure,

application-level remote access to enterprise servers from client applications.

¢ Terminal Services - enable terminal emulation sessions on a Windows terminal server,
Citrix NFuse server, or Citrix Metaframe server.

¢ Virtual Desktops - enable virtual desktop session using the VDI architecture.

e HTMLS5 Access - enable HTML5 session for RDP connection, telnet connection, SSH
session or VNC connection.

e VPN Tunneling - provides secure, SSL-based network-level remote access to all enterprise
application resources using the system.

e Secure Mail - enables automatic synchronization with an Exchange server (ActiveSync)
and e-mail encryption for iOS devices that have the Ivanti Secure Access Client.

8. Click Save Changes to apply the settings to the role.

Resource Profiles

A resource profile contains all of the resource policies, role assignments, and end-user bookmarks
required to provide access to an individual resource. Resource profiles simplify resource configuration
by consolidating the relevant settings for an individual resource into a single page within the admin

console.

The system comes with two types of resource profiles:
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e Standard resource profiles enable you to configure settings for a variety of resource types, such
as web sites, client/server applications, directory servers, and terminal servers. When you use this
method, you choose a profile type that corresponds to your individual resource and then
provide details about the resource.

¢ Resource profile templates enable you to configure settings for specific applications. When you
use this method, you choose a specific application (such as the Citrix NFuse version 4.0). Then,
the system pre-populates a variety of values for you based on your chosen application and
prompts you to configure additional settings as necessary.

Resource profiles are an integral part of the access management framework, and therefore are available
on all lvanti Connect Secure products. However, you can only access resource profile types that
correspond to your licensed features.

Resource Profiles (©

Resource profiles specify sets of resources, create bookmarks to them, and define which user roles can and cannot access the resources. Resource profiles also include rules that
fine-tune who can access the resources and specify additional actions that the IVE must take.

@ Webo Files O S| Terminal Services O [ Virtual Desktops O
Web resource profiles File resource profiles Terminal Services resource Virtual Desktops resource
enable/disable access to web enable/disable access to profiles enable/disable access profiles enable/disable access
resources such as Intranet or network file systems and 1o Windows and Citrix terminal 1o VMware and Citrix Virtual
Internet pages. directories servers Environments.

[E] HTMLS5 Access O
HTMLS Access profiles
enable/disable clientless
access to terminal servers
using RDP/SSH/Telnet
protocols.

SAM

SAM resource profiles enable/disable access to client-server applications.

Client Applications O (5 PSAM Destinations O
Specify applications to Specify destination networks or
imermediate through P-SAM or servers for which you should
J-5AM use PSAM

Mobile

Configuration of profiles for mobile devices

Secure Mail O [Z] S/MIME Certificate O
Configuration of Secure Mail Configuration of 5/MIME
profile for mobile devices. Certificates for mobile devices.

Web Resource Profile

To Create new Web Application Resource Profiles:
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1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateway > Gateway List and then select any standalone ICS

Gateway and Cluster node.
3. Navigate to Users > Resource Profiles > Web.

4. Click "+" and select the Profile Template from drop down.

/ RESOURCE PROFILES
Web Application Resource Profiles (o)

Add a new or modify an existing resource profile

RECORDS PER PA__.
Search Q 10 v |
() | # | Resource Profile ‘ Bookmarks
@) 1 testweb testweb

http://10.96.158.95/test1.txt

T R B
Supporting Policies

Web ACL

5. Enter a unique Name and optionally a Description for the profile.

Citrix Storefront Server

If you have the Citrix StoreFront 31. and above, you can create a Web template to allow users to access

Citrix applications without the need for a Citrix client. Users must have one of the following browser

versions (or later) to support HTML5 and Websockets:
¢ Internet Explorer 10

o Safari 6

Google Chrome 23
¢ Mozilla Firefox 17

If Citrix resource profile selected as Profile Template, then

1. Enter the URL of the Citrix StoreFront Web server in the Base URL field. Use the format:
[protocol://lhost[:port][/path]. The system uses the specified URL to define the default bookmark

for the Citrix resource profile.
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2. Under Citrix Settings, select the ICA Client Access option. Admin can either choose to go with
the HTML5 way of delivery or can choose to deliver ICA over CTS/PSAM/HTML5 Access clients. If
admin chooses the ICA over CTS/PSAM/HMTL5 Access, the corresponding ACL should be
created and when ICS rewrites ICA content it should launch the appropriate client. Add the

Number of servers/applications and Citrix Ports which require ICA client access.

Configure Profile

/ RESOURCE PROFILES/ WEE APPLICATION RESOURCE PROFILES

New Web Application Resource Profile ®

> PROFILE TEMPLATE/TYPE ]
Citrix storefront 31 and above

e )

Description

[BaseURL J ®

Citrix settings

[ A CLIENT ACCEES ]
HTMLS Access )

Autopolicies are resource policies that correspond to this resource profile. In order for you

enter a fully qualified domain name in your base URLs.

Autopolicies 1

Web Access Control

Use thig sutopolicy to control eccess to web servers and URLs.

O |* |Rmurce

Cancel

®

‘ Action

No Data Avallable

Add Web Access Control

e o

[ -]
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3. Click Add Autopolicy, Web Access Control or Single Sign-on check box to create a policy and

click Add Selected.

ADD POLICY

Select one or more sutopolicies to include in this resource profile.
Web Access Control Control access to web servers and URLs.

[_] Single Sign-on Automatically pass user credentials to the Web application.

CLOSE ADD SELECTED

4. Under Web Access Control, click '+ specific Resource under the Base URL. Enter the full URL of

the resource, select Allow or Deny, and click Save Changes. By default, the system automatically
creates a policy that enables access to the resource and all of its subdirectories.

Autopolicies 2

O |* ‘Resource

Cancel

Use this autopolicy to control eccess to web servers and URLs.

Web Access Control Single Sign-on ADD AUTOPOLICY

03 3 I o A

‘ Action

®

No Data Avallable

Save Changes
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5. Under Single Sign-on, select the POST the following data check box and specify the
application's sign-in page in Resource field and In Post URL field, specify the absolute URL
where the application posts the user's credentials.

¢ In the Resource field, specify the application's sign-in page, such as:
http://my.domain.com/public/login.cgi. Wildcard characters are not supported in this
field.

¢ Inthe Post URL field, specify the absolute URL where the application posts the user's
credentials, such as: http://yourcompany.com/login.cgi.

6. Select the Deny direct login for this resource check box if you do not want to allow users to
manually enter their credentials in a sign-in page. Users may see a sign-in page if the form POST
fails.

7. Select the Allow multiple POSTs to this resource check box if you want to send POST and
cookie values to the resource multiple times if required.

8. Optionally, click "+’ specify the Label, Name, Value, and select User modifiable, clickSave

Changes**.
¢ Label - The name used to identify the data.

¢ Name - The name used to identify the data in the Value field. The back-end application
should expect this name.

e Value - The value to post to the form for the specified Name. You can enter static data, a

system variable, or system session variables containing username and password values.

e User modifiable? - Select Not modifiable to prevent users from changing the information
in the Value field. Select User CAN change value to allow users to specify data for a back-
end application. Select User MUST change value if users must enter additional data to
access a back-end application.

9. To post header data to the specified URL select the Send the following data as request
headers check box.

10. Specify the Resources to which this policy applies.
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11. Optionally, click "+’ specify the Header name and Value and click Save Changes.

Autopolicies 2 Web Access Control  Single Sign-on ADD AUTOPOLICY

Use this autopolicy to automatically pass user credentials to the Web application.

[C] POST the following data

=S |

e |

"] Deny direct login for this resource
[C] Allow multiple POSTs to this resource

Mz E

O | # Label MName Value User Modifiable
[ Username USErnEme <USER= not-rmodifiable
[ 2 Psssword password <PASSWORD= not-modifiable
[0 3 loginBtn loginBtn Log On not-modifiable
[0 4 stateContext StateContext not-modifiable
[J 5 ssveCredentisls saveCredentials falze not-rmodifiable

[} Send the following data as request headers

e )

Mz E

# Header Name Value

]

S

Hosted Java Applet

The Java applet upload feature enables you to store the Java applets of your choice directly on the
device without employing a separate Web server to host them. When you use this feature, you simply
upload the applets to the device (along with additional files that the applets reference) and create a
simple Web page through the system that references the files. Then, the system intermediates the Web
page and Java applet content using its Content Intermediation Engine.
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For example, you might want to use the system to intermediate traffic between an IBM AS/400 system
on your network and individual 5250 terminal emulators on your users' computers. To configure the
system to intermediate this traffic, obtain the 5250 terminal emulator's Java applet. Then you can
upload this applet to the system and create a simple Web page that references the applet. After you
create the Web page through the system, it creates a corresponding bookmark that users can access

through their home pages.

If Hosted Java applet is selected as Profile Template, then
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1.

Select the Java applet that you want to associate with the resource profile from the Applet to
use list. Or, if the applet that you want to use is not currently available in the list, click Edit list.

New Web Application Resource Protile (&)

Configure Profile > FROFILE TEMPLATE/TYFE "
Hosted Java applet

e )

‘ Description

Mone
Size: N/ bytes
Uploaded: N/

Autopolicies are resource policies thet correspond to this resource profile. In order for your sutopolicies to work effectively, you
must enter & fully qualified domain name in your base URLs.

[ APPLET TOUSE" ,]

Autopolicies 1 Java Access Control ADD AUTOPOLICY

Use this autopolicy to specify the servers and ports to which java applets connect. You may
also use this autopolicy to enable re-signing using code-signing certificates. B W

O

# ‘ Resource ‘ Action

®

No Data Avallable

] Sign applets with uploaded code-signing certificate(s)

Concel

1. Click "+' to add an applet to this list.

If you replace an existing archive, make sure that the new applet archive contains

o all of the necessary files for the applet to successfully launch and run. If the
associated HTML for the applet refers to files that do not exist in the new archive,
then the applet will not function correctly.
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2. Enter Name to identify the applet.
3. Click the text field to browse to the applet that you want to upload.

4. Select the Uncompress archive file check box if the file that you selected is an archive
that contains the applet. Click OK.

Uncormpress rchive e

When you select an applet in the Java Applets dialog box, you are loading third-party

o software onto the Ivanti product. By clicking OK, you are agreeing to the following terms
on behalf of yourself (as purchaser of the equipment) or the organization that
purchased the Ivanti product, as applicable.

2. Click Add Autopolicy, select Java Access Control to enable access if your Java applets need to
make socket connections.

ADD POLICY

Select one or more autopolicies to include in this resource profile.

Java Access Control Specify the servers snd ports to which java applets connect. You
may also use this sutopolicy to enable re-signing using code-
zigning certificates.

CLOSE ADD SELECTED
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3. Click '+ specific Resource under the Base URL. Enter the full URL of the resource, select Allow or
Deny, and click Save Changes.

Java Access Control

= o

= -]

Save Changes

4. Select the Sign applets with uploaded code-signing certificate(s) to use a single code-
signing certificate to resign all Java applets.

5. Click Save Changes.

Microsoft RDWeb

A Microsoft RDWeb template is a resource profile that controls access to the published desktops and
applications based on HTML5. Microsoft RDWeb templates significantly reduce the configuration time
by consolidating configuration settings into one place and by pre-populating a variety of resource
policy settings.

If Microsoft RDWeb resource profile selected as Profile Template, then
1. Enter the URL of the Microsoft RDWeb server in the Base URL field.

2. Click Add Autopolicy, Web Access Control check box to create a policy and click Add
Selected.

ADD POLICY

Select one or more sutopolicies to include in this resource profile.

Web Access Control Control access to web servers and URLs.

CLOSE ADD SELECTED

3. Under Web Access Control, click '+’ specific Resource under the Base URL. Enter the full URL of
the resource, select Allow or Deny, and click Save Changes.
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/ RESOURCE PROFILES/ WEB AFPPLICATION RESOURCE PROFILES

New Web Application Resource Profile (&) e i
Configure Profile » PROFILE TEMPLATE/TYFE B [ Resource ] @
Microsoft RDWeb

== | = ]

Description

Save Changes

[ Base URL ] (0]

Autopolicies are resource policies that correspond to this resource profile. In order for you
enter a fully qualified domain name in your base URLs.

Autopolicies 1 Web Access Control

Usze this autopolicy to control access to web servers and URLs.

#

Resource ‘ Action

&

No Data Avallable

]

Cancel

Microsoft OWA Versions

A Microsoft Outlook Web Access (OWA) template is a resource profile that controls access to the
application and configures OWA settings as necessary. OWA templates significantly reduce your
configuration time by consolidating configuration settings into one place and by prepopulating a
variety of resource policy settings for you depending on the type of setup you select. The system
supports intermediating traffic to Microsoft OWA through a Web rewriting resource profile template,
JSAM, PSAM, and VPN Tunneling. This topic describes how to configure access using the Web rewriting
template. The prepopulated values vary depending on the version of OWA you select and are based on
the most common deployment of the servers.

If any of the Microsoft OWA Versions are selected as Profile Template, then
1. Enter the URL of the OWA resource to which you want to control access In the Base URL box.

2. Under OWA settings, select Security Settings and Select Prevent download of attachments
to prohibit users from downloading attachments to their systems.
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3. Select Prevent upload of attachments to prevent users from transmitting (uploading)
attachments to the system.

New Web Application Resource Profile ()

Add Web Access Control
Configure Profile > [ FROFILE TEMPLATE/TYFE /]
Microsoft OWA 2016 and sbove [ T— ] ®
[ Profile Name ]
[ ACTION \/]
Description
[ Base URL ] ®
OWA settings
Use these settings to control the security and performance of OWA.
Securlty Settings
SECURTY SETTINGS o
Private computer
Attachments

[ Prevent download of attachments
[C] Prevent upload of attachments

Autopolicies are resource policies that correspond to this resource profile. In order for you
must enter a fully qualified domain name in your base URLs.

Autopolicies 3 Web Access Control Caching ‘Web Compressi

Use this autopolicy to control access to web servers and URLs.

#

O

Resource | Action

&

No Data Avallable

Cancel
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4. Click Add Autopolicy, check box to create a policy and click Add Selected.

ADD POLICY

Select one or more sutopolicies to include in thiz resource profile.

Web Access Control Control eccess to web servers and URLs.

Single Sign-on Automnatically pass user credentisls to the Web epplication.
Caching Control which Web content is cached on a user s machine.
Web Compression Bypass compressing Web content.

Client Authentication Configure a certificate which should be presented during S50

handshake for a host:port combination, if the backend resource is
protected with 2-way SSL authentication.

CLOSE ADD SELECTED
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5. Under Web Access Control, click '+’ specific Resource under the Base URL. Enter the full URL of
the resource, select Allow or Deny, and click Save Changes.

[ Microsoft OWA 2010 J Add Web Access Control
[ Profile Name ]
[ Resource ] @
Description

[ -]

[ Base URL ] @ Save Changes

OWA settings
Use these settings to contral the security and performance of OWA.

Securlty Settings

EECURITY SETTINGS -
Private computer

Attachments
"] Prevent download of attachments

"] Prevent upload of attachments

Autopolicies are resource policies that correspond to this resource profile. In order for you
must enter & fully qualified domain name in your base URLs.

Web Access Control Single Sign-on Caching Web
Autopolicies 5

L 4
Use this autopolicy to control sccess to web servers and URLs.

& Resource Action

O

6. Under Single Sign-on, select the SSO from drop down and specify the application's sign-in
page in Resource field and select user's credentials.
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7. Check Fallback to NTLM V1 to enable fallback option and click Save Changes.

Autopaolicies are resource policies thet correspond to this resource profile. In order for your autopolicies to work effectively, you
must enter & fully qualified domain name in your base URLs.

Web Access Control Single Sign-on Caching Web Compression
Autopolicies & ADD AUTOPOLICY
L 4 >
Use this sutopolicy to automatically pass user credentials to the Web application.
BELECT 550 .
NTLM ’
[ Rezource * ]
CREDENTIAL L
Default )

("] Fallback to NTLM V1
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8. Under Caching, click '+" and specify the resources to which this policy applies in the Resource
filed and select the Action from drop down and click Save Changes.

PRI AT L W Y S 1 )

Caching

Profile Name ]

C= |

Description

- Jo

Base URL ] @
Save Changes

DWA settings
Use these settings to control the security and performance of OWA_

Securlty Settings

EECURITY SETTINGS -
Private computer

Attachments
~| Prevent download of attachments

~| Prevent upload of attachments

autopolicies are resource policies that correspond to this resource profile. In order for you
must enter & fully qualified domain name in your base URLs.

Web Access Control Single Sign-on Caching Web
Autopolicies 5

<

Use this autopolicy to control which Web content is cached on a user's machine.

& ‘ Resource Action

O

(I I unchanged
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9. Under Web Compression, click '+" and specify the resources to which this policy applies in the
Resource filed and select the Action from drop-down and click Save Changes.

| Microsoft WA 2010 ")
Add Web Compression
[ Profile Name ]
[ Resource ]
Description
[MTIW \/]
[ Base URL ] ®
OWA settings
Use these settings to control the security and performance of OWA.
Securlty Settings
BECURITY SETTINGS -
Private computer
Attachments

[C] Prevent download of attachments
["] Prevent upload of attachments

Autopolicies are resource policies that cormespond to this resource profile. In order for you
must enter & fully quslified domain name in your base URLs.

Web Access Control Single Sign-on Caching Web
Autopolicies 5

<
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10. Under Client Authentication, click '+' and specify the resources to which this policy applies in
the Resource filed and select the Certificate from drop down and click Save Changes.

WICGTOS0TL LVVA U

Add Client Authentication

Profile Name ]

(s o

Description

[mms ]

Base URL ] ®
Save Changes

IWA settings
Jze these settings to control the security and performn

security Settings

EECURITY SETTINGS -
Private computer

Attachments

~| Prevent download of attachments
~| Prevent upload of attachments

Sutopolicies are resource policies that correspond to
nust enter & fully quslified domain neme in your bagze

Single Sign-on Caching
Autopolicies 5

<

Jse this sutopolicy to configure a certificate which sh
sackend resource is protected with 2-way 551 authen

Resource

O

Lotus iNotes Versions

A Lotus iNotes template is a resource profile that controls access to the Web application and configures
iNotes settings as necessary. Lotus iNotes templates significantly reduce your configuration time by
consolidating settings into one place and by prepopulating a variety of resource policy settings for you
depending on the type of setup you select.
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The system supports intermediating traffic to Lotus iNotes through a Web rewriting resource profile
template, JSAM, PSAM, and VPN Tunneling. This topic describes how to configure access using the Web
rewriting template. The prepopulated values vary depending on the version of iNotes you select and are

based on the most common deployment of the servers.
If any of the Lotus iNotes versions resource profile are selected as Profile Template, then

1. Enter the URL of the Lotus iNotes resource to which you want to control access In the Base URL
box.

2. Under iNotes settings, select Caching Settings, select Allow caching on client to let Web
browsers store non-user data, such as Javascript and CSS files, on a user's machine. Select
Minimize caching on client to allow the system to send a cache-control:no-store header or a
cache-control:no-cache header based on the user's Web browser and content type. This is the
same as smart caching.

The Allow caching on client option caches content that the backend iNotes server typically
caches. This caching option improves performance by using the cached content instead of
retrieving the content from the server the next time the page displays. The Minimize caching on
client option provides security by sending a cache-control:no-store header or a cache-
control:no-cache header to either not store content or to re-validate the cached content each
time it is requested. With both caching option, you can choose to either allow or prevent the
uploading or downloading of attachments.

3. Select Prevent download of attachments to prohibit users from downloading attachments to
their systems.
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4. Select Prevent upload of attachments to prevent users from transmitting (uploading)

attachments to the system.

NODE@6-SULTHAN/ RESOURCE PROFILES/ WEE APPLICATION RESOURCE PROFILES

New Web Application Resource Profile ()

Configure Profile

> FROFILE TEMPLATE/TYFE -
Latus iNotes 7
[ Profile Name ]
‘ Description
[ Base URL ] @
INotes settings

Use these settings to control the security and performance of iNotes.

Caching

CACHING -
Allow caching on client {maximize performan...

Attachments

["] Prevent download of attachments
"] Prevent upload of attachments

Autopolicies are resource policies that correspond to this resource profile. In order for your licies to waork effectively, you
must enter & fully qualified domain name in your bese URLs.

Web Access Control Single Sign-on Caching Web Compression
Autopolicies 5 ADD AUTOPOLICY

< >

Use this autopolicy to configure a certificate which should be presented during S5L handshake for a host:port combination, if the
backend resource is protected with 2-way S5L authentication.

3 3 O~ o 3

O |* |Resource Certificate
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5. Click Add Autopolicy, check box to create a policy and click Add Selected.

ADD POLICY

Select one or more sautopolicies to include in this resource profile.

Web Access Control Control access to web servers and URLs.

"] single Sign-on Automatically pass user credentisls to the Web application.
Caching Control which Web content is cached on 8 usesr™s machine.
Web Compression Bypass compressing Web content.

[C] Client Authentication Configure a certificate which should be presented during S5L

handshake for a host:port combination, if the backend resource is
protected with 2-way 551 authentication.

CLOSE ADD SELECTED
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6. Under Web Access Control, click '+’ specific Resource under the Base URL. Enter the full URL of
the resource, select Allow or Deny, and click Save Changes.

[ Microsoft OWA 2010 J Add Web Access Control
[ Profile Name ]
[ Resource ] @
Description

[ -]

[ Base URL ] ® Save Changes

OWA settings
Use these settings to control the security end performance of OWA.

Securlty Settings

BECURITY SETTINGS -
Private computer

Attachments
["] Prevent download of attachments

["] Prevent upload of attachments

Autopolicies are resource policies that cormespond to this resource profile. In order for you
must enter & fully quslified domain neme in your base URLs.

Web Access Control Single Sign-on Caching Web
Autopolicies 5

<

Use this autopolicy to control access to web servers and URLs.

# ‘ Resource Action

O
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7. Under Single Sign-on, select the SSO from drop down and specify the application's sign-in
page in Resource field and select user's Credentials and click Save Changes.

Web Access Control Single Sign-on Caching Web Compression
Autopolicies 4 ADD AUTOPOLICY

< >

Use this autopolicy to automatically pass user credentials to the Web application.

BELECT 50 L
Bagic Auth )

[ Resource * ]
CREDENTIAL L
Default ’
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8. Under Caching, click '+" and specify the resources to which this policy applies in the Resource
filed and select the Action from drop down and click Save Changes.

PRIl W L W B R S J

Caching

Profile Name

= |

Description

= Jo

Base URL ] @®
Save Changes

DWA settings
Use these settings to control the security and performance of OWA.

Security Settings

BECURITY SETTINGS -
Private computer

Attachments
~| Prevent download of attachments

~| Prevent upload of attachments

futopolicies are resource policies that correspond to this resource profile. In order for you
must enter & fully qualified domain name in your baze URLs.

Web Access Control Single Sign-on Caching Web
Autopolicies 5

<

Use this sutopolicy to control which Web content is cached on & user's machine.

& ‘ Resource Action

O

[ i~ unchanged
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9. Under Web Compression, click '+" and specify the resources to which this policy applies in the
Resource filed and select the Action from drop down and click Save Changes.

| Microsoft OWA 2010 "
Add Web Compression
[ Profile Name ]
[ Resource ]
Description
[A.G'IICN \/]
[ Base URL ] ®
OWA settings
w | 5 Ch
Use these settings to control the security and performance of OWA.
Securlty Settings
EECURITY SETTINGS -
Private computer
Attachments

[C] Prevent download of attachments
[T] Prevent upload of attachments

Autopolicies are resource policies that correspond to this resource profile. In order for you
must enter & fully quslified domain neme in your base URLs.

Web Access Control Single Sign-on Caching Web
Autopolicies &

<
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10. Under Client Authentication, click '+' and specify the resources to which this policy applies in
the Resource filed and select the Certificate from drop down and click Save Changes.

WICTOE0TL WA 2

Add Client Authentication

Profile Name ]

[ Resource j@

[m‘rwms J

Description

Base URL J ®
Save Changes

JDWA settings
Jse these settings to control the security and perforn

security Settings

BECURITY SETTINGS .
Private computer

Attachments

~| Prevent download of attachments
~| Prevent upload of attachments

Sutopolicies are resource policies that correspond to
st enter a fully quslified domain name in your baze

single Sign-on Caching
Autopolicies 5

<

Jse this autopolicy to configure & certificate which sh
sackend resource is protected with 2-way 551 authen

B Resource

Microsoft Sharepoint

A Microsoft Sharepoint template is a resource profile that controls access to the application and
configures Sharepoint settings as necessary. Microsoft Sharepoint templates significantly reduce your
configuration time by consolidating configuration settings into one place and by pre-populating a
variety of resource policy settings for you depending on the type of setup you select.
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The system supports intermediating traffic to Microsoft Sharepoint through a Web rewriting resource

profile template, JSAM, PSAM, and VPN Tunneling. This topic describes how to configure access using

the Web rewriting template.

If Microsoft Sharepoint resource profile selected as Profile Template, then

1. Enter the URL of the Sharepoint resource to which you want to control access In the Base URL
box.Use the format: [protocol.//]host[:port][/path].

2. Under Sharepoint Settings, select Allow in-line editing of documents within explorer view to

allow users to modify files displayed in the explorer view.

3. Click "+' to add the Resource and click Save Resource.

4. Enter the number of minutes a persistent cookie resides on a user's computer before it expires in

the Persistent cookie timeout box.

NODEBE-SULTHAN/ RESOURCE PROFILES/ WEB APPLICATION RESOURCE PROFILES

New Web Application Resource Profile (&

Configure Profile

> FROFILE TEMFLATE/TYFE =
Microsoft Sharepoint
[ Profile Name ]
‘ Description
Base URL ] ®

Sharepoint settings
Use these settings to control the security and usability of Sharepoint.

[T Allow in-line editing of d within
cookie.

p view Enabling this option requires setting a time-limited persistent

Add Web ACL for Office Web Apps server if its different from SharePoint server.

Autopolicies are resource policies thet cormespond to this resource profile. In order for your licies to work effectively, you must
enter a fully qualified domain name in your base URLs.

Web Access Control Single Sign-on Caching Rewriting Options 1

Autopolicies 6 ADD AUTOPOLICY
< >
Use this autopolicy to control access to web servers and URLs. Z & [
[] |# |Resource | Action

®

No Data Avallable
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5. Click Add Autopolicy, check box to create a policy and click Add Selected.

ADD POLICY

Select one or more autopolicies to include in this resource profile.

Web Access Control Control sccess to web servers end URLs.

[C] single Sign-on Automatically pass user credentials to the Web epplication.

[] Caching Control which Web content is cached on 8 user s machine.

[C] Rewriting Options Bypass rewriting content through the Content Intermediation
Engine.

["] wWeb Compression Bypass compressing Web content.

[C] Client Authentication Configure a certificate which should be presented during SSL

handshake for 8 host:port combination, if the beckend resource is
protected with 2-way S5L authentication.

CLOSE ADD SELECTED
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6. Under Web Access Control, click '+’ specific Resource under the Base URL. Enter the full URL of
the resource, select Allow or Deny, and click Save Changes.

[ Microsoft OWA 2010 J Add Web Access Control
[ Profile Name ]
[ Resource ] @

(s -]

‘ Description

[ Base URL ] @ Save Changes

OWA settings
Use these settings to contral the security and performance of OWA.

Security Settings

EECURITY SETTINGS .
Private computer

Attachments
[”] Prevent download of attachments

"] Prevent upload of attachments

Autopolicies are resource policies that correspond to this resource profile. In order for you
must enter & fully qualified domeain name in your base URLs.

Web Access Control Single Sign-on Caching Web
Autopolicies &

<

Use this autopolicy to control access to web servers and URLs.

a

& ‘ Resource Action
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7. Under Single Sign-on, select the SSO from drop down and specify the application's sign-in
page in Resource field and click Save Changes.

Autopolicies 3 Web Access Control Single Sign-on Rewriting Options ADD AUTOPOLICY

Use this autopolicy to automatically pass user credentials to the Web epplication.

BELECT E50 L
Disable 550 )
[ Resource * ]
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8. Under Caching, click '+" and specify the resources to which this policy applies in the Resource
filed and select the Action from drop down and click Save Changes.

BRI I L T R S )

Caching

Profile Name ]

[ Resource ]

Description

- Jo

Base URL ] @®
Save Changes

DWA settings
Use these settings to contral the security and performance of OWA.

Securlty Settings

EECURITY SETTINGS -
Private computer

Attachments

~| Prevent download of attachments
~| Prevent upload of attachments

Autopolicies are resource policies that correspond to this resource profile. In arder for you
must enter a fully qualified domein name in your base URLs.

Web Access Control Single Sign-on Caching Web

Autopolicies 5
<
Use this sutopolicy to control which Web content is cached on a user's machine.
] |# | Resource Action
0o i~ unchanged
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9. Under Rewriting Options, select the Rewriting Options:

¢ Passthrough Proxy - Select this option to specify Web applications for which the Content

Intermediation Engine performs minimal intermediation.

¢ No rewriting (use WSAM) - Select this option to intermediate content using PSAM
instead of the Content Intermediation Engine. Then, specify the application server for
which you want to intermediate content. (At minimum, you need to click Add in order to
intermediate content to and from the server that the system extracts from the Web access
control policy).

* No rewriting (use JSAM) - Select this option to intermediate content using JSAM
instead of the Content Intermediation Engine. Then, specify the application server for
which you want to intermediate content. (At minimum, you need to click Add in order to
intermediate content to and from the server that the system extracts from the Web access
control policy).

* No rewriting - Select this option to automatically create a selective rewriting policy for
the autopolicy's URL, thereby configuring the system to not intermediate any content to
and from the resource. For example, you may choose this option if you do not want the
system to intermediate traffic from web sites that reside outside of the corporate network,
such as yahoo.com. If you select this option, you do not have to configure any additional
rewriting settings.

If Passthrough Proxy is selected:
1. Choose the way in which you want to enable the passthrough proxy feature:

¢ Use virtual hostname - If you choose this option, specify a hostname alias for the
application server. When the system receives a client request for the application
server hostname alias, it forwards the request to the specified application server
port in the Base URL field.

e Use IVE port - If you choose this option, specify a unique port in the range 11000-
11099. The system listens for client requests to the application server on the
specified port and forwards any requests to the application server port specified in
the Base URL field.
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2. Select the Rewrite XML check box if you want to rewrite URLs contained within XML
content. If this option is disabled, the system passes the XML content "as is" to the server.

3. Select the Rewrite external links check box if you want to rewrite all the URLs presented
to the proxy. If this option is disabled, the system rewrites only those URLs where the
hostname is configured as part of the passthrough proxy policy.

4. Select the Block cookies from being sent to the browser check box if you want to
block cookies destined for the client's browser. The system stores the cookies locally and
sends them to applications whenever they are requested.

5. Select the Host-Header forwarding check box if you want to pass the hostname as part
of the host header instead of the actual host identifier. click Save Changes.

Autopolicies 1 Rewriting Options ADD AUTOPOLICY

Use this sutopolicy to bypass rewriting content through the Content Intermedistion Engine.

REWRITING OFTIONE .
Passthrough Proxy )

A passthrough proxy will be configured based on the following:

CONFICURED .
Use virtual hostname )
[ Hostname ] @

Select what you want rewritten for this application.

7] Rewrite XML

] Rewrite external links

"] Block cookies from being sent to the browser
[} Host-Header forwarding

If No rewriting (use WSAM) is selected
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1. Create a rewriting autopolicy and select No rewriting (use WSAM).

2. In the Destination field, specify resources for which PSAM secures client/server traffic
between the client and the system. By default, the system extracts the correct server from
the Web access control policy. You may choose to use this server as-is, modify it, and/or
add new servers to the list.

When specifying a server, specify the hostname (the wild cards '*' or '?' are accepted) or
an IP/netmask pair. Specify multiple ports for a host as separate entries.

3. Click Save Changes.

[ Profile Name ] WSAM Destination

Description [ Destination ] ®

Cancel Save Changes
(e | @

Sharepoint settings
Use these settings to control the security and usability of Sharepoint.

[] Allow in-line editing of documents within explorer view Enabling this option reg
persistent cookie.

Add Web ACL for Office Web Apps server if itz different from SharePoint server.

Autopolicies are resource policies that correspond to this resource profile. In order for you
miust enter a fully qualified domain name in your base URLs.

Autopolicies 1 Rewriting Options

Use this autopolicy to bypass rewriting content through the Content Intermediation Engine

REWRITING OFTIONE L
Mo rewriting (use WSAM)

Allowed WSAM servers:

O

# ‘ Destination

If No rewriting (use JSAM) options is selected:
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1. In the Server Name field, enter the DNS name of the application server or the server IP

address.

2. Inthe Server Port field, enter the port on which the remote server listens for client

connections.

e For example, to forward Telnet traffic from a remote machine, specify port 23 for
both the client port (on which JSAM listens) and the server port (on which the

Telnet server listens).
¢ To enable drive mapping to this resource, enter 139 as the server port.

3. In the Client Loopback IP field, provide a static loopback address. If you do not provide a
static IP loopback address, the system assigns an IP loopback address dynamically.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 406 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

4. In the Client Port field, enter the port on which JSAM should listen for client application

connections.

Typically, the local port value is the same value as the server port; the local port value
usually only differs for Linux or Macintosh users who want to add applications for port

forwarding that use ports under 1024.

To enable drive mapping to this resource, enter 139 as the server port.
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\ J
[EaseURL ] ®

JSAM Server

Server Name *

Sharepoint settings
Use these settings to control the security and usability of Sharepaoint.

Server Port*
[] Allow in-line editing of documents within explorer view Enabling this option req
persistent cookie.

Client Loopback IP
Add Web ACL for Office Web Apps server if its different from SharePoint server.

Autopolicies are resource policies that correspond to this resource profile. In order for you

must enter & fully qualified domain name in your base URLs. Client Port

e T e N e
L, N M W

Autopolicies 1 Rewriting Options

Use this sutopolicy to bypass rewriting content through the Content Intermediation Engine Save Changes
REWRITING OFTIONE L
Mo rewriting {use JSAM) i

JSAM secures traffic destined for the following server(s). It listens for this traffic on a local
specify (valid loopbeack sddresses are 127.0.01 or 127.010.x and higher). 15AM will sutomat
loopback addresses if you leave them blank. If you leave the Client Port blank, JSAM will us

#

O

Server Name Server Port ‘ Client Loopback |

®

No Data Avallable

] Launch JSAM

Cancel

10. Select Launch JSAM to automatically start JSAM when the system encounters the Base URL.
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11. Click Save Changes.

If No rewriting options is selected, then only selective rewriting resource policy is created.

Autopolicies 1 Rewriting Options ADD AUTOPOLICY

Use this autopolicy to bypass rewriting content through the Content Intermediation Engine.

REWRITING OFTIONS L
Mo rewriting ’

A zelective rewriting resource policy will be created.
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12. Under Web Compression, click '+’ and specify the resources to which this policy applies in the
Resource filed and select the Action from drop down and click Save Changes.

| Microsoft OWA 2010 "
Add Web Compression
[ Profile Name ]
[ Resource ]
Description
[A.GTIEN \/]
[ Base URL ] @
OWA settings
Use these settings to control the security and performance of OWA_
Security Settings
EECURITY SETTINGS -
Private computer
Attachments

"] Prevent download of attachments
[C] Prevent upload of attachments

Autopolicies are resource policies that commespond to this rezource profile. In order for you
must enter a fully qualified domain name in your base URLs.

Web Access Control Single Sign-on Caching Web
Autopolicies &

<
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13. Under Client Authentication, click '+" and specify the resources to which this policy applies in
the Resource filed and select the Certificate from drop down and click Save Changes.

WIFCTOSOTT LIVVA ST

Add Client Authentication

Profile Name ]

[ Resource ] @

[m‘rlﬁms ]

Description

Base URL ®
] Save Changes

IWA settings
Ize these settings to contral the security and perform

Security Settings

SECURITY SETTINGS -
Private computer

Artachments

~| Prevent download of attachments
_| Prevent upload of attachments

Sutopolicies are resource policies thet correspond to
Tust enter a fully gualified domain name in your baze

Single Sign-on Caching
Autopolicies 5

<

Jse this autopolicy to configure & certificate which sh
sackend resource is protected with 2-way SSL authen

|

& ‘Rﬂsource

File Browsing

To create a Windows file browsing resource profile:
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1. Navigate to Users > Resource Profiles > Files.

2. Click "+'. Or select an existing profile from the list.

/ RESOURCE PROFILES
File Browsing Resource Profiles

10 B o @

O

#

Resource Profile | Roles s Bookmarks s Supporting Policies

3. Select Windows from the Type list.

4. Enter a unique Name and optionally a Description for the resource profile. (This name becomes
the default session bookmark's name.)

5. Enter the Server name to share.
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6. If required, select to show All AutoPolicy types.

hesource @ .

Resource > Treer W
Windows i
= ]
‘ Description
[eenfer\share ] @
Autopolicies

s are

Show All Autopolicy Types >

Autopolicy: Windows File Access Control
Use this autopaolicy to control access to file directories and servers

13 3 A 3

#

Resource | Action

&

No Data Available

7. Check Autopolicy Windows File Access Control to set the file access control.
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8. Click '+ to add specific Resource. Enter the full URL of the resource, select Allow, Deny or Read
Only, and click Save Changes.

| Windows 7
File Access Control
[ Name” ] [ Resource ] @
Allow

‘ Description [ AcTION /]

[ server\share ] @ Save Changes

Autopolicles

Autopclisiss ares resouras policise that sorrespond to this resource profila.

Hide All Autopolicy Types €

Autopolicy: Windows File Access Control

Use this autopolicy to control access to file directories and servers.

O

# ‘ Resource | Action

S

No Data Avallable

"] Autopolicy: Windows File Compression
Use this autopolicy to compress file content.
[l Autopolicy: Windows Server Single Sign-On
Use this sutopolicy to automatically pass user credentials to the Windows server.

Cancel

9. Check Autopolicy: Windows File Compression to set the file access control.
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10. Click '+ to add specific resource. Enter the full URL of the resource, select Compress or Do not

Compress, and click Save Changes.

Autopelicy: Windows File Access Control File CQmpression
Use thiz autopolicy to control access to file directories and servers.
[ Resource ] @
[J |# | Resource | Action
ACTION -
Lompress
No Data Avallable
A policy: Wind, File Comp

Use this autopolicy to compress file content.

#

O

Resource ‘ Action

*

No Data Available

11. Under Autopolicy: Windows Server Single Sign-On, select the SSO from drop down and
specify the application's sign-in page in Resource field and click Save Changes.

Autopolicy: Windows Server Single Sign-On
Use this sutopolicy to automatically pass user credentials to the Windows server.

[ Resource ]
SIMGLE EXGN ON -
Use Systemn Credentisls
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Terminal Services

Terminal Services resource profile configuration instructions vary depending on whether you want to
configure access to a Windows terminal server (which requires an RDP client) or Citrix terminal server

(which requires an ICA client). Furthermore, if you choose to configure access to a Citrix server using a
custom ICA file, you include many of your configuration settings in the ICA file itself and therefore do

not need to configure them through the system.

If you configure access to a Citrix server using the default ICA file on the system, however, you must
configure additional settings. You may want to create multiple bookmarks for the same terminal

services resource in order to provide easy access to multiple applications. For instance, the server
defined in your resource profile may provide access to multiple applications (such as Siebel and

Outlook). To easily provide access to each of these applications, you can create resource profile

bookmarks to each. Or, you may want to use multiple bookmarks to configure single sign-on to one

application, but not another.
To create a terminal services resource profile:
1. Navigate to Users > Resource Profiles > Terminal Services.

2. Click "+'. Or select an existing profile from the list.

[/ RESOURCE PROFILES
Terminal Service Resource Profiles ®

RECORDE FER FA...
Ssareh =

[[] | Resource Profile | Roles Bookmarks

F. Y 0 A

Supporting Policies
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3. If Windows Terminal Services is selected from the Type list.

1. Enter a unique Name and optionally a description for the resource profile. (This name
becomes the default session bookmark's name.)

2. Specify the server and port to which this resource profile should connect in the Host field.
When entering the server, you may enter a hostname or IP address.

3. Enter the port on which the terminal server listens in the Server port box. (By default, the
system populates this box with port number 3389.)

4. Select the Create an access control policy allowing Terminal Service access to this
server check box to enable access to the server specified in the Server Port box (enabled
by default).
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If you want to enable intermediation using a Java client, select Enable Java support and
then specify which Java client the system should use.

New Termi.nal Service R.esource Profile ®

Resource > THFE -
Windows Terminal Services )

C= |

‘ Description
[ oa | @
B ]

Create an access control policy allowing Terminal Service access to this server.

Enable Java support

[ APPLET TOIUSE™ ]
o]

Size: M/ Dytes
Upomded: M/&

= Jo

Select the Java applet that you want to associate with the resource profile from the
Applet to use list. Or, if the applet that you want to use is not currently available in the
list, click Edit list.

Click "+ to add an applet to this list.

Enter Name to identify the applet.

ava Apohes e hpplet

1 Premiar b 500 Aegien Deteuh BOP Rogier ersion 81 Dk AP Agee Vorsan 41

Click the text field to browse to the applet that you want to upload.
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10.

11.

12.

Select the Uncompress archive file check box if the file that you selected is an archive
that contains the applet. Click OK.

Select the Criteria from the drop down. If the Windows client launches, then this Java
applet will not be used.

Click Save Changes.

When you select an applet in the Java Applets dialog box, you are loading third-party
software onto the Ivanti product. By clicking OK, you are agreeing to the following terms
on behalf of yourself (as purchaser of the equipment) or the organization that
purchased the Ivanti product, as applicable.
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4. If Citrix using default ICA is selected from the Type list.

1. Enter a unique Name and optionally a description for the resource profile. (This name
becomes the default session bookmark's name).

2. Specify the server and port to which this resource profile should connect in the Host field.
When entering the server, you may enter a hostname or IP address.

3. Enter the port on which the terminal server listens in the Server port box. (By default, the
system populates this box with port number 3389).

4. Select the Create an access control policy allowing Terminal Service access to this
server check box to enable access to the server specified in the Server Port box (enabled
by default).
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5. If you want to enable intermediation using a Java client, select Enable Java support and

then specify which Java client the system should use.

New Terminal Service Resource Profile ®

Resource > TYRE o
Citrix uging default ICA 3

= J

‘ Description

e o

= )

Create an access contrel policy allowing Terminal Service access to this server.

Enable Java support

APPLETTOLSE® B
Mone

Size: NjA bytos
Uploaciort: Nl

HTML™

NETP

FOPER CLASS® I USED 45

THE AFPLET CLASS. FOR JICA, "COM.CITRIC BCA” 15 USED A5 THE AFPLET CLASE.
THE FOLLOWING VARIABLES CAN EE USED [N YOUR HTML THEY ARE REFLACED

EASED ON BOOKMARK, VALUEE.

1N ADOITICN TO THESE WALUEE, SYSTEM VARIABLES CAN BE USED IN THE HTML.
FOR EXAMPLE <<UISERATTR.MTEERVER» CAM EE UBED IF TOU HAVE MYSERVER

CONFIGURED AE AN AD OR LOWF

Reset HTML

= Jo

Cancel

ATTRIEUTE.

6. Select the Java applet that you want to associate with the resource profile from the
Applet to use list. Or, if the applet that you want to use is not currently available in the

list, click Edit list.

1. By 0 T 104 90 ST 0 o 580 17 05 404 0 o AT o i SOLAITIST() 0 14 SOAIBT 1 DUPCR A 8Pl SACLA8 PO, 4 A

oy fon 17 s S proce s it S cenre

[ —— 208 doper ook RDF Al Veron £1

i 1 gt cesary o i Coping. s htrising sch sftmare i o wif e s Secure crcc. e Secure . ot resporsise o sy ety g s s f o e ety e il e v g o

o e Fianarms Detaie

Dt RO Aopie Versicn &1

7. Click "+" to add an applet to this list.

8. Enter Name to identify the applet.
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10.

11.

12.

13.

Click the text field to browse to the applet that you want to upload.

Select the Uncompress archive file check box if the file that you selected is an archive
that contains the applet. Click OK.

Enter HTML with variables to replace the bookmark.

Select the Criteria from the drop down. If the Windows client launches, then this Java
applet will not be used.

Click Save Changes.

When you select an applet in the Java Applets dialog box, you are loading third-party
software onto the Ivanti product. By clicking OK, you are agreeing to the following terms
on behalf of yourself (as purchaser of the equipment) or the organization that
purchased the Ivanti product, as applicable.
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5. If Citrix using custom ICA file is selected from the Type list.

1. Specify the ICA file that contains the session parameters that you want use in the Custom
ICA File box. Note that you may download and customize the following ICA files from the
system.

¢ |CA file that comes with the system-To customize this file, click the Open link, save
the file to your local machine, customize the file as required, and upload it back to
the system using the Browse option. If you customize this file, you must replace the
following parameters in the default.ica file: <CITRIX_CLIENT_NAME>, <APPDATA>
and <TARGET_SERVER>.

e |CA file that you have already associated with the resource profile-To customize
this file, click the Current ICA File link, save the file to your local machine, and
customize the file as required. Once you make changes, you must upload the
revised version using the Browse option.

2. Enter a unique Name and optionally a Description for the resource profile. (This name
becomes the default session bookmark's name.)

3. Select the Autopolicy: Terminal Services Access Control check box.

4. Click '+" and Specify the Metaframe servers to which you want to enable access in the
Resource field.

5. Choose Allow to enable access to the specified resource or Deny to block access to the
specified resource from the Action list. Click Save Changes.
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6. Specify the server and port to which this resource profile should connect in the Host field.
When entering the server, you may enter a hostname or IP address.

Resource

> [ Add Resource
Citrix using custom ICA file
[ Resource ]
S ] Downloed theDefault ICA file
Vo i accen pr— -
Allow i
= )

Description

Autopolicy: Terminal Services Access control

Use this sutopolicy to enable access to the Citrix servers specified in your custom ICA file.

[] | Resource | Action

®

No Data Avallable

Enable Java support

e ]

Maone

Size: M/A Bytos
Uploaciec. B/A

.
HTML FOR PROPERD RDP APPLET, "NELPROPERC.RDPR
THE APPLET CLASE, FOR ICA, "COMCITRICACH
THE FOLLOWING VARIAGLES CAN BE USED I Y0
EASED ON BOOKMARK ALUSS.
=

<HEIGHT~

7. If you want to enable intermediation using a Java client, select Enable Java support and
then specify which Java client the system should use.

8. Select the Java applet that you want to associate with the resource profile from the

Applet to use list. Or, if the applet that you want to use is not currently available in the
list, click Edit list.

9. Click "+"to add an applet to this list.
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10.

11.

12.

13.

14.

15.

Enter Name to identify the applet.
Click the text field to browse to the applet that you want to upload.

Select the Uncompress archive file check box if the file that you selected is an archive
that contains the applet. Click OK.

Enter HTML code with variables to replace the bookmark.

Select the Criteria from the drop down. If the Windows client launches, then this Java
applet will not be used.

Click Save Changes.
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6. If Citrix Listed Applications is selected from the Type list:

1.

Enter a unique Name and optionally a Description for the resource profile. (This name
becomes the default session bookmark's name.)

Enter the IP address and port of the Citrix MetaFrame server where the XML service is
running.

¢ You do not need to enter the port number if you are using the default value. The
default port is 80 (if SSL is selected, the default port is 443).

¢ You can enter more than one server. If the connection fails on one server, the next
server in the list is used.

Click the Use SSL for connecting to Citrix XML Service check box to send the password
through SSL instead of cleartext.

Although cleartext is supported, we recommend you always use SSL to avoid any security
issues.

Enter the Username, Password, and Domain name for connecting to the Citrix
Metaframe server where the XML service is running.

¢ You can enter variable credentials such as <USERNAME> and <PASSWORD>. If
you use variable credentials, the Subset of selected Applications option is disabled
in the Bookmarks window.

e When the user accesses the application list, their credentials are submitted to the
Citrix XML service, substituting the session context variables <USERNAME> and
<PASSWORD>. Only the user's specific applications (as determined by the Citrix
administrator) are returned.

Select the Autopolicy: Terminal Services Access Control check box.

Click '+' and Specify the Metaframe servers to which you want to enable access in the
Resource field.

Choose Allow to enable access to the specified resource or Deny to block access to the
specified resource from the Action list. Click Save Changes.
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8. Specify the server and port to which this resource profile should connect in the Host field.
When entering the server, you may enter a hostname or IP address.

--------------------------------- Add Resource

[ Resource* ]
Resource > [wpz K ]

Citrix Listed Applications
ACTION »
] Allow

[Name“

Description
Cancel Save Changes

Citrix XML Service IPF and Port-*

©

Name or IP acdnses and port

(] vsessL for connecting to Citrix XML Service

Citrix Metaframe Server Credentials

[ Username*® ] @
[ m‘; Password ] @ [ Variable Password
[ Domain* ] @

Autopolicy: Terminal Services Access control

Use this autopolicy to enable sccess to the Citrix servers specified in your custom ICA file.

[ | Resource Action

9. If you want to enable intermediation using a Java client, select Enable Java support and
then specify which Java client the system should use.

10. Select the Java applet that you want to associate with the resource profile from the
Applet to use list. Or, if the applet that you want to use is not currently available in the
list, click Edit list.

11. Click "+" to add an applet to this list.
12. Enter Name to identify the applet

13. Click the text field to browse to the applet that you want to upload.
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14. Select the Uncompress archive file check box if the file that you selected is an archive
that contains the applet. Click OK.

15. Enter HTML code with variables to replace the bookmark.

16. Select the Criteria from the drop down. If the Windows client launches, then this Java
applet will not be used.

Enable Java support

APPLET TO/USE ™ L
Maone i

Tize: N/ ovtes
Uploadiad: M/&

HTML*

FOR FROFERD RDF APPLET, "NETLFROPERC. ROPRDPAPPLET.CLASE" IE UEED AS
THE AFPLET CLAES. FOR JICA, "COM.CITROC BCE” IE USED A THE APPLET CLAEE.
THE FOLLOWIN G VARIABLES CAN EE USED [N YOUR HTML THEY ARE REPLACED
EAGED ON BOOKMARK VALUEE.

~cHOET>

<POAT->

~<5ERWERPORT

<eCLIENTPORT =

+HEIGHT =

“WIDTH=»

IN ADDITION TO THEEE WVALLEE, SYETEM VARIABLES CAN BE USED IN THE HTML.
FOR EXAMPLE <<USERATTR. MYEERVER~ CiM EE UEED IF YOU HAVE MYSERVER
CONFIOURED AE AN AD OR LDWP ATTRIEUTE.

Reset HTML

[m! .
Seve Changes

17. Click Save Changes.

Virtual Desktop

In addition to standard resource profiles and resource profile templates, you can configure virtual
desktops as resource profiles. As with the other resource profiles, a virtual desktop profile contains all of
the role assignments and end-user bookmarks required to provide access to an individual resource.
Unlike other resource profile types, there is no resource policy to configure for virtual desktops due to
the dynamic nature of virtual desktops. The IP address and port of the system is not known until the end
user launches a session so dynamic ACLs are used. Icons in the Virtual Desktops section on the end
user's home page represent desktops defined by the administrator. Clicking the icon launches the
session using the Virtual Desktop Infrastructure (VDI) architecture.

The Citrix XenDesktop manages a pool of virtual desktops hosted on virtual machines and provides the
connection management to those desktops. A list of XenDesktops is displayed to the end user as
bookmarks. When a desktop is selected, the Citrix client is launched and the user can access that
desktop.
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VMware View Manager, formerly VMware VDI, lets you run virtual desktops in a data center that
provide end users a single view of all their applications and data in a personalized environment
regardless of the device or location they log in from.

To configure a Citrix XenDesktop or VMware View Manager profile:
1. Navigate to Users > Resource Profiles > Virtual Desktops.

2. Click '+" and Select VMware View Manager or Citrix XenDesktop from the Type drop-down
list
Virtual Desktops Resource Profiles ®

Upload or manage Java applets for use in Hosted Java Applet resource profiles.

-

O

Resource Profile | Roles Bookmarks

3. Enter a Name and Description (optional) to identify this profile.
4. Enter the Name or IP address and port of the connection broker using the format ip:port.
You can enter more than one IP address. Place each address on a separate line.

5. Select the Use SSL for connecting to the Server check box if SSL is required to connect to the
server.

6. Enter the Username to connect to the connection broker or use the <USERNAME> session
variable.

7. Enter the Variable Password or Password

e To use a variable password to connect to the connection broker, select Variable Password
and enter the variable in the form of <PASSWORD> or <PASSWORD@SEcAuthServer>.

e Select Password to use a static password to connect to the connection broker and enter
the user credential's password.

8. Enter the Domain where the connection broker is located.
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9. Click Save Changes.
'V.’i-r-t-l.;.a-l-b;i(-t-ops Resource Profiles (3

Upload or manage Java applets for use in Hosted Java Applet resource profiles.

-

# | Resource Profile | Roles | Bookmarks

O

10. If you want to enable intermediation using a Java client, select Enable Java support and then
specify which Java client the system should use (applicable only if Citrix XenDesktop is selected

in type).

11. Select the Java applet that you want to associate with the resource profile from the Applet to
use list. Or, if the applet that you want to use is not currently available in the list, click Edit list.

HTML5 Access

A HTML5 Access resource profile is a profile that enables users to connect to Remote Desktops or to
connect to internal server hosts in the clear using Telnet protocols or to communicate over an
encrypted Secure Shell (SSH) session through a Web-based terminal session emulation.

The HTMLS5 license count was based on the number of active HTML5 sessions. The HTML5 licenses will
be counted based on the number of active users. Each user will be allowed to access up to five user

sessions.
To create a HTML5 Access resource profile:
1. Navigate to Users > Resource Profiles > HTML5 Access.
2. Click '+’, Select the Solution Type as Basic HTML5 or Advanced HTMLS5.

HTML5 Acces @

HTML5 Access >
Sarc v

Storage Configuration 10 E& W &
[] | # | Resource Profile ‘ Roles s ‘ Bookmarks s Supporting Policies
] 1 E Test test-role-1 wes Test «es  HTMLS Access ACL
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3. From the Type list, specify the session type (Windows RDP or SSH or Telnet) for this resource
profile. If you have selected Advanced HTML5 solution type, you can also specify VNC session

type.
4. Enter a unique Name and optionally a Description for the resource profile.

5. In the Host field, enter the Hostname, IP or user attribute of the server to which this resource
profile should connect.

6. In the Server Port field, enter the port on which the system should connect to the server. (By
default, the system populates this field with port number 3389 if you select Windows RDP, port
number 23 if you select Telnet, port number 22 if you select SSH and port number 5900 if you
select VNC.)

7. Select the Create an access control policy for HTML5 access check box to enable access to
the server specified in the Server Port box (enabled by default).

8. Click Save Changes.

MULEOO-DULEFIAN] KCOUURLT FRUFILES) ML ALLCSS HESUUKLC FRUFILES

Resource ()

Resource > EOLLTION TYRE .
Advanced HTMLS i

(e 7

Windows RDP

VNC

S5H

= o
e |

Create an access control policy for HTML5 access.

To configure the external storage for session recordings:
1. Navigate to Users > Resource Profiles > Storage Configuration.
2. Select Enable external storage.

3. Enter the complete storage path to store the session recordings.
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4. Enter the Username and Password required to access the location.

5. Click Save Changes.
Storage Configuration
HTMLS Access

[ Enable external storage

Storage Configuration b

[ Storage Path ] @
& ke

== )

*Note- This will disconnect all existing advancded HTMLS connections.

Cancel

SAM Resource Profiles
You can create two types of PSAM resource profiles:

¢ PSAM application resource profiles-These resource profiles configure PSAM to secure traffic to a
client/server application. When you create a PSAM application resource profile, the PSAM client
intercepts requests from the specified client applications to servers in your internal network.

¢ PSAM destination network resource profiles-These resource profiles configure PSAM to secure
traffic to a server. When you create a PSAM destination network resource profile, the PSAM client
intercepts requests from processes running on the client that are connecting to the specific
internal hosts.

When creating PSAM resource profiles, note that the resource profiles do not contain bookmarks. To
access the applications and servers that PSAM intermediates, users must first launch PSAM and then
launch the specified application or server using standard methods (such as the Windows Start menu or
a desktop icon).

When you enable JSAM or PSAM through Web rewriting autopolicies in the Users > Resource Profiles >
Web Applications/Pages page of the admin console, the system automatically creates JSAM or PSAM
autopolicies for you. You can only view these SAM policies through the appropriate Web resource
profile-not through the SAM resource profile pages of the admin console.

Client Applications PSAM

To create a PSAM application resource profile:
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1. Navigate to Users > Resource Profiles > SAM > Client Applications.

2. Click '+'. choose PSAM from the Type list
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3. From the Application list, select one of the options.

Client Application Resource Profiles

earcl 10 ’ @E&@

O

#

Resource Profile ‘ Roles s Supporting Policies

e Custom - When you select this option, you must manually enter your custom
application's executable file name (such as telnet.exe). Additionally, you may specify this
file's path and MD5 hash of the executable file (although it is not required that you specify
the exact path to the executable). If you enter an MD5 hash value, PSAM verifies that the
checksum value of the executable matches this value. If the values do not match, PSAM
notifies the user that the identity of the application could not be verified and does not
forward connections from the application to the system.

e Lotus Notes - When you select this option, PSAM intermediates traffic from the Lotus
Notes fat client application.

¢ Microsoft Outlook - When you select this option, PSAM intermediates traffic from the
Microsoft Outlook application.

¢ NetBIOS file browsing - When you select this option, PSAM intercepts NetBIOS name
lookups in the TDI drivers on port 137.

 Citrix - When you select this option, PSAM intermediates traffic from Citrix applications.

The system supports several mechanisms for intermediating traffic to the Lotus Notes, Microsoft
Outlook, and Citrix applications.

¢ Domain Authentication - Select this option to allow integrated Windows applications,
such as file sharing, Outlook, and so forth to authenticate to the domain controller when
the client machine is part of a domain. Before using this option, you must:

e Specify domain controllers that are reachable through the system in
the PSAM Destination list so that LDAP and Kerberos traffic can be
proxied and sent to the system.

¢ Configure a PSAM Access Control Policy (ACL) to allow access to all
domain controllers.

4. Enter a uniqgue Name and optionally a Description for the resource profile.
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5. Enter the File Name and Path and in case of Windows Platform enter MD5 Hash.

6. Under Autopolicy: SAM Access Control (this is applicable only for PSAM), click '+’ specific
Resource under the Base URL. Enter the full URL of the resource, select Allow or Deny, and click
Save Changes.

New Client Application Resource Profile () SAM A Control
ccess Control

Resource

> [me ] ]
PSAM [ Resource ]
windows i [MHON' \,] O]
Allow

APPLICATION " L
Custom i

= )
Description ‘

[ Filename * ] @

[Pﬂth ] ®

MD5 Hash ‘

Autopolicy- SAM Access Control

Use this policy to control access to application servers.

Search Q

L ‘ Resource Action

O

Client Applications JSAM

JSAM resource profiles configure JSAM to secure traffic to a client/server application. When you create
a JSAM application resource profile, the JSAM client tunnels network traffic generated by the specified
client applications to servers in your internal network.

To create a JSAM applied
1. Navigate to Users > Resource Profiles > SAM > Client Applications.

2. Click '+'. choose JSAM from the Type list.
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3. From the Application list, select one of the options.

e Custom - Select this option to intermediate traffic to a custom application. Then:

1.

2.

Under JSAM Port Forwarding click "+'.

In the Server Name field, enter the name or IP address of the remote server.
If you are using automatic host mapping, enter the server as it is known to
the application. If you enter an IP address, note that end users must connect
to JSAM using that IP address in order to connect to the specified server.

In the Server Port field, enter the port on which the remote server listens
for client connections. For example, to forward Telnet traffic from a remote
machine, specify port 23 for both the client port (on which JSAM listens) and
the server port (on which the Telnet server listens).

e To disable the registry change made by JSAM and restore the original
copy of the etc/hosts file, users must uninstall the JSAM client using
settings in the Preferences > Applications page of the end-user
console. To re-enable the change, they need to reboot.

¢ You can also use the restore system settings script. However, the
restore system settings script cannot restore the hosts file
successfully if you log in as a different user from the one that
originally launched JSAM.

In the Client Loopback IP field, provide a static loopback address. If you do
not provide a static IP loopback address, the system assigns an IP loopback
address dynamically.

In the Client Port field, enter the port on which JSAM should listen for client
application connections. Typically, the local port value is the same value as
the server port; the local port value usually only differs for Linux or
Macintosh non-root users who want to add applications for port forwarding
that use ports under 1024.

6. Click Save Changes.

4. Select the Allow JSAM to dynamically select an available port if the specified client port is

in use check box if JSAM is listening for multiple hosts on the same port and you want JSAM to

select an available port when the client port you specify is taken. The client application must

allow you to specify the port number for the connection in order to use this option.
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5. Select the Create an access control policy allowing SAM access to these servers check box
to enable access to the list of servers specified in the Server column (enabled by default).

NODEB&-SULTHAN/ RESOURCE PROFILES/ CLIENT APPLICATIONS

New Client Application Resource Profile & JSAM Port Forwarding

Resource > TrRE* . [ Server Name * ]
JSAM i
APPLICATION" [ Server Port * ]
Custom
[ — ] [ Client Loopback IP ]
[ Client Port ]

Description

JSAM secures traffic destined for the following server(s). It listens for this traffic on a local
(valid loopback addresses are 127.0.01 or 127.0:10.x &nd higher). JSAM will automatically ch
sddresses if you leave them blank. If you leave the Client Port blank, JSAM will use the Sen

Search Q

#

O Server Name Server Port | Client Loopbac

®

No Data Avallable

Create an access control policy allowing SAM access to these servers

] Allow JSAM to dynamically select an available port if the specified client port is

Cancel
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¢ Lotus Notes - Select this option to intermediate traffic from the Lotus Notes fat client
application. Then, in the Autopolicy: SAM Access Control section, create a policy that
allows or denies users access to the Lotus Notes server:

1. Ifitis not already enabled, select the Autopolicy: SAM Access
Control check box.

2. Inthe Resource field, specify the application server to which this
policy applies. You can specify the server as a fully-qualified
hostname or an IP/netmask pair. For example, if the fully-qualified
hostname is notes1.yourcompany.com, add
notes1.yourcompany.com and notes1 to the Resource field.

3. From the Action list, select Allow to enable access to the specified
server or Deny to block access to the specified server. Click Save
Changes.

You can only use JSAM to configure access to one Lotus Notes
application per user role.
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NODEBE-SULTHAN/ RESOURCE PROFILES/ CLIENT APPLICATIONS

New Client Application Resource Profile (& SAM Access Control
Resource > TYPE® . [ Resource ]
15AM i
[...L.m..- ) } e ] @
Lotus Notes.
[rame- }

‘ Description

Autopolicy- SAM Access Control

Use this policy to control access to spplication servers.

Search qQ

[m]

L | Resource | Action

®

No Data Available

Cancel
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¢ Microsoft Outlook - Select this option to intermediate traffic from the Microsoft Outlook
application. Then:

1. Enter a unique Name and optionally a Description for the resource
profile.

2. Enter the Hostname for each MS Exchange server in the Servers field.
For example, if the fully-qualified hostname is
exchangel.yourcompany.com, add exchangel.yourcompany.com to
the Servers field.

¢ You must enter the full name of the servers in this field since
the system creates direct one-to-one mappings between the
servers you enter here and IP addresses in the etc/hosts file.
For more information about registry changes made by JSAM,
see the Client-side Changes Guide on the Global Support
Center.

e The system does not support Outlook through SVW, since
Outlook applications require HKLM registry key changes.

3. Select the Create an access control policy allowing SAM access to
these server check box to enable access to the server specified in the
previous step (enabled by default).

o You can only use JSAM to configure access to one Microsoft
Outlook application per user role.
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MNODEBE-SULTHAN/ RESOURCE PROFILES/ CLIENT APPLICATIONS
New Client Application Resource Profile &

Resource > TrRE® »
[ 15AM i J

APPLICATION™ .
Microsoft Outlook i

= )

Description

Servers * @

Create an access control policy allowing SAM access 1o these servers
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¢ NetBIOS file browsing - Select this option to tunnel NetBIOS traffic through JSAM. Then:

1.

Enter a unique Name and optionally a Description for the resource
profile.

Enter the fully-qualified Hostname for your application servers in the
Servers field.

¢ You must enter the full name of the servers in this field since

the system creates direct one-to-one mappings between the
servers you enter here and IP addresses in the etc/hosts file.
For more information about registry changes made by JSAM,
see the Client-side Changes Guide on the Global Support
Center.

If you want to enable drive mapping on a Windows client
machine, use the standard NetBIOS file browsing option.
When you do, JSAM automatically modifies the registry to
disable port 445 on Windows machines, which forces
Windows to use port 137, 138, or 139 for drive-mapping.
Windows users need to reboot one time to enable the registry
change to take effect.

3. Select the Create an access control policy allowing SAM access to

these server check box to enable access to the server specified in the
previous step (enabled by default).

You can only use JSAM to configure NetBIOS file browsing once per
user role.
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NODESE-SULTHAN/ RESOURCE PROFILES/ CLIENT APPLICATIONS
New Client Application Resource Profile @

Resource > Trre* ..
JSAM i

APPLICATION™ W
NetBIOS File Browsing i

C= )

Description

Servers * @

Create an access control policy allowing SAM access to these servers

6. Click Save Changes.

PSAM Destinations

When you create a PSAM destination network resource profile, the PSAM client intercepts requests
from processes running on the client to internal hosts. When destinations (using either IP address or
hostnames) are configured on the system, all DNS and NetBIOS names are resolved through the

system.
To create a PSAM destination network resource profile:
1. Navigate to Users > Resource Profiles > SAM > PSAM Destinations.
2. Click '+', enter a unique Name and optionally a Description for the resource profile.

NODE@E-SULTHAN/ RESOURCE PROFILES

PSAM Destinations Resource Profiles @

s a 26z @

# Resource Profile | Roles == Supporting Policies

O
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3. Inthe PSAM Destinations section, click '+, specify which servers you want to secure using PSAM.
You can specify the servers as hostname or IP/netmask pairs. You may also include a port. and

click Save Changes.

4. Select the Create an access control policy allowing SAM access to this server check box to
enable access to the server specified in the previous step (enabled by default).

5. Click Save Changes.

NODES&-SULTHAN/ RESOURCE PROFILES/ PSAM DESTINATIONS ti natlon
New PSAM Destination Resource Profile ® Des

Resource > [Destination ] O
Name *
Description
Save Changes
[ | # | Destination

®

Mo Data Avallable

("] Create an access control policy allowing SAM access to these servers

Secure Mail

To use Secure Mail for iOS devices, you must enable it at the role level and then create a resource
profile that specifies the Exchange server and encryption settings. You must also obtain and import an
S/MIME certificate.

To define the Secure Mail resource profile:
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1. Navigate to Users > Resource Profiles > Mobile.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 445 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

2. Specify the information in the following table:

NODEBE-SULTHAN/ SECURE MAIL

Secure Mail
Secure Mail > This section configures an Exchange Server to proxy connections through this device. The mobile device
must be on-boarded to use the features listed here {on-boarding reguires suthentication and will install a
. mail profile).
S/MIME Certificates
[ Virtual Hostname ] @ [ Exchange Server ] @
Description

The configuration options below will apply only for the devices that are onboarded via Ivanti Connect

Secure.
= Jo
= JKe)

Secure Mall Optlons:
"] Encrypt Body
The SMIME certificate will be used for encryption.

("] Encrypt Attachments

FILE EXTENEIONE
-bmp;.cev; .doc; docx; ht

®

] Allow Outbound E-mail Attachments

MOTE: This is 8 "preview feature”. This feature currently entitles you to test and manage up to 15 mailboxes
on Apple 05 devices (This message is not applicable for Pulse WorkSpace onboarded devices).

Secure Mail Settings

Setting Guidelines

Virtual Hostname Enter a hostname alias for the Exchange server, and update your
DNS server to map the alias to the IP address of Ivanti Connect
Secure. The name must be unique among all virtual hostnames.
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Setting

Guidelines

For example, if the virtual hostname is email.com,
and the backend URL is
https://mail.pulsesecure.net:8080, a client request
to https://email.com/test1 via lvanti Connect
Secure is converted to
https://mail.pulsesecure.net:8080/test1. The
response to the converted request is sent to the

client web browser.

Exchange Server

Enter the URL and port number of the Microsoft Exchange
server, such as https://mail.pulsesecure.net:379. If the port
number is omitted, it defaults to 80.

Description

Description of the Exchange server (optional).

Username

Select one of the following to specify the e-mail account format
used by the Exchange server:

* None: Inserts the <USER> variable for the user's login
name for Ivanti Connect Secure (the default).

» Exchange 2007/2010/2013: Inserts the
<NTDOMAIN> <USER> variables to include the user's
domain before the login name.

 Office 365: Inserts <USER>@domain.com, and you can
enter the appropriate domain, such as
<USER>@pulsesecure.net.

Secure Mail Options

Select one or more of the following encryption options:

* Encrypt Body: Encrypts the body of the e-mail using an
S/MIME certificate. The encrypted e-mail body can be
viewed by any native e-mail client.

Graphics embedded in the encrypted e-
mail body are displayed twice on iOS

devices.
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Setting

Guidelines

* Encrypt Attachments: Encrypts the e-mail attachments
using a key generated by Ivanti Connect Secure.
Encrypted attachments, which must be opened with
Ivanti Mobile Client, are identified by a pulsesecure file
extension, such as report.pdf. pulsesecure. The encrypted
file types are listed in the File Extensions text box,
separated by semicolons. You can add or delete file
extensions from the list.

If you add .gif, .jpeg, .jpg, .png or .htm to
the list of encrypted file types, graphics
embedded in the e-mail body are not
displayed correctly on iOS devices.

e Allow Outbound E-Mail Attachments: Decrypts
attachments before forwarding an e-mail to an external
account. If this option is not selected, e-mails are
forwarded without attachments and include a note
indicating that attachments were removed.

If you change the encryption settings,
onboarded devices must be re-onboarded
to obtain the new settings.

3. Click Save Changes.

S/MIME Certificate

If you enable Secure Mail, an S/MIME is required for each client device. You can generate an S/MIME

certificate for each device or use a global certificate for all devices by requesting an S/MIME certificate

from a Certificate Authority (CA) and importing the certificate and private key to lvanti Connect Secure.

To generate or import an S/MIME certificate:
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1. Navigate to Users > Resource Profiles > Mobile > S/MIME Certificate.

NODEAE-SULTHAN/ S/MIME CERTIFICATES

SMIME Certificates ()

Secure Mail EMIME CERTIFIGATES. .
Ugpload and Use Single Global Certificate

Import Cerificate & Key

The following SMIME certificate is used to encrypt the e-mail body. The settings for Secure Mail are also a
prerequisite for profile generation.

3/MIME Certificates >

Issued To: M/A
Issued By- M/A
Valid: M/A
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2. Specify one of the following options:

S/MIME Certificate Settings

Setting Guidelines
Generate per User Select this option to use the SCEP server and a CSR template to
Certificate generate a certificate for each client. Select a CSR template from

the Use Certificate Template list. To create a CSR template, see
Configuring Enterprise Onboarding.

Upload and Use Single Select this option to use the same certificate for all client

Global Certificate devices. Click Import Certificate & Key, click file field in one of
the following forms to locate the certificate file, enter the
password key if the file is encrypted, and then click Import.

* If certificate file includes private key: When the
certificate and key are contained in one file.

* If certificate and private key are separate files: When
the certificate and key are in separate files.

* Import via System Configuration file: When the
certificate and key are contained in a system
configuration file that has been exported from Ivanti
Connect Secure.
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NODEGE-SULTHAN/ S/MIME CERTIFICATES
Import Certificate and Key

Use one of the forms below to import an existing certificate and its coresponding g

If certificate file includes private key

& ]

o file chogan

[ Password Key ] IMPORT

If certificate and private key are separate files

& ]

o fils ohosan

PRIVATE KEY FILE ]
Mo fils chosan
[ Password Key ] IMPORT

Import via System Configuration file

All SMIME Certificates will be imported and edded to the existing certificates.

[ EWETEM SOHFIGURATION FILE ]

o fils ohosan

[ Password Key ] IMPORT

Resource Policies

A resource policy is a system rule that specifies resources and actions for a particular access feature. A
resource is either a server or file that can be accessed through the system, and an action is to "allow" or
"deny" a resource or to perform or not perform a function. Each access feature has one or more types of
policies, which determine the system's response to a user request or how to enable an access feature.
You may also define detailed rules for a resource policy, which enable you to evaluate additional
requirements for specific user requests.

You can create the following types of resource policies through the Resource Policies pages:
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¢ Web Resource Policies - specify the Web resources to which users may or may not browse.
They also contain additional specifications such as header caching requirements, servers to
which java applets can connect, code-signing certificates that the system should use to sign java
applets, resources that the system should and should not rewrite, applications for which the
system performs minimal intermediation, and single sign-on options.

¢ File Resource Policies - specify the Windows, UNIX, and NFS file resources to which users may
or may not browse. hey also contain additional specifications such as file resources for which
users need to provide additional credentials.

e Secure Application Manager Resource Policies - allow or deny access to applications
configured to use JSAM or PSAM to make socket connections.

¢ Terminal Services Policies - allow or deny access to the specified Windows servers or Citrix
Metaframe servers.

¢ VPN Tunneling Resource Policies - allow or deny access to the specified servers and specified
IP address pools.

e HTML5 Access Resource Policies - allow or deny clientless to terminal servers using
RDP/SSH/Telnet protocols.

o You can also create resource policies as part of the resource profile configuration process. In
this case, the resource policies are called "advanced policies."

Resource policies are an integral part of the access management framework, and therefore are available
on all lvanti Connect Secure products. However, you can access only resource policy types that
correspond to your licensed features.
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Resource Policies (&)

Resource policies enable or disable access to specific types of resources. Resource policies also include low-level rules specifying how the device handles requests

Web
Web Policies Enable/disable Access to Web R Such as Intranet or internet Pages.

@» AccessControl 1 ‘9@ SSo (Single Sign-on) 1 £ Caching 0
Enable/disable zccess 1o web Enable/disable Signle sign-on Specify rules for content-
resources form the device to protected caching headers

resources
Files

Files Policies Enable/disable Access to Network file systems and directories

@ Access Control 1 .9@ S50 (Single Sign-on) O = Compression1
Enable/disable access to web Enable/disable Signle sign-on Specify content to compress
resources form the device to protected using GZIP compression
resources
Other
Other Policies
SAM O »_ Terminal Services O alx VPN Tunneling O HTMLS5 Access 0
SAM policies enable/disable Terminal Services Policies VPN Tunneling Policies HTML3S Access resource
accesss to client-server enable/disable access to enalblefdisable intermediation policies enablefdisable
application windows and citrix terminal of user traffic through tunnels clientless to terminzl servers
SErvers using RDP/55H/telnet protocols

Ivanti Secure Access Client Connections

An Ivanti Secure Access component set includes specific software components that provide Ivanti

Secure Access Client connectivity and services.

ICS-BNG
Ivanti Secure Access Client Connections (5)

> An Ivanti Secure Access Client connection set determines client settings and

Connections
provides a listing of available connections for users.

Components
ASSUME OWNERSHIP UPDATE CLIENTS

RECORDS PER PA...

Search Q 10 ~ @ [E
A Last
#
) ‘ Name ‘ Description | Owner ‘ Modified
O Default Default Ivant 91r141.... 2022-09...

Ivanti Secure Access Client Connection Set Options

The following items apply to all connections in a connection set.
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¢ Allow saving logon information: Controls whether the Save Settings check box is available in
login dialog boxes in Ivanti Secure Access Client. If you clear this check box, Ivanti Secure Access
Client always requires users to provide credentials. If you select this check box, users have the
option of saving their credentials.

¢ lvanti Secure Access Client can retain learned user settings: These settings are retained securely
on the endpoint, evolving as the user connects through different Ivanti servers. Ivanti Secure
Access Client can save the following settings:

o Certificate acceptance

e Certificate selection

¢ Realm

e Username and password

¢ Proxy username and password

e Secondary username and password

Role

¢ VPN only access: When lvanti Secure Access Client connects to Ivanti Connect Secure having lock
down mode enabled, it will enable lock-down mode and block network if VPN is not in
connected state.

When VPN only access option is enabled, the Enable captive portal detection and Enable
embedded browser for captive portal will be automatically checked and cannot be edited.

¢ Display splash screen: Clear this check box to hide the Ivanti Secure Access Client splash screen
that normally appears when Ivanti Secure Access Client starts.

e Dynamic certificate trust: Determines whether users can opt to trust unknown certificates. If you
select this check box, a user can ignore warnings about invalid certificates and connect to the
target Ivanti server.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 454 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

¢ Dynamic connections: Allows connections within this connection set to be automatically updated
or added to Ivanti Secure Access Client when the user connects to lvanti Connect Secure through
the user Web portal, and then starts Ivanti Secure Access Client through the Web portal
interface. Dynamic connections are created as manual rather than automatic connections, which
means that they are run only when the user initiates the connection or the user browses to a
Ivanti server and launches Ivanti Secure Access Client from the server's Web interface.

If dynamic connections are disabled, and the user logs in through the Web portal of a Ivanti
server that is not already included in lvanti Secure Access Client's connection set, then starting
Ivanti Secure Access Client from the Web portal does not add a new Ivanti Secure Access Client
connection for that lvanti server. If you choose to disable dynamic connections, you can still
allow users to manually create connections by enabling Allow User Connections.

e Enable captive portal detection: To detect the presence of a captive portal hotspot enable this
option. It can be applied only to Ivanti Connect Secure and Ivanti Policy Secure (L3) connections.

¢ Enable embedded browser for captive portal: When enabled, Ivanti Secure Access Client uses an
embedded web browser that the end user can use to traverse captive portal pages and to gain
network connectivity for establishing a VPN connection. This applies only when captive portal
detection is enabled.

* Enable embedded browser for authentication: When enabled, lvanti Secure Access Client uses an
embedded browser for web authentication, rather than external browser.

¢ FIPS mode enabled: Enable FIPS mode communications for all lvanti Secure Access Client

connections in the connection set. The Federal Information Processing Standard (FIPS) defines
secure communications for the U.S. government. When a Ivanti Secure Access Client connection
is operating in FIPS mode, FIPS On appears in the lower corner of the lvanti Secure Access Client
interface. If your Ivanti Connect Secure hardware does not support FIPS mode operations, FIPS
mode configuration options are not present in the admin console interface. FIPS mode
operations are supported on PSA-V Series Ivanti Gateways and some SA series appliances. The
device must be running Ivanti Policy Secure R5.0 or later or Ivanti Connect Secure R8.0 or later.

e Prevent caching smart card PIN: Enabling this field will allow system administrators to prevent
smart card PIN values from being cached. This feature is applicable only to Windows.
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e Wireless suppression: Disables wireless access when a wired connection is available. If the wired
connection is removed, Ivanti Secure Access Client enables the wireless connections with the
following properties:

e Connect even if the network is not broadcasting.
e Authenticate as computer when computer information is available.

¢ Connect when this network is in range.

Creating a Client Connection Set for Ivanti Connect Secure
To create a Ivanti Secure Access Client connection set:
1. Select Users > lvanti Secure Access Client > Connections.

2. Click '+' to create a new connection set.
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3. Enter a name and, optionally, a description for this connection set.

MCS-ENG/ IVANTI SECURE ACCESS CLIENT/ CONNECTIONS

New Connection Set (O

Connection Set

Name

‘ Description

Cwags LAST MIO LD

Always-on vpn wizard

CONFIGURE ALWAYS-ON VPN USING WIZARD

Options
Name

Always-on lvantl Sacure Access Cliant
Poox

2022:10-2703:38:25UTC

o
VASPHVUEUNSOFECTS

- P
Secure Aooess Chart corractone. servoss o wfteers.

VPN only access
Wiran e S A Uiart L=

% wal ortar k- ¥t wery oy

DOANTTON 1 1 SONMATIAD SIS UMY 1§ SSCWSD 1 DOMTHE OF
T et 208 ke D

Allow saving logon information
Etites

prasrra—

-

Allow user connections
Alcrwy e 15 reete COTTeTtone Ve e hare Seoure Acoees Ciert UL

Display Spiash Screen

Dynamic certificate trust
Comtrole whatrar Lamrs My S30RCE 10 11l UrENwn CrtSoates

Dynamic connections

EAP Fragment Size

Mauimum mume of Dytes in an AP0l meveag 1rom 1 obant for 302 14 orrotons. Rangs: 40 - 3000 ovise.

| Cancal |

Engine for suthentication embedded browser on Windows Microsoft Edge
FIPS mode enabled O
Malrra - ~ ~
Enabie FIDOZ UZF for SAML suthentication
bt Docrs Bcrvtws Chort w1 woe for for TAML strern omtn fox koartts Froveon et meports Vet FI00Z LD
Wireless suppression D
. e ————y == - D ]
Prevent caching smart card PIN 0
= ——

Save Changes
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4. Under Options, select or clear the following check boxes:

e Allow saving logon information: Controls whether the Save Settings check box is
available in login credential dialog boxes in Ivanti Secure Access Client. If you clear this
check box, Ivanti Secure Access Client always requires users to provide credentials. If you
select this check box, users have the option of saving their credentials.

¢ Allow user connections: Controls whether connections can be added by the user
through the Ivanti Secure Access Client interface.

« Display splash screen: Clear this check box to hide the Ivanti Secure Access Client splash

screen that normally appears when Ivanti Secure Access Client starts.

e Dynamic certificate trust: Determines whether users can opt to trust unknown
certificates. If you select this check box, a user can ignore warnings about invalid
certificates and connect to the target Ivanti server.

¢ Dynamic connections: Allows new connections to be added automatically to lvanti
Secure Access Client when the user logs into a lvanti server through the server's Web
portal, and then starts Ivanti Secure Access Client though the Web portal interface.

¢ FIPS mode enabled: Enable FIPS mode communications for all lvanti Secure Access Client
connections in the connection set. The Federal Information Processing Standard (FIPS)
defines secure communications for the U.S. government. When a Ivanti Secure Access
Client connection is operating in FIPS mode, FIPS On appears in the lower corner of the
Ivanti Secure Access Client interface.

* Wireless suppression: Disables wireless access when a wired connection is available.
Wireless suppression occurs only when the wired connection is connected and
authorized.

5. Under Connections, click '+' to define a new connection.

6. Enter a name and, optionally, a description for this connection.
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7. Select a type for the connection and then specify the connection. Type can be any of the

following:

¢ Policy Secure (802.1X): Select this type if the connection establishes connectivity to an

802.1X wired or wireless device.

¢ Connect Secure or Policy Secure (L3): Select this type to define a connection for Ivanti

Connect Secure or lvanti Policy Secure.

8. The connection configuration options that appear depend on the connection type you select.

After you have created the client connection set:
e create a client component set and select this connection set.

e open this saved connection set and create sub connection set for it.

Creating a Client Component Set for Ivanti Connect Secure
To create a Ivanti Secure Access Secure Client component set:
1. Select Users > lvanti Secure Access Client > Components.

2. Click '+' to create a new component set.

ICS-BNG/ IVANTI SECURE ACCESS CLIENT/ COMPONENTS
New Component Set ()

Ivanti Secure Access Client component set consists of the list of client components and a lvanti Secure Access Client connection set.
Click here to create new Ivanti Secure Access Client connection set.

Name

Description

[ conmeCTION SET
| None

AT SECURE ACCESS CLIENT COMPONENTS
| v
All components

Client component opuons affect Wel-based nstallations
aniy.

For 8 preconfipuried Installer, specily components as part of
the MSIEXEC command.

Cancel |

Save Changes
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If you have not yet created a client connection set, select Users > Ivanti Secure Access Client >
Connections and create a new connection set. Or you can use the default client configuration,
which permits dynamic connections, and allows Ivanti Secure Access Client to automatically

connect to lvanti Policy Secure or Ivanti Connect Secure.

Specify a name for the client component set.

(Optional) Enter a description for this client component set.

Select a connection set that you have created, or use the default connection set.

For Ivanti Secure Access Client components, select one of the following options:
e All components: Supports all lvanti Secure Access Client connection types.

¢ No components: Updates existing lvanti Secure Access Client configurations, for example,
to add a new connection. Do not use this setting for a new installation.

Click Save Changes.

. After you create a component set, distribute Ivanti Secure Access Client to users through a role.
When users access the role, the installer automatically downloads to the endpoint. The installer
components and connections are applied to the endpoint client.

e If client connections associated with the component set for a role are changed even
though the list of components has not, the existing configuration on the endpoint is
replaced immediately if the endpoint is currently connected, or the next time the

endpoint connects.

e If a useris assigned to multiple roles and the roles include different component sets, the
first role in an endpoint’s list of roles is the one that determines which client (component
set) is deployed.

Manage Ivanti Secure Access Client Versions

This feature is supported for lvanti Secure Access Client on macOS and Windows, and supported for iOS
Mobile Client and Android Mobile Client also.

This feature allows admin to configure a minimum client version. If the client has version lower than the

configured minimum version, then the ICS server will reject the client connection.

If the client is older than the configured minimum client version, then ICS gateway will reject the

connection. User can upgrade it later through browser or SCCM server.

To enable this feature on Ivanti Connect Secure:
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1. From the admin console, select Users > Ivanti > Components.

2. Select the Enable minimum client version enforcement check box (see ). The following options

appear:
e lvanti Secure Access Desktop Clients
¢ Android Mobile Clients

¢ iOS Mobile Clients

Enterprise Onboarding

Enterprise onboarding allows users to securely access enterprise network resources with almost any
device. WiFi, VPN and certificate profiles can be defined for enterprise resources and downloaded to a

device during onboarding, depending on the device type.

The profiles can be defined on a single Ivanti Connect Secure server dedicated to onboarding or they
can be defined on each server. Alternatively, the profiles can be defined on a third-party MDM server, in
which case users will see a link and instructions on the onboarding page to continue onboarding using

the external MDM server.

Onboarding is initiated from the browser. The supported profiles depend on the device type and
whether the lvanti Secure Access Client is installed. Device Onboarding Profile supports:

e Android 4.0 or later: Supports all profiles, but the Ivanti Secure Access Client must be installed

during onboarding.
e i0OS 6.0 or later: Supports all profiles (Safari browser).

e Windows 7.0, 8.0, and 8.1: Supports WiFi and certificate profiles (IE, Firefox, or Chrome browser).
The Ivanti Secure Access Client onboarding application must be installed during onboarding.
Windows 8 RT and Windows 8 Phone are not supported.

¢ MAC OS X: Supports WiFi and certificate profiles (Safari browser).

Enterprise onboarding is enabled in the user role, and each profile can be applied to all user roles or
specific roles. The SCEP server and CSR templates allow certificates to be generated dynamically for

device and server authentication.

Defining the SCEP Server

The Simple Certificate Enrollment Protocol (SCEP) server configuration and CSR templates allows each

client device to dynamically obtain certificates for authentication.
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To define the SCEP server:
1. Log into the nSA as a Tenant Admin.

2. From the ICS menu, click the Gateway > Gateway List and then select any standalone ICS
Gateway.

3. Navigate to Users > Enterprise Onboarding.

EADHIRPSA3K/ ENTERPRISE ONBOARDING/ SCEP CONFIGURATION

SCEP Configuration

SCEP Configuration > ] @
CSR Templates ] @
VPN Profiles ] @
WiFi Profiles ]
Certificate Profiles
Secure mail Upload Encryption Certificate ~
FlLEnanE @ | Manually upload the encryption certificate or run Test Configuration below
withTest Enroliment to upload it automatically.
Used to encrypt the requesta to SCEP Server
Response Signing Certificate Response Signing Certificate
Issusd To Version Serisl Number
N/A N/A N/A
Issued By: Signature Algorithm
N/A N/A
Valid Thumbprint Algorithm Thumbprint
N/A N/A N/A

/! Test Connectivity
Test Configuration
] Test Enroliment

Save Changes

4. Enter the URL for the SCEP server.

5. Specify the password required by the SCEP server.

6. Specify the number of attempts to access the server when the first attempt fails.
7. Specify the number of seconds between retry attempts.

8. Click Browse to upload the certificate used to encrypt SCEP requests. To upload the certificate
automatically, select the Test Enroliment check box, select a CSR template, and click Test
Configuration.

9. Click Save Changes.
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Defining CSR Templates

If the SCEP server is configured, the Certificate Signing Request (CSR) templates can be used in the VPN,
WiFi, and certificate profiles to allow each onboarded device to dynamically obtain certificates for
authentication on all mobile devices. Up to 10 templates can be defined.

To define CSR templates:

1. Navigate to Users > Enterprise Onboarding and select CSR Templates.

EADHIRPSA3K/ ENTERPRISE ONBOARDING/ CSR TEMPLATES
New Certificate Signing Request Template (©)

i Name O]

[Subject DN* ] ®©

[ Email }
SUBJECT ALTERNATIVE NAME TYPE

(Ve v] @

[ Subject Alternative Name Value }
KEYSIZE

[ 2048-bit V] ®

2. Click '+' to add a new template.
3. Enter a unique template name.

4. Specify the subject distinguished name. For example:
CN=<USERNAME>,OU=Engineering=Ivanti

5. (Optional) Specify an email address with the <USER> variable, such as <USER>@ivanti.com.
6. Select an alternative name type if the CA requires an alternative subject name.

7. Specify one or more values for the selected alternative name type. Multiple values must be
separated by a comma or space.

8. Select the key size used by the SCEP server.

9. Click Save Changes.

Defining VPN Profiles

VPN profiles provide Android and iOS devices with secure access to enterprise networks. One or more
VPN profiles can be assigned to specific user roles or to all roles. Up to 10 profiles can be defined.
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To define VPN profiles:

1. Navigate to Users > Enterprise Onboarding and select VPN Profiles.

EADHIRPSASK/ ENTERPRISE ONEQARDING/ VPN PROFILES

New VPN Profile &

= o

Description

Apply to Client Types
[ 108 [ Android

[ Server URL* ] @
[ Realm ] [ Role ]
AUTHENTICATION METHOD
Username .
[ ] [ Password ]
Roles

"Enterprise Onboarding’ in the Role must be enabled in order for this policy to take effect.

ROLES -

Policy spplies to ALL roles .
Available Roles 9 Selected Roles O
] Select Al ] Select Al

] Android_CloudSecure_Role
] CloudSecure Remed_Role
| CTX_User

] Ecp_CloudSecure_Role

I!

/N Noltems
] i05_CloudSecure_Role =

| Mac_CloudSecure_Role
| Outlook Anywhere User Role
| Users

] Windows_CloudSecure_Role

Save Changes !

2. Click '+'to add a new VPN profile.

3. Enter a unique name for the VPN profile.

4. (Optional) Enter a description of the VPN profile.

5. Select the device types the profile applies to (Android and iOS only).

6. Specify the URL of the VPN server.
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7. Specify the realm name. The realm is required only if the sign-in URL has the User picks from a
list of authentication realms option enabled.

8. Specify the user role. The user role is required if the role mapping rules for the user realm specify
multiple roles and the User must select from among assigned roles option is enabled.

9. Specify the <USER> variable for the user name.
10. Select Password or Certificate for the user authentication method.
11. Select one of the following options:
e Policy applies to ALL roles - To apply this profile to all users.

e Policy applies to SELECTED roles - To apply this profile only to users who are mapped to
roles in the Selected roles list. Make sure to add roles to this list from the Available roles
list.

e Policy applies to all roles OTHER THAN those selected below - To apply this profile to all
users except for those who map to the roles in the Selected roles list. Make sure to add
roles to this list from the Available roles list.

12. Click Save Changes.

Defining WiFi Profiles

WiFi profiles provide Android, iOS, MAC OS X, and Windows devices with secure access to wireless
networks. One or more WiFi profiles can be assigned to specific user roles or to all roles. Up to 10
profiles can be defined.

To define WiFi profiles:
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1. Navigate to Users > Enterprise Onboarding and select WiFi Profiles.

EADHIRPSASK [ ENTERPRISE ONEQARDING S WIFI PROFILES

New WiFi Profiles (&

= Jo

Description

Apply to Client Types
@ 03

& Android

Mac O3 X
Windows

= o

] Non-Broadcast S3ID
] Auto Connect

Mot applicable for Android clientz.

SECURITY TYPE .
NONE i

Roles
*Enterprise Onboarding' in the Role must be enabled in order for this policy to take effect.

ROLEE .

Policy applies to ALL roles ‘
Available Roles 9 Selected Roles O
[[] Select Al [[] Select Al

[T Android_CloudSecure_Role
[C] CloudSecure_Remed_Role
[ €TX_user

(] Ecp_CloudSecure_Role

[ i0S_CloudSecure_Role & e
[C] Mac_Cloud3ecure_Role

(] Outlook Anywhere User Role

[ users

[C] Windows_CloudSecure_Role

2. Click '+' to add a new WiFi profile.
3. Enter a unique name for the WiFi profile.

4. (Optional) Enter a description of the profile.
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10.

11.

12.

13.

14.

15.

Select the device types the profile applies to (Android, iOS, MAC OS X, and Windows).
Specify the server set ID of the wireless network.

Select the Non-Broadcast SSID check box if the wireless network does not broadcast its
identity.

Select the Auto Connect check box to connect the client automatically when the network is
detected (not supported by Android clients).

Select the type of authentication used by the network, and specify the password or enterprise

settings, as required.

For the WPA Enterprise and WPA2 Enterprise security types, select the supported EAP protocols
and specify the associated authentication settings.

The PEAP protocol is supported by all clients. Specify inner authentication method, username
and password, outer identity, Trusted Server name, Trusted CA certificate.

The EAP-TLS protocol is supported by all clients. Specify User name, CSR template, IP address or
FQDN name, Trusted CA certificate.

The TTLS protocol is supported by all clients. Specify inner authentication method, username and
password, Trusted Server name, Trusted CA certificate.

Select a role from Policy applies to ALL roles, Policy applies to SELECTED roles, Policy applies to
all roles OTHER THAN those selected below.

Click Save Changes.

Defining Certificate Profiles

Certificate profiles specify the device certificates sent to each client device during onboarding. Up to 10

profiles can be defined.

To define certificate profiles:
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1. Navigate to Users > Enterprise Onboarding and select Certificate Profiles.

EADHIRPSASK ENTERPRISE ONEQOARDING/ CERTFICATE PROFILE

Certficate profile

= Jo

Diescription

Apply to Client Types
i0S

Android

Mac OS X
Windows

[C] Import and Use Global Certificate

(] Import and Use CA Certificate

[C] Generate per User Certificate

Roles
Enterprise Onbosrding' in the Role must be enabled in order for this policy to take effect.

ROLES "
Paolicy applies to ALL roles ’
Available Roles 9 Selected Roles 0
Select Al Select Al

Android_CloudSecure_Role
CloudSecure_Remed_Role

CTX_User

i
Ecp_CloudSecure_Role

/N Noltems
i0S_CloudSecure_Role &

Mac_CloudSecure_Role
OQutlook Anywhere User Role
Users

Windows_CloudSecure_Role

Save Changes

2. Click '+' to add a new certificate profile.
3. Select the device types the profile applies to (Android, iOS, MAC OS X, and Windows).

4. Select the Import and Use Global Certificate option to use the lvanti Connect Secure global
certificate to authenticate the client device. Click Import Certificate & Key, click Browse to
locate the certificate file, and then click Import.
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5. Select the Import and Use CA Certificate option to import any CA certificate (public Root CA,
private Root CA, public intermediate CA, or private intermediate CA). These CA's can be used in
WiFi profiles and must be downloaded to the client devices. Click Import and Use CA Certificate,
click Browse to locate the certificate, and then click Import CA Certificate.

6. Select the Generate per User Certificate option to use the SCEP server and a CSR template to
generate a certificate for each client. Select a CSR template from the Use Certificate Template list.

7. Select a role from Policy applies to ALL roles, Policy applies to SELECTED roles, Policy applies to
all roles OTHER THAN those selected below.

8. Click Save Changes.

Defining Secure Mail

To define secure mail:

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 469 of 534


http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

1. Navigate to Users > Enterprise Onboarding and select Secure Mail.

EADHIRPSAIK [ SECURE MAIL

Secure Mail
Secure Mail

S5/MIME Certificates

>

This section configures an Exchange Server to proxy connections through this device. The mobile device
must be on-boarded to use the festures listed here (on-boerding requires authentication and will install a
mail profile).

[\l‘inual Hostname ] @ [E)(changeSewer ] @

Description

The configuration options below will apply only for the devices that are onboarded via Ivanti Connect
Secure.

[ INSERT VALUE FOR SERVER . ] @
UEERMAME
ES @

Secure Mall Options:
() Encrypt Body
The SMIME certificate will be used for encryption.

[C] Encrypt Attachments

FILE EXTENEIONE
Jbmp; cav; doc;.docx; ht

®©

[C] Allow Outbound E-mail Attachments

NOTE: This is & "preview festure™. This festure currently entitles you to test end manage up to 13 mailboxes
on Apple iOS devices (This message is not applicable for Pulse WorkSpece onboarded devices).

For the configuration details, see "Secure Mail" on page 444.
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ICS Gateway Administration

« "Introduction" below

«  "Viewing Admin Authentication Methods" on the next page

*  "Viewing Admin Authentication Policies” on page 473

»  "Creating Admin Policies" on page 474

e "Creating Admin Rules and Admin Groups" on page 476

« "Associating Admin Groups with Admin Roles" on page 482

« "Role-based Access Control for Admin Users" on page 485

«  "Workflow: Creating a Local Authentication Policy" on page 489

«  "Workflow: Creating a SAML Authentication Policy With Azure AD and SAML(Custom)” on
page 495

Introduction

After you have logged into the nSA for the first time, you can create authentication methods and
apply them to the authentication policies you define in your nSA deployment. You then apply an
authentication policy, together with admin rules, to a admin group. A admin group forms part of a
Secure Access Policy.

To view admin authentication methods currently defined on the nSA, see "Viewing Admin
Authentication Methods" on the next page. To view user authentication policies, see "Viewing Admin
Authentication Policies" on page 473.

This chapter includes workflows for configuring admin authentication according to each supported
authentication type. nSA supports the following types:

¢ Local authentication: An authentication system that is internal to the nSA. You must create all
users manually on the nSA, and update any required authentication policies. see "Workflow:
Creating a Local Authentication Policy" on page 489.
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¢ Azure AD SAML authentication: An existing remote SAML authentication system based on an
Azure AD server. See "Workflow: Creating a SAML Authentication Policy With Azure AD and
SAML(Custom)" on page 495.

¢ SMAL Custom: An customized remote SAML authentication system based on an on-premises
ICS server. See "Workflow: Creating a SAML Authentication Policy With Azure AD and SAML
(Custom)" on page 495

After you have created the required authentication method and updated your admin authentication
policies, you create admin rules and admin groups, see "Creating Admin Rules and Admin Groups" on
page 476

Optionally, you can associate each admin group with an admin role, see "Associating Admin Groups
with Admin Roles" on page 482.

Viewing Admin Authentication Methods

To view the admin authentication methods defined on the nSA, click the Administration icon in the
nSA menu, then select Admin Management > Authentication Server.

The Admin Authentication page appears, showing all admin authentication methods:

Admin Authentication (©

ADMIN AUTHENTICATION

4 AUTHENTICATION METHOD(S) ADD
| AUTHENTICATICON SERVER NAME DEFAULT AUTHENTICATION METHOD USERS
] Admin Auth v Local 28 USERS
] local-auth-server Local N/A
local auth server name Local 1USERS
User Auth v Local TUSERS

From this page, you can:
e Add a new authentication method by clicking Add.

¢ Edit an existing authentication method by selecting its check box and clicking Edit. Make any
required updates and save the changes.

¢ Delete an unused authentication method by selecting its check box and clicking Delete. You
must confirm the deletion.
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e View the configured attributes for a SAML authentication method, where that method is
configured for use with an authentication policy. To do this, click the arrow indicator to the left of

the method name, where shown.

Viewing Admin Authentication Policies

To view the user authentication policies defined on the nSA, click the Administration icon in the nSA
menu, then select Admin Management > Admin Policies.

The Admin Policies page appears, showing all user authentication policies.

Admin Policies ()

ADMIN POLICIES
1 ADMIN POLICIES ADD

NAME DEFAULT POLICY USER ACCESS URL SERVER SERVERTYPE DOWNLOADS

Admin Signin W admin *flogin/admi... Admin Auth Local

nSA provides default/built-in authentication policies, suitable for the primary use-cases of

administrative sign-in, user enrollment, and user sign-in:

e Admin Signin. This policy is used whenever admin users log in. That is, for connection requests to
the */login/admin/ URL. It is referenced by the ALLADMINUSERS user rule, which associates it
with the ADMINISTRATORS user rule group.

This policies is fixed and cannot be deleted. However, you can edit to reference a specific authentication
method.

Furthermore, you can create additional custom authentication policies to enable bespoke
authentication for specific groups of users or parts of your organization. Each policy should contain a
unique access URL to which your users connect, and each should then be configured to link to an
authentication method applicable for that purpose.

To learn more about how admin authentication policies are used in a nSA service.
From this page, you can:

e (For SAML authentication) Download policy metadata files that are required for external SAML
enrollment or sign-in apps. To do this, select the check box for the required policy and click
Download. Save the file to your local workstation.
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¢ View the configured attributes for a SAML-authenticated policy, where that policy is configured
with a valid SAML authentication method. To do this, click the arrow indicator to the left of the
policy name, where shown.

e Add an authentication policy by clicking Add.

¢ Edit an existing authentication policy by selecting its check box and clicking Edit. Make any
required updates and save the changes.

¢ Delete an unused authentication policy by selecting its check box and clicking Delete. You must

confirm the deletion.

Creating Admin Policies

You can use the existing default polices or can create new policy and use the default admin policy.
To configure Admin Policy for users:

1. From the nSA menu, click the Administration icon, then select Admin Management.

2. Inthe Admin Management page, select Admin Policies.

3. Click Add.

Admin Management (&)

Admin Groups Admin Rules Admin Policies Device Policies/Rules Authentication Server

Add Admin Policy

View Auth Policies

Policy Details

FOLICT HAME L=Es TemE

Policy Mame Administrators R
LOCHN URL

*flogin/fyour-path,

DEVICE POLUICY

Select Device Palicy ~

DESCRIFTHCN

Add & description of the authentication policy

Policy Server Details

PRIMARY AUTH SERVER EECOMDARY AUTH SEAVER
Select Authentication Server ~ Select Secondary Authentication Server 0

Manage User Policy
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4. Enter the Policy Name, Login URL using the format */login/<path>.
5. Select the User Type: Enroliment Users/ Users/Administrators.

6. Select the Device Policy from the drop-down menu. For example, Deny_Location.

There are a few exceptions while creating User Policies when user Type is Administrator.
The following device policies are not applicable to Administrator user.
o - Any device policy having Risk Sense rule.
- Any device policy having Time of Day rule.
- Any device policy having combination of Location and Network rules.

7. Select the Auth Server.
8. Click Add.

9. Users can also edit the existing Default policy to include the Device policy during the enrollment
sign-in/user authentication.

Admin Management (5

Admin Groups Admin Rules Admin Policies Device Policies/Rules Authentication Server
. . . E]
Edit Admin Policy
Vi fusth Foficies
Policy Details

[
Administrators -~

DEVICE POLICY
Select Device Palicy "

DESCRIFTION

Add 5 description of the authentication paolicy

Policy Server Details

PRIMARY AUTH SERVER EECONDARY AUTH SEAVER
rbac-test e Mone e

CEFCEI E

Edit User Policy

10. Make required changes and click Save.
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Creating Admin Rules and Admin Groups

After your authentication method is established and associated with an authentication policy, you can
set up any required admin rules and admin groups. A admin rule identifies one or more admin users
based on a test against a selected attribute present in a admin credential or profile, checked against
either a local authentication record or from a SAML authentication service. For information about
creating admin rules, see "Creating Admin Rules" below.

Admin Groups ®
ADMIN GROUPS
5 ADMIN GROUPS ADD =
D ‘ NAME DEFAULT AUTH POLICY DESCRIPTION
()] > Administrators v Admin Signin
(] > rbac rbac-policy
O > test RBAC test_rbac
(] > Test_Grp2 test_rbac
] > testuser-group test-policy

You associate one or more user rules with an authentication policy to form a user group (see "Creating
Admin Groups" on page 481). Users requesting authorization for a service controlled by a Secure Access
Policy must pass all the rules contained in the admin Group attached to the policy.

A admin group is required when defining a secure access policy. The admin group identifies the users
and the authentication policy to which a secure access policy applies.

Optionally, you can associate each user group with an admin role, see "Associating Admin Groups with
Admin Roles" on page 482.

Creating Admin Rules

Through admin rules, an admin can construct a test to provide authorization to only those users of a
particular name, role, group, or some other stored attribute. In the rule configuration, you select the
admin attribute on which you want a test to be performed.

nSA includes the following default admin rule:

e ALLADMINUSERS. This matches all admin users, and is referenced by the default
ADMINISTRATORS admin group, which associates it with the built-in Admin Signin authentication

policy.
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To read more about default admin groups, see "Creating Admin Groups" on page 481. To read
o more about built-in authentication policies, see "Viewing Admin Authentication Policies" on
page 473.

This preset configuration of rules, groups, and policies is suitable for typical use cases involving whole-
organization authorization needs. In other words, where you require only a single admin user
authorization path that matches all users. For scenarios where you require more specific admin user
authorization checks, you can create additional rules to match specific types of users.

When you create a rule, you select the admin attribute with which you want this rule to test. nSA
provides the following rule attribute types:

¢ username: For local authentication methods, choose this attribute type to match against locally-
defined user names.

¢ SAML (Azure AD): For SAML authentication methods, choose this attribute type to match
against user names or groups provided by the SAML service.

¢ Custom: For SAML authentication methods, choose this attribute type to match against a
custom SAML attribute expression.

To create a admin rule:

1. From the nSA menu, click the Administration icon, then select Admin Management > Admin
Rules.

The Admin Rules page appears. This page lists all admin rules.
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2. Click Add.

The Add Admin Rule form appears.

ADMIN RULES

20 ADMIN RULES ADD C
= | ‘ wame arteiauTe Tvee exeression
(0] AppdiscovaryOne User username MATCHING " appdiscone@psecure.net " -
(] AppdiscovaryTwo User username MATCHING " appdisctwo@psecure.net "
(] Custom_new saml (Azu... samlIMultiValAttr.{http: //schemas\.microsoft\.com...
O custom_test saml (Azu... samiMultivalAttr.fhttp://schemas\.microsoft\.com...
(] custom3 saml (Azu... samlIMultiValAttr.{http: //schemas\.microsoft\.com...
(] customAttr_Rule saml (Azu... samliMultiValAttr.{http: //schemas\.microsoft\.com...
O group_rule_dummy saml (Azu... userAttr.ihttp://schemas\.microsoft\.com/ws/2008...
(] Matching Saml Uscr uscrname MATCHING " autouscri@ztaperfga.nct "
(@8] Non-Matching User username NOT MATCHING " tesu@psecure.net *
(] NWSAML_USER username MATCHING " autouser* ™
(] rbac username MATCIIING " rbac* "
(@] ROASAML USER username MATCHING " autouser™ "

3. Enter a Rule Name.
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4. Click Select Attribute Type and select one of the available options:

e Username: Matches user names in a local authentication method. When you select this
option, you must then:

e Select an Expression type, either Matching or Not Matching.

e For the Admin value, enter a match expression for the selected Expression type.
For the value:

e A comma-separated list of items is supported where required.

Wildcard matches are supported.

e Special characters are supported.

Single and double quotes are not supported.

Ivanti recommends that a basic asterisk wildcard is not used when you

o intend to associate admin roles with user groups. Instead, a more-specific
wildcard that only includes admin users is required in this case to prevent
all users having total access rights.

e SAML (Azure AD): Matches user names or groups in a SAML authentication method. When
you select this option, you must then:

e Select a SAML Attribute Type, either Username or Group.

* For Attribute Value, enter a match expression for the selected SAML Attribute
Type as a SAML expression.
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e Custom. Matches against a custom SAML attribute expression. When you select this

option, use the Type or Create an Expression property to enter an attribute expression.

Supported formats include:

Click Create.

For simple user attribute key-value matching, use the syntax userAttr.<attr-

key> [=|!=] <attr-value>. Forexample:

- userAttr.memberOf = "CN=sales,DC=example, DC=com"
- userAttr.mail = "userl@example.com"
- userAttr.realm = "Users"

- userAttr.department != "example department"

To match against attributes that can have multiple values associated with a single
attribute key, use the syntax sam1MultivValAttr.<attr-key> [=]!=]
(<list>).Forexample:

- samlMultiValAttr.memberOf =
("CN=Employee,CN=Users, DC=example demo, DC=com")
- samlMultivValAttr.memberOf = ("CN=Users,DC=example

demo, DC=com")

Use brackets and AND/OR operators to construct logical compound expressions:

- userAttr.groups = ("Groupl" or "Group2")

- userAttr.realm = ("ztaga") and samlMultiValAttr.memberOf =
("CN=sales, DC=uisdp, DC=com")

- userAttr.realm = ("ztaga") or samlMultiValAttr.memberOf =
("CN=sales, DC=uisdp, DC=comn")

- userAttr.realm != ("ztaga") and samlMultiValAttr.memberOf

= ("CN=sales,DC=uisdp,DC=com")

The new admin rule is added to the list of admin rules.

Repeat steps 3-6 for each required user rule.

(Optional) Edit an existing admin rule by selecting its check box and clicking Edit. Make any

required updates and save the changes.

(Optional) Delete an unused admin rule by selecting its check box and clicking Delete. You must

confirm the deletion.
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After you have created all required admin rules, you can create admin groups, see “"Creating Admin
Groups" below.

Creating Admin Groups

After you have created admin rules (see "Creating Admin Rules" on page 476, you associate one or
more admin rules with an authentication policy to form a Admin group.

o Admin groups are one of the four dimensions of a Secure Access Policy.

nSA includes the following default user group:

e ADMINISTRATORS. This admin group associates the default ALLADMINUSERS admin rule with the
built-in Admin Signin authentication policy.

o To read more about built-in authentication policies, see "Viewing Admin Authentication
Policies" on page 473.

This preset configuration of rules, groups, and policies is suitable for typical use cases involving whole-
organization authorization needs. In other words, where you require only a single admin user
authorization path that matches all users. For scenarios where you require more specific admin user
authorization checks, you can create additional admin groups to make different associations of admin
rules and custom authentication policies.

To create a admin group:

1. From the nSA menu, click the Administration icon, then select Admin Management > Admin
Groups.

The Admin Groups page appears. This page lists all admin rule groups.
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2. Click Add.

A form appears to enable you to create the admin group.

Admin Groups ®

ADMIN GROUPS
5 ADMIN GROUPS

ADD

O

0000

o |

>

>

NAME
Administrators
rbac

test RBAC
Test_Grp2

testuser-group

DEFAULT AUTH POLICY DESCRIPTION
V4 Admin Signin
rbac-policy
test_rbac
test_rbac

test-policy

3. Enter a Admin Group Name.

4. Click Select an Authentication Policy and select the required authentication policy.

5. Add a Description for the admin group.

6. Select each of the listed Admin Rules that are required in the user group.

7. Click Create.

The new admin group appears in the admin Groups list.

8. Repeat steps 2-7 to create all required user groups.

9. (Optional) To edit a listed admin group, click its Edit control and make any required updates.

10. (Optional) To delete an unused admin group, click its Delete control and confirm the deletion.

After you have created admin groups, you can optionally assign the admin group to an admin role, see

"Associating Admin Groups with Admin Roles" below

Associating Admin Groups with Admin Roles

An admin role defines the elements of the admin interface that an associated admin user group can

access.

The current admin can only access an individual admin interface page/workflow if their admin group is

associated with an admin role that permits it. The tasks they can perform within that displayed element

depends on the permissions set within the admin role.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 482 of 534



http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

When you are using admin roles, Ivanti recommends that any admin rules for administrators

o does not use a basic asterisk wildcard, see "Creating Admin Rules" on page 476. Instead, a
more-specific wildcard that only includes admin users is required in this case to prevent all
users having total access rights.

o The default admin roles are not created by the tenant admin using the nSA user interface.
Rather, they are set up by the Ivanti DevOps team.

For example, the DevOps team might define the following admin roles:

e The .Administrators admin role has access to all user interface elements (full read, create, update,
delete rights).

e The.Read-Only Administrators admin role has access to all user interface elements except
workflows (read only).

e The.Network Administrators admin role has access to Gateways and Insights (read only).

e The.CxOs admin role has access to Insights only (read only).

o For more information about your assigned admin roles, please contact lvanti DevOps.

The Admin can view admin roles in the Administration > Admin Roles page, and associate each role
with a single user group.

To associate a user group with an admin role:
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Log into the nSA as a Tenant Admin.

From the nSA menu, click the Administration icon, then select Admin Roles.

A list of Admin Roles appears. This includes default admin roles and custom admin roles (RBAC).

For example:

Admin Roles ©

Create Rol

[ searcH O\\‘ ::4, & Delete
6 ROLES N g

C] ROLE NAME DEFAULT USER GROUP NAME DESCRIPTION

.Administrators @ Administrators All pages accessible :

.CxOs @ Insights Dashboards, Logs , Reports & Subsc... :

.Network Administrators @ Gateways Overview and Logs only :

.Read-Only Administrators @ All except Workflows , Subscriptions , Upgr... :

() rbac-kamal-do-not-delete rbac :

()] rbac-zta-view-overview test RBAC testing bugs :
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3. Click the Edit icon for the admin role you want to update.

A dialog appears. For example:

¢ | Edit Admin Role Preview (&)
Role Details
i' mEvE ( SELECT USER GROUF Y
f rbac-kamal-do-not-delete rbac ~
DESCRIPTION h
SELECT A ROLE TO COPY
Add a description for the accessible pages e
Permission Settings
Controller Permissions ICS Gateway Configuration
> Insights @ Hide O View (O Modify
> Secure Access @ Hide (O View (O Modify
> Integrations @ Hide O View (O Modify
>
CANCEL SAVE

4. Under Choose group, select the user group that you want the admin group to be associated

with.
5. Click Save Changes.

6. (Optional) Repeat steps 3 to 5 for each admin role.

Role-based Access Control for Admin Users

With Role-based access control (RBAC), organizations can easily add admins and assign them specific
roles, with differing levels of access to the nSA Admin Portal. In addition to an existing set of default

roles, Administrators can now create custom granular roles for specific functions within the nSA admin

portal.

The following examples illustrate how an organization can leverage role-based administration for a

variety of scenarios.
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To create a custom admin role:

1. Log into the Controller as a Tenant Admin, see "Logging in to the Ivanti Neurons for Secure

Access as a Tenant Admin" on page 12.
2. From the ICS menu, select Administration, then select Admin Roles.

3. Inthe Admin Roles page, click Create Role. The Create Admin Role page appears.

< | Create Admin Role Freview (&)

Role Details
SELECT USER OROUP
ROLE NAME Nane
DESCRIFTION
SELECT ARDLE TO COFY
And g description for the acosssinle pages ’

Permission Settings

Controller Permiszions ICS Gatewsy Configuration

? Insights @ Hide () View (O Modify
? Secure Access ® Hide O View O Modify
> Integrations @ Hide (O View (O Modify
> Administration @® Hide O view O Modify

’.

CANCEL | | CREATE |

4. Enter a unique name for the role.

5. From the drop-down list, select the User Group that you want to associate with this role. For
details, see "Associating Admin Groups with Admin Roles" on page 482.

6. Optionally, enter a Description.

7. From the drop-down list, select an existing role that suits your requirements.
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8. Under Permission Settings, the Controller Permissions list shows the list of resources. The

resources specific to nZTA are tagged with ZTA and resources specific to ICS are tagged with

ICS.

9. Select the Hide, View only, or Modify permissions for each resource and its attributes. This

Permicgion Sattinga

Cantreller Permisalons OS5 Cateway Configuration

* Irsighta
Crearviaw
Usars
Apwlicationa

ety

Policry Failuras
Loge
Aotionaicls Insights

Recortm

Sacaion V:nag-umrt
' Secura Aun-mﬂ

Saours Aooess Policies

Onbosrding

Menags Usarc

Menaga Devices

Menaga Apclicetiona

Menaga Geteweyo
 nsrirs ()

CASE/SWE

Enteeprice kmtagrationa
' Administration

Upgrada

Agemin Maragemant

Subsonptions

Custoen Gac 1P

1
(=}
[

O D000 000 ODOCOODOO0OOQ O OOCO OOOGOOO O

1
(=}
[

1
(=}
[

1
(=}
[

® ® ® ® ® @ ® @ ® & ® @ 6 @ @ @ & G G G G @ @

Wew

g

o o0 o0 O O 000 O 000

g

g

O sttty

o

§
E

@]

O sttty

O sttty

o o o

determines which pages to show and which actions to allow.

10. Under Permission Settings, the ICS Gateway Configuration list shows the list of ICS Gateway

resources.
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Permisgion Sottings
Contredler Parmisabang TS Qateway Contigurstion
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11. Click Select Gateways. In the Select Gateways dialog, select one or more Gateways / Clusters
from the list and click Apply.
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12. Select the Hide, View only, or Modify permissions for each resource and its attributes. This
determines which pages to show and which actions to allow.

13. Click Create. The newly created custom admin role is displayed in the Admin Roles page.

14. (Optional) Edit an existing admin role by clicking the adjacent three dots, and then selecting
Edit. Make any required updates and save the changes.

15. (Optional) Delete an unused custom admin rule by clicking the adjacent three dots, and then
selecting Delete. You must confirm the deletion.

Workflow: Creating a Local Authentication Policy

This process involves creating a local authentication method and defining within it all user credentials
necessary to identify and authenticate your end-users. Before you begin, make sure you have all user
details (hame and password) ready.

o nSA includes built-in default authentication policies, each of which references a built-in local
authentication method.

To configure a new local authentication method:
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1. Log into the nSA as a Tenant Admin

2. From the nSA menu, click the Administration icon, then select Admin Management > Admin

Authentication.

The Admin Authentication page appears. This page lists all existing admin authentication

methods. For example:

Admin Authentication ()

ADMIN AUTHENTICATION
4 AUTHENTICATION METHOD(S)

AUTHENTICATION SERVER NAME DEFAULT AUTHENTICATION METHOD
] Admin Auth v Local
| local-auth-server Local
| local auth server name Local
] User Auth v Local

ADD
USERS
28 USERS
N/A
1USERS

1USERS

3. Click Add.

A form appears that enables you to define the authentication method.

Admin Authentication (&)

Add Authentication Method

Choose name and type

AUTHENTICATION TYPE

AUTHENTICATION SERVER NAME o choose from list v D

View Auth Methods

Cancel

)

Resat

At any point during this process, you can reset the form data by clicking Reset. You can
o also view existing authentication methods in a pop-up dialog by clicking View Auth

Methods.
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4. Under Choose name and type:
e Enter an Authentication Server Name.
e Select the Authorization Type of Local.

The form expands to show additional local authentication settings:

Admin Authentication (0)

Add Authentication Method =) S

View Auth Methods Reast

Choose name and type

AUTHENTICATION TYPE

AUTHENTICATION SERVER NAME & Local v ‘E}
USER NAME &

FULL NAME & EMAIL &
PASSWORD & CONFIRM PASSWORD &

Temporary password (require user to change password at next sign in)

() NO USER DEFINED

Cancel

5. Enter the following settings:
e Enter User Name, Full Name, and Email for the user.
o Enter Password and Confirm Password for the user.

¢ (Optional) Select the Temporary Password check box if you want the user to change
their password when they first log in.

¢ Click Add To Users List.
The user is added to the list of users.

6. Repeat the previous step for each required user.
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Click Add Admin Authentication.

The new local user authentication method is added to the list of methods and the process is
complete.

(Optional) To edit a listed authentication method, select its check box and click Edit. Make any
required updates and confirm.

(Optional) To delete one (or more) unused authentication methods, select the check box for
each, and click Delete. You must confirm the deletion.

After you have created your local authentication method, create or update your authentication policy

with the new authentication method. In most cases, you need a minimum of one policy:

e admin sign-in

nSA allows for the definition of custom policies to facilitate separate authentication endpoints
for specific groups of users. To learn more, see "Viewing Admin Authentication Policies" on
page 473.

Repeat the following steps for each policy, starting with enroliment:

1.

From the nSA menu, click the Administration icon, then select Admin Management > Admin
Policies.

The Admin Policies page appears. This page lists all existing user authentication policies.

Admin Policies &)

ADMIN POLICIES
1 ADMIN POLICIES ADD

L] NAME DEFAULT POLICY USER ACCESS URL SERVER SERVER TYPE DOWNLOADS

[ Admin Signin v admin *floginfadmi... Admin Auth Local

To learn more about the policies on this page, see "Viewing Admin Authentication Policies" on
page 473.

From this page, either create a new custom policy or edit an existing policy.
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2. To add a new custom policy, click Add.

The Add Authentication Policy form appears.

Add Admin Policy

Policy Details

POLICY NAME
LOGIN URL

DESCRIPTION

Policy Server Details

PRIMARY AUTH SERVER

Select Authentication Server v
Select Authentication Server
+  Add new server
CANCEL
Admin Auth
local-auth-server
local auth server name

User Auth

View Auth Policies

o

At any point during this process, you can reset the form data by clicking Reset. You can
o also view existing authentication policies in a pop-up dialog by clicking View Auth
Policies.

3. Enter a Policy Name.
4. Enter a Login URL using the format */login/<path>/.

The URL must start with "*/login/" and cannot contain any special characters. <path> should be
set to a unique value reflecting the endpoint URL you want to define for this authentication
policy (appended with a backslash):

¢ In the case of admin sign-in policies, this is the URL endpoint (appended to the tenant
FQDN) to which new users are invited to connect to enroll or sign-in a device with the
nSA. Example value: “*/login/admin/".

5. (Optional) Enter a description for the authentication policy.
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6. Select a User Type based on the intended authentication activity for this policy. Choose from:

e Administrators: Select this option to define the authentication endpoint for

administrator-level sign-in. This endpoint is used for administrator login to the nSA only.

7. Under Policy Server Details, click Primary Auth Server, and select the required authentication
method for the policy from the drop-down list:

Policy Server Details

PRIMARY AUTH SERVER
Select Authentication Server v &

Select Authentication Server
4+  Add new server

Admin Auth

local-auth-server

local auth server name

User Auth

Alternatively, select Add New Server and create a new authentication method as per the steps
described earlier in this section.

8. Click Add Policy to create the new policy.
The new policy is added to the list of authentication policies.
If you instead elect to update an existing custom or built-in policy:
1. Select the check box adjacent to the relevant policy and click Edit.

The Edit authentication policy form appears.

o For built-in authentication policies, all properties except Primary Auth Server are read-
only.
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2. Set the Primary Auth Server to be the new local user authentication method (indicated):

Edit Admin Policy O

View Auth Policiea Reset

Policy Details

DESCRIFTION

Policy Server Details

PRIMARY AUTH SERVER

Admin Auth v &

Select Authentication Server

+  Add new server
CANCEL UPDATE POLICY
Admin Auth

local-auth-server
local auth server name

User Auth

3. Click Update Policy.
The list of authentication policies updates.
4. Repeat until all required authentication policies are updated.

To ensure that your admin can access the authentication mechanism defined in the policies you
configure through this process, make sure your Secure Access Policies are configured with a Admin
Group in which these authentication policies are defined.

Workflow: Creating a SAML Authentication Policy With
Azure AD and SAML(Custom)

o You can use the same work flow for creating SAML (Custom) as well.

nSA supports the use of a cloud-based Active Directory (AD) SAML service to provide authentication for
your users.

If you choose to use AD as a SAML Identity Provider (IdP), you do not create any users locally on the
nSA. All users will already be present in your remote SAML service.
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Configuring nSA to use SAML authentication requires you to create separate SAML apps on the Azure
AD platform for the following primary activities:

e Admin sign-in

The nSA includes built-in default authentication policies for each of these purposes, and also includes
the ability to create your own custom policies for separate authentication of specific admin groups. You
create an authentication method referencing one of the Azure AD SAML apps described above and
then assign the method to an authentication policy of the same type (either the built-in policy, or one
you create). Begin with enroliment, and then repeat the process for user sign-in.

1. Log into the nSA as a Tenant Admin.

2. From the nSA menu, click the Administration icon, then select Admin Management > Admin
Authentication.

The Admin Authentication page appears. This page lists all existing user authentication methods:

Admin Authentication

ADMIN AUTHENTICATION

4 AUTHENTICATION METHOD(S) ADD
| AUTHENTICATION SERVER NAME DEFAULT AUTHENTICATION METHOD USERS
] Admin Auth vy Local 28 USERS
| local-auth-server Local N/A
| local auth server name Local 1 USERS
| User Auth v Local 1USERS
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3. Click Add.

A form appears that enables you to define the authentication method:

Admin Authentication (&)

Add Authentication Method

Choose name and type

AUTHENTICATION SERVER NAME

&

AUTHENTICATION TYPE

Choose from list

Cancel

View Auth Methods

V)

Reset

At any point during this process, you can reset the form data by clicking Reset. You can

Methods.

also view existing authentication methods in a pop-up dialog by clicking View Auth

4. Under Choose name and type:

¢ Enter an Authentication Server Name. For example: Enrollment or Signin.

¢ Select the Authorization Type of SAML (Azure AD).

The form expands to show additional settings:

Add Authentication Method

Choose name and type

AUTHENTICATION SERVER NAME

test

| Allow Unsigned Metadata

single Logout URL

® Upload Enter Manually

®

Fields required for SAML Authentication Server

AUTHENTICATION TYPE
SAML (AzZure AD) ¥ W

Cancel

View Auth Methoda

O

Raset

5. (Optional) Enter a Single Logout URL. For more information.
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6. To provide your SAML IdP settings, select one of the following:

¢ Select Upload to upload a digitally-signed (or unsigned) federation metadata XML
definition file downloaded for this SAML activity from Azure AD. That is, for either user
enrollment or user sign-in.

o By default, the ICS expects a signed metadata definition file. To allow an unsigned
metadata file, select Allow Unsigned Metadata.

Then, upload your metadata file by clicking Upload a file here.
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¢ Select Enter Manually to manually enter the required IdP SAML settings. Use this option
in scenarios where a SAML federation metadata file is not available or incomplete.

Then, enter the following details:

Fields required for SAML Authentication Server

Upload (@ Enter Manually

IDP Entity Id

IDP SSO URL

IDP SLO Service

USER NAME TEMPLATE
<assertionNameDN.uid>

IDP Signing Certificate

The following minimum settings are required for your SAML authentication service to
function correctly. Each setting relates to a value configured in the SAML application on
your IdP. Contact your IdP administrator to obtain the relevant details:

¢ IDP Entity ID: The entity ID is sent as the Issuer value in the SAML assertion
generated by the IdP. Enter the Issuer value in assertions generated by the SAML
identity provider.

e IDP SSO URL: A URL provisioned by the SAML IdP to support service-provider-
initiated Single Sign-On. Use the format https://<FQDN>.

¢ IDP Slo Service: (Optional) A URL to specify the Single Log-Out/sign out endpoint
if you want to force re-authentication for increased security. Use the format
https://<FQDN>. For more information.
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¢ User Name Template: Specify how the system is to derive the username from the
SAML assertion. The default value can be used, or replaced with an alternative
specifier. For example: <assertionNameDN.uid>, the NamelD value where ICS
is the IdP, the UID from X509SubjectName, <userAttr.attr>, attr from
AttributeStatement attributes.

« IDP Signing Certificate: The signing certificate to be used with the SAML app on
the IdP. Type or paste in the contents of your Base-64 encoded public key.

If, at a later date, you need to modify the metadata definition file, edit the authentication
method through the User Authentication page and repeat this step. However, note that

o federation metadata files from Azure AD are digitally-signed and so cannot be manually
edited prior to upload back into nSA. This process supports replacing a definition file
only with another digitally-signed and validated definition file.

7. Confirm that your settings are correct, then select Add Admin Authentication to create the

authentication method.

The new SAML user authentication method is added to the list of methods displayed in the
Admin Authentication page, and the process completes.

After you have created your SAML authentication method, create or update your authentication policies

with the new authentication method:

1. From the nSA menu, click the Administration icon, then select Admin Management > Admin

Policies.

The Admin Policies page appears. This page lists all existing user authentication policies.

Admin Policies ()

ADMIN POLICIES

1ADMIN POLICIES ADD

[ Admin Signin v admin *flogin/admi... Admin Auth Local

L NAME DEFAULT POLICY USER ACCESS URL SERVER SERVERTYPE DOWNLOADS.

To learn more about the policies on this page, see "Viewing Admin Authentication Policies" on

page 473.

From this page, either create a new custom policy or edit an existing policy.
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2. To add a new custom policy, click Add.

The Add Authentication Policy form appears.

Add Admin Policy
View Auth Policies
Policy Details
oD
LOGIN URL
IO
DESCRIPTION

Policy Server Details

PRIMARY AUTH SERVER

Select Authentication Server ~ &

Select Authentication Server

+  Add new server CANCEL
Admin Auth

local-auth-server
local auth server name

User Auth

o

At any point during this process, you can reset the form data by clicking Reset. You can
o also view existing authentication policies in a pop-up dialog by clicking View Auth
Policies.

3. Enter a Policy Name.
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Enter a Login URL using the format */login/<path>/.

The URL must start with "*/login/" and cannot contain any special characters. <path> should be
set to a unique value reflecting the endpoint URL you want to define for this authentication
policy (appended with a backslash):

¢ In the case of admin sign-in policies, this is the URL endpoint (appended to the tenant
FQDN) to which new users are invited to connect to enroll or sign-in a device with the
nSA. Example value: "*/login/adminlogin/".

In some enrollment circumstances, such as when using a device pre-installed with an

o older version of Ivanti Secure Access Client, you connect directly to the enroliment
policy endpoint to enroll the device. For more details, see "Viewing Admin
Authentication Policies" on page 473.

(Optional) Enter a description for the authentication policy.
Select a User Type based on the intended authentication activity for this policy. Choose from:

¢ Administrators: Select this option to define the authentication endpoint for
administrator-level sign-in. This endpoint is used for administrator login to the nSA only.

Under Policy Server Details, click Primary Auth Server, and select the required authentication
method for the policy from the drop-down list:

Policy Server Details

PRIMARY AUTH SERVER
Select Authentication Server hd &

Select Authentication Server
+  Add new server

Admin Auth

local-auth-server

local auth server name

User Auth

Alternatively, select Add New Server and create a new authentication method as per the steps
described earlier in this section.
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8. Click Add Policy to create the new policy.
The new policy is added to the list of authentication policies.
If you instead select to update an existing custom or built-in policy:
1. Select the check box adjacent to the relevant policy and click Edit.

The Edit authentication policy form appears.

o For built-in authentication policies, all properties except Primary Auth Server are read-
only.

2. Set the Primary Auth Server to be the new SAML user authentication method (indicated):

Edit Admin Policy

Policy Details

Paolicy Server Details

PRIMARY AUTH SERVER

Admin Auth v N

Select Authentication Server

Admin Auth
local-auth-server
local auth server name

User Auth

Viaw Auth Policiea

O

Raset

4  Add new server
CANCEL UPDATE POLICY

3. Click Update Policy.
The list of authentication policies updates.
4. Repeat until all required authentication policies are updated.

At this point, the nSA uses the uploaded Federation Metadata to contact the SAML service. After this
process completes, a Download function becomes available for each relevant policy. This metadata file
is required to configure trusted communication with the remote SAML service.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 503 of 534



http://www.ivanti.com/company/legal

Neurons Secure Access Administration Guide 22.6R1

1. Refresh your browser until the Download action is visible for the relevant policies.

2. Select the check box for the policy metadata you want to download and clear all other check

boxes.

3. Click Download and save the metadata file.

As mentioned previously, make sure you repeat this procedure for each required SAML
o app on your Azure AD platform. That is, you require separate XML metadata files for the
enrollment authentication policy and the login authentication policy.

After the Admin Authentication workflow is complete, you can configure the Azure AD platform with
the XML configuration of the nSA.

Finally, to ensure that your users can access the authentication mechanism defined in the policies you
configure through this process, make sure your Secure Access Policies are configured with a Admin
Group in which these authentication policies are defined. To learn more.
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Configuration File Administration

Configuring System Maintenance Options
You can use the maintenance options page to enable various system maintenance features.

To enable various system maintenance features:

1. Select Maintenance > System > Options to display the maintenance options page.
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System Maintenance (©

Options b Automatic version monitoring

By enabling this feature, you allow the retention of any data regarding usage and perf
used by Pulse Secure, including for improvement of future versions of the product an
over a secure (35L) connection.

(] Enable gzip compression

Use gzip compression to reduce the amount of data sent to browsers that support HT
page downloads for some users.

(] Enable resource throttling

Enables resource throttling to give more resources to high priority processes under I
system reboot.

[ ] Enable Kernel Watchdog

Enables the kernel watchdog that automatically restarts the system under kernel deac
resources.

Enable File System Auto-clean Feature

Enables the system to automatically clean up the file system when disk utilization rea
feature may result in loss of data that may be relevant in debugging system problems
(i.e. old debuglogs, core files, and snapshots may be removed.)

Enable web installation and automatic upgrade of lvanti Secure Access Clients

By default, the Ivanti Secure Gateway automatically installs and upgrades Ivanti Secu
connected to it. This option can be used to enable/disable the automatic installation :
Client. Uncheck this option only if you intend to manage installation and upgrade of t
mechanism. For more information, refer to the documentation.

(] Enable Pulse Client Components removal Tool for Cert issue Remediation.

1. This option runs Pulse Client Components removal tool on Windows End U
and remediates the certificate expiry issue described in KB article KB4478
tool can be found in KB44810

2. This will run only once per browser (One-time activity only).

3. The end users need not have Admin Rights, if they have Pulse Secure Inst:
Client installed.

2. Select options as described in the following table.
3. Save the configuration.

The following table lists the System Maintenance Options Configuration GuidelinesE:
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Options

Guidelines

Automatic version

monitoring

If you enable this option, the system reports to Ivanti the following data:
Machine identifier.

Information describing your current software, including:

Software build number and build name.

An MD5 hash of your license settings.

An MD5 hash of the internal interface IP address.

If this node is in a cluster, the number of nodes within that cluster.
Current state of the node.

Cluster type (active/active, active/passive).

Total number of unique subnets on the cluster nodes.

Version of lvanti Secure Access Client.

Version of ESAP.

Cluster log synchronization status.

Total number of concurrent users on the device.

Number of Ivanti tunnels.

We strongly recommend that you enable this service.

Enable gzip
compression

Connect Secure only. Use gzip compression to reduce the amount of data
sent to browsers that support HTTP compression. This can result in faster

page downloads for some users.

Enable Kernel
Watchdog

Enables the kernel watchdog that automatically restarts the system under
kernel deadlock or when kernel runs low on some key resources.
Enable the kernel watchdog only when instructed by Technical Support.

Enable resource
throttling

Enables system resource throttling in the system that gives system
processes higher priority. High priority processes will get high resources
under system load. Changing this option will cause a system reboot.

Enable File System
Auto-clean Feature

Enables the system to automatically clean up the file system when disk
utilization reaches 90%.
The clean-up operation deletes files that might be relevant in debugging-

for example, debug logs, core files, and snapshots might be deleted.
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Options

Guidelines

Enable Web
installation and
automatic upgrade of
Ivanti Secure Access
Client

After you deploy Ivanti Secure Access Client software to endpoints,
software updates occur automatically. A lvanti Secure Access Client can
receive updates from the server. If you upgrade the Ivanti software on your
Ivanti server, updated software components are pushed to a client the
next time it connects.

A bound endpoint receives connection set options and connections from
its binding server, but it can have itslvanti Secure Access Client software
upgraded from any Ivanti server that has the automatic upgrade option
enabled. During a client software upgrade the client loses connectivity
temporarily.

Enable Ivanti Secure
Access Client
Components removal
Tool for Cert issue
Remediation

Provides an option for the Admin to enable users to download the Ivanti
Secure Access Client Components removal (lvanti Upgrade Helper) tool on
Windows End User machines upon Browser access and remediates the
certificate expiry issue. For more information, refer KB44781 and
KB44810.

Virtual Terminal
console

Enables the virtual terminal on a virtual appliance. Clear this check box to
use the serial console. Changing this setting will restart the system.

Java instrumentation
caching

Connect Secure only. Caches the Java instrumentation to improve the
performance of Java applications.

Show Auto-allow

Connect Secure only. The auto-allow option provides the means to
automatically add bookmarks for a given role to an access control policy,
for example, Web bookmarks with auto-allow set are added to the Web
access control policy. You only use this feature if you also use Resource
Policies. We recommend that you use Resource Profiles instead.

Do not show Task
Guidance/Help page
on admin login

This option is applicable only in case there are no licenses installed. When
enabled, Task Guidance/Help page does not appear automatically upon
administrator login.

Clear all configuration
data at this device

This option clears all keys and triggers a configuration reset and reboots
the device.

Prevent system
overload

Disallows user login, user login via lvanti Secure Access Client, HTML5
connection or connection to a web resource when the CPU load is above a
certain threshold. By default, this option is disabled for ICS upgrades and
enabled for new installation.

Exception: Admin logins, DMI and inbound REST calls are not blocked due
to CPU overload.
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Options

Guidelines

When a login to the HTML5 connection or connection to a web resource is
blocked and when a user tries to log in, the login page will display an
appropriate system busy message.

To configure log events for User Access, in the System > Log/Monitoring
> User Access > Settings tab, select the System Too Busy check box. By
default, this option is enabled.

Select System > Log Monitoring > User Access > Log to view the logs.

Auto reboot the
system

This option automatically reboots the system when the appliance is in
kernel panic state.

End-user Localization

Select one of the following options:
Automatic (based on browser settings)
English (U.S.)

Chinese (Simplified)

Chinese (Traditional)

French

German

Japanese

Korean

Spanish

External User Records

Management

Persistent user
records limit

Specify the maximum number of user records.

This feature is useful when system performance is affected due to a large
number of user records. We highly recommend you consult Technical
Support prior to using this feature. Deleting a user record removes all
persistent cookies, SSO information, and other resources for that user. It
does not remove the user record from the external or internal
authentication server. If you delete a user record and that user logs back in
to the authentication server, new user records are created. Records are not
removed if that user is currently logged in.

Number of records to
delete when the limit
is exceeded

Specify a number. Older records are removed first. A user record is not
deleted if that user is currently logged in.

Delete records now

Check whether the persistent user records limit has been exceeded. If it is,

delete the number of user records specified in the option above.
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Options Guidelines

Automatic deletion of | Check whether the persistent user records limit will be exceeded whenever
user records a new user record is about to be created. If true, delete the records prior to

periodically creating the user new record.

Using the Import/Export Feature for Binary System
Configuration Files

This topic describes the import/export feature for binary system configuration files.

Binary System Configuration File Overview

The access management framework enables you to import and export the system and network settings
using binary system configuration files. When importing a system configuration file, you can exclude
the device certificate and the server's IP address or network settings from the imported information. For
example, to set up multiple Ivanti Connect Secure systems behind a load balancer, import everything
except for the IP address. To set up the system as a backup server, import everything except for the
digital certificate and the network settings.

The binary system configuration file includes the following settings:
¢ Network settings

« Certificates. The system imports only device certificates, not the chains that correspond to the
device certificates or trusted client CAs.

e Cluster configuration

« Licenses. When you import a configuration file that contains licenses, the system gives
precedence to any existing licenses. Licenses are imported only if no licenses are currently
installed.

¢ SNMP settings

«  Sensor configuration. Sensor configurations are included in the system configuration file while
sensor event policies are included in the user configuration file. To import or export all sensor-
related settings, import or export both the system and user configuration files. The user
configuration file, not the system configuration file, includes resource profiles, resource policies,
and the local user database. To perform a complete backup, export both the system and user
configuration files.
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« Client-side logs. To import or export client-side logs, import or export both the system and user
configuration files.

«  Web proxy servers. Ivanti Connect Secure only. To export all web proxy related information,
both the system and user configuration files are needed.

«  Web caching options. lvanti Connect Secure only.

< Rewriter filters. lvanti Connect Secure only.

Exporting a Binary System Configuration File
To export a binary system configuration file:

1. Select Maintenance > Import/Export > Import/Export Configuration to display the
configuration page.

Export Binary System Configuration File Configuration Page - Ivanti Connect

Secure shows the configuration page for lvanti Connect Secure.
2. Complete the configuration and export operation as described in Table.

Export Binary System Configuration File Configuration Page - Ivanti Connect Secure
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System Configuration (®

Configuration B
Export
User Accounts To export system settings to a configuration file, click Save Config As. You can optionally |
this file:
Administrative Network
Password for configuration file
XML Import/Export
[ Confirm Password ]

Save Config As___

Import

To import system settings from a configuration file, select the configuration file and which
in, and click Impert Config.

Options

[_] Import Device Certificate(s)?

Note: Checking this will overwrite the existing Device Certificate(s).
Other Import Options

() Import everything (except Device Certificate(s))

() Import everything but the IP address

Preserves the IP address, netmask, default gateway, VIPs, ARPs and routes of the netw
device.

Note: Use this option only if the exported configuration file is from a standalone node.

(@ Import everything except network settings, cluster settings and licenses

Leaves everything in Network Settings, Clustering Properties, Licensing sections and
UUID unchanged.

Note: Always use this option if configuration file was exported from a node that is par

The following table lists the Export Binary System Configuration File Configuration and Action

Guidelines:
Settings Guidelines
Password for Specify a password to encrypt and secure the configuration file.
configuration file
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Settings

Guidelines

Confirm password

Specify the password.

Save Config As

Display a dialog box to save the file to your local host.

Importing a Binary System Configuration File

To import a binary system configuration file:

1. Select Maintenance > Import/Export > Import/Export Configuration to display the

configuration page.

2. Complete the configuration and import operation as described in the following table.

The following table lists the Import Binary System Configuration File Configuration and Action

Guidelines:

Settings

Guidelines

Options

Import Device
Certificate(s)?

Overwrite the existing device certificate(s) with the ones in the imported
configuration file.

When importing a device certificate in to a FIPS device, note that you must
choose a certificate that uses a FIPS-compliant private key. To ensure FIPS-
compliance, select a certificate and corresponding security world private
keys were generated on a FIPS device.

Other Import Options

Import everything
(except Device
Certificate(s))

Import all settings except the device certificate.

Import everything
but the IP address

Do not overwrite the existing configuration for network interface IP
addresses, netmask, default gateway, virtual interfaces, ARP tables, and
route tables. Use this option only if the exported configuration file is from a
standalone node.

To set up multiple nodes in a cluster behind a load balancer, import
everything except the IP address.
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Settings

Guidelines

Import everything
except network
settings, cluster
settings, and licenses

Do not allow the imported configuration to change the existing
configuration for settings found in the Network Settings and Licensing
sections. With this option, network configurations, licenses, cluster
configurations, certificates, defined SNMP settings and syslog
configurations are not imported. Always use this option if configuration file
was exported from a node that is part of a cluster.

To set up a backup node, import everything except network settings and
digital certificates.

Import only Device

Import the device certificate(s) only. You must also select the Import Device

Certificate(s) Certificate(s) check box.

Config file Use the browse button to locate and select the file from your local host.
Password Specify the password (if applicable).

Import Config Import the configuration file.

Using the Import/Export Feature for Binary User
Configuration Files

This topic describes the import/export feature for user configuration binary files.

Binary User Configuration File Overview

In general, if a menu item falls under the Authentication, Administration, or Users menu, the item is

included in the user configuration file (user.cfg). The exception is Sensors event policies, which are

under System, but which are exported in the user configuration file. In particular, the user configuration

file includes the following settings:

- Sign-in settings (includes sign-in policies, sign-in pages, all authentication servers,

authentication protocol sets, and Ivanti settings)

e Authentication realms (including admin realms, user realms, and MAC authentication realms)

« Roles

«  Resource profiles. Ivanti Connect Secure only.

« Resource policies
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« Sensor event policies
» Useraccounts

e Client-side logs. To export or import client-side logs, export or import both the system and user
configuration files.

Exporting a Binary User Configuration File
To export a binary user configuration file:

1. Select Maintenance > Import/Export > Import/Export Users to display the configuration
page.

Binary Export User Configuration File Configuration Page - lvanti Connect Secure shows the
configuration page for lvanti Connect Secure.

2. Complete the configuration and export operation as described in Table.

Binary Export User Configuration File Configuration Page - Ivanti Connect Secure

User Configuration (5

Configuration

Export
User Accounts 3 Export user settings to a configuration file. You can optionally password-protect this file:
Adminigtrative Network [ Password for configuration file ]
XML Import/Export i
Confirm Password

Save Config As__.

Import

Import user settings by selecting the configuration file and clicking Import Config. Import User Accour
invalidate all existing End-User and Administrators sesgions.

= |

Uoa thig if the oonfiguration fils was pesoword-protacted

Import Config
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The following table lists the Binary Export User Configuration File Configuration and Action Guidelines:

Settings Guidelines

Password for (Optional) Specify a password to encrypt and secure the configuration file.
configuration file

Confirm password Specify the password.

Save Config As Display a dialog box to save the file to your local host.

Importing a Binary User Configuration File
To import a binary user configuration file:

1. Select Maintenance > Import/Export > Import/Export Users to display the configuration

page.
2. Complete the configuration and import operation as described in the following table.
Import User Configuration Binary File Configuration Page

The following table lists the Import Binary User Configuration File Configuration and Action Guidelines:

Settings Guidelines

Config file Locate and select the file from your local host.
Password Specify the password (if applicable).

Import Config Import the configuration file.

Using the Import/Export Feature for XML Configuration
Files

This topic describes the import/export feature for XML configuration files.
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XML Configuration File Overview

The system maintains its configuration in a structured XML file. This enables the system to support an
alternative to the complete configurations that are exported and imported with the configuration
binary files. You can use the export/import configuration XML pages to export and import selected
configuration elements.

You might find the feature useful when performing the following tasks:
« Adding to the configurations of peer nodes, for example, adding a large number of users.
«  Modifying multiple instances of a single setting, for example, an authentication server name.
« Deleting settings, for example, deleting authentication servers that are no longer used.
« Creating a configuration template to use for setting up new nodes.

< Tracking configuration changes by comparing differences on periodic exports.

Guidelines and Limitations
The following table summarizes the guidelines and limitations for using the XML import/export feature.

The following table lists the XML Import/Export Guidelines and Limitations:
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Category

Guidelines and Limitations

General

The following guidelines and limitations apply:

You can import and export configuration files only between systems
running the same software version.

If XML configuration to be imported contains one or more Ivanti Secure
Access Client packages, we recommend to split the configuration to import
only Ivanti Secure Access Client packages first considering one Ivanti Secure
Access Client package per import and then import the remaining
configurations.

You might find it useful to use a text editor to modify configuration
elements that ought to be distinguished, such as configuration object
names and descriptions. Never modify the names of the NIC identifiers. The
system relies on knowing that each appliance has two interface cards,
known as NICO and NIC1.

Immediately after importing an Active Directory authentication server
configuration, you must edit the configuration to change the Computer
Object name. Unexpected problems might arise if two systems join an
Active Directory domain using the same Computer Object name.

Licenses

The following rules apply to exported and imported licenses:

You cannot edit the license data that is exported. It is encrypted.

An XML import of licenses is valid only if the system does not currently have
a license installed. If a license is installed already, any imported licenses are
dropped. If you still intend to import a license, you must perform a factory
reset before you perform the import operation.

If you import a license after deleting a temporary license, the imported
license is dropped because you might still be able to reactivate the deleted
license. The import operation preserves any licensing data.
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Category

Guidelines and Limitations

Clusters

The following guidelines apply to importing a configuration file for nodes
that belong to a cluster:

When you perform an import operation on a cluster, all of the cluster nodes
must be enabled and running. If you attempt to import a configuration into
a cluster in which a node is not running, the import operation might hang or
your import results might be unpredictable.

The XML configuration that you import must contain the same set of nodes
as the original cluster. The signature used to synchronize the cluster when
the nodes are reenabled is derived from the IP addresses of the cluster
nodes. Therefore, the remaining nodes cannot rejoin the cluster if the
imported configuration yields a different signature.

When import occurs, the imported configuration file overwrites the node-
specific cluster configuration network settings of the remaining nodes. If
you change the node-specific network settings, make sure you do not make
the remaining nodes unreachable.

After you have exported the file, do not modify settings that could render
the primary node unreachable, such as changes to network settings.

After you have exported the file, do not modify the XML to change the node
name, IP address, or IP netmask.

After you have exported the file, do not modify virtual port settings or add

new virtual port settings.

Exporting an XML Configuration File

To export an XML configuration file:

1. Select Maintenance > Import/Export > Export XML to display the configuration page.

Export XML File Configuration Page - Ivanti Connect Secure shows the configuration page for

Ivanti Connect Secure.

2. Complete the configuration and export operation as described in Table.

Export XML File Configuration Page - Ivanti Connect Secure
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XML Import/Export (&)

Configuration Export Export Universal Import

User Accounts

~/ Select Settings And Export

Administrative Network

XML Import/Export [[] System Settings N
(] Sign-in Settings N
] Cloud Secure N
(] Endpoint Security -
[[] Behavioral Analytics .
(] Authentication Realms ~
[] Roles N
[C] Resource Profiles N
[C] Resource Policies N
[C] Ivanti Secure Access Client ~
[C] Enterprise Onboarding -
[[] Local User Accounts -
[[] Maintenance Settings .
[C] Traffic Segregation -

The following table lists the Exporting an XML Configuration File settings and guidelines:

Settings Guidelines

Select Settings and Export

Expand All Expand the display of all settings groups.

Select All Select all settings for all groups.

Export Export the selected configuration data to an XML file.

System Expand this group and select settings found under the System menu.

Do not select the DMI Agent unless Technical Support instructs you to do

so.

Sign-in Expand this group and select settings found under the Sign-in menu.

Endpoint Security Expand this group and select settings found under the Endpoint Security
menu.

ESAP packages are encrypted when exported.
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Settings

Guidelines

Authentication
Realms

Expand this group and select authentication realm settings, including user
realms and MAC address authentication realms.

Roles

Expand this group and select settings found under the Roles menu.

Resource Profiles

Ivanti Connect Secure only.
Expand this group and select settings found under the Resource Profiles
menu.

Resource Policies

Expand this group and select settings resource policies settings.

Ivanti Secure Access
Client

Expand this group and select settings found under the client menu.

Local User Accounts

Expand this group and select local authentication server settings.

Maintenance

Expand this group and select settings found under the Maintenance menu.

Export

Export the selected configuration data to an XML file.

Importing an XML Configuration File

To import an XML configuration file:

1. Select Maintenance > Import/Export > Import XML to display the configuration page.

Figure underneath shows the configuration page for lvanti Connect Secure.
2. Complete the configuration and import operation as described in Table.

Import XML File Configuration Page

XML Import/Export ()

Configuration Export Export Universal Import

User Accounts Import Data

To import data, select a valid XML data file, then click Import. During the import process, all members of &
cluster are dizabled and sll end-user sezzions are terminated. After the import process completes, the cluster
members are sutomatically enabled but users must sign-in again. Mote: XML import doesn't support
medifying Clustering Properties. Please use binary import option #1 for that instead.

-

The following table lists the Import XML File Configuration and Action Guidelines:

Administrative Network

XML Import/Export >

[ XML DATA FRLE
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Settings Guidelines
XML data file Locate and select the XML file.
Import Import the file. The Import XML Results page is displayed. This page

contains information about the imported network settings, roles, resource
policies, and other settings. If there are errors in the XML, the import
operation stops and rolls back the configuration to the previous state. Error
messages are displayed on the Import XML Results page.

Archiving Servers

You can schedule periodic archiving for system logs, system configuration files, and system snapshots.
Periodic archiving occurs only at the scheduled time. "Unscheduled” archiving does not occur
automatically.

To configure log archiving:
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1. In the Maintenance > Archiving > Archiving Servers page, select Method from the drop-
down list.

Archiving Servers ()

Archiving Use Backups to save and restore up to 5 copies of your current system =ettings or uzer sccounts

Archive Settings
METHOD .
3CP ’

[ Archive Server ]

Archiving Servers >

Mama or IP aodresa. Plasss make sure that tha sanver is
reachabla via port sconfigured at Advancsd Networking pags

[ Destination Directory ]
[ Username ]
[ Password ]

Archive Schedule

[} Archive admin access log

] Archive client-side log uploads

[C] Archive XML configuration

[} Archive Debug Log

[C] Archive events log

[C] Archive Administrative Network Configuration
[T} Archive Periodic SnapShots

[ Archive system configuration

[C] Archive user access log

[C] Archive user accounts

Cancel

2. Enter the fully qualified Domain name or IP address of the server to which to send the archive
files.

3. Enter the Destination directory.
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Enter a Username and Password that has privileges to log into the server and write to the

destination directory.
Select the required Archive Schedule options.

. Click Save Changes.
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nSA Licensing/Subscription

Licenses/subscriptions are added to your nSA by lvanti.

The Subscriptions page displays the licenses/subscriptions that are active on your nSA. To access this
page, click Administration > Subscriptions.

Summary Usars

Subscriptions ©

IN-ZTA-TRL-30D Base Subscription features
Subscription |D- 2a8ba240-5832-4d9¢-0¢cel-
49cTelbdcaed

Tenant |D- TOBI0320785e 485752580 301 40ME CONTINUED ADAPTIVE RISK AND TRUST ASSESSMENT

Start date: Jun 29, 2022 Usars security postures such as device compliance, location are being
End date: Jul 29, 2022 assessed continuously.
Subscription Status: 17 days ( 56% ) left
Registered seats: 0 / 1000 ( 0.00% ) filled

USERS SEAT FILLED: 0.00%

The Summary tab displays for each subscription/license:
 License/Subscription high-level details, including dates and usage metrics.

¢ One or more descriptions of the features in the license/subscription. Where there are multiple
features, use Previous / Next to navigate.

When any defined limit on the license/subscription is met, a message appears:

e At 75% utilization of seats, an information message appears at the bottom of the screen. You can

optionally click Close.

e At 90% utilization of seats, a modal message appears at login. Click Dismiss to clear the

message.

e When 25% of the duration of the license/subscription remains, a modal message appears at

login. Click Dismiss to clear the message.

The Users page lists users and their devices registered on nSA.
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nSA named user licensing normalization feature allows a user to use different login formats -
Domain\username, Common Name (CN), and User Principal Name (UPN) - from different devices, but
consumes only one seat for the user. Single license is consumed instead of two through associating
devices with users for Machine Cert Authentication and subsequent User Authentication.

Summary information for the nSA licenses/subscriptions is displayed at the top of the page:
e Total number of seats.

¢ Total number of issued named user license seats. Each of these is listed in the table below the

summary.

¢ The percentage of seats consumed.

Subscriptions ®
Summary Users

10000 4 0.04%
Licensed Seats Users Seat Filled

_'@D E'—ETE Search ] Auto
(J | vsername GATEWAYS DEVICES CREATED | urpaten K
O wu kamal-8k-130 DESKTOP-OUO33R8.e2e-in Sep 27, 2023 10:3713 AM  Sep 27, 2023 10:37:13 AM
O u2 kamal-6k-69 DESKTOP-OUO33R9.e2e-in Sep 27, 2023 10:37:04 A_.  Sep 27, 2023 10:37:04 A_..
O uva kamal-6k-69 N/A Sep 27,202310:38:44 .. Sep 27, 202310:38:43 __

O us kamal-8k-130 N/A Sep 27,202310:39:06 ...  Sep 27,2023 10-39:06 ..

For each named user, the following information is displayed:
e The name of the user.
e The gateways enrolled for that user.
¢ Updated time shows an N/A for ICS gateways.

e The status of the named user license seat of that user.
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You may need to remove users when there is any changes in the organization. To delete one or more
named users, select the corresponding check boxes and click Delete.

You may want to automatically remove the license of users who have not logged-in in the last 30 days.
To delete those users automatically, select the Auto Delete check box.

The counts in the Users page, and information in the Summary page get updated accordingly.

Grace Period: When nSA Named User licensing is enabled on Gateway, and if there is connectivity issue
between Gateway and Controller, grace period of five days is applied for new user logins up to platform
limit.
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Using the Troubleshooting Tools

« "Introduction" below

+ "Using the Debug Log" on page 530

» "Using Network Troubleshooting Commands" on page 531
» "Using System Snapshots" on page 533

e "Using the TCP Dump Utility" on page 533

Introduction

The Troubleshooting page enables you to investigate issues that might be affecting your Gateway or

preventing it from operating normally.

This page is intended to enable Ivanti Technical Support teams to help resolve problems with your
Gateway infrastructure. Due to the potential for system performance to be impacted through the use of

these features, Ivanti recommends you only use this page when advised to do so.
The following tools are available through the Gateways > Troubleshooting page:
¢ Debug logs - Work with Ivanti Technical Support teams to diagnose system issues.

¢ Network troubleshooting commands - Use standard network commands, such as ping,
traceroute, NSlookup, and other commands to diagnose networking issues.

¢ System snapshots - Work with Ivanti Technical Support teams to reproduce and diagnose

system issues.
e tcpdump - Sniff packet headers to diagnose networking issues.
To access Troubleshooting page:

1. Log in to the lvanti Neurons for Secure Access portal as a Tenant Admin. See "Logging in to
Ivanti Neurons for Secure Access" on page 12.

2. Use the Gateway Switcher and select lvanti Connect Secure.
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Gateways List.

3. From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >

The All Gateways page is displayed showing a list of standalone ICS Gateways and cluster nodes.

e

Qo nsights
Rl  Getewsys
Gatewsys list

Multinode Configuration

-3 Administration

Gateways

Gateways List

O

o >
o >
O

o >
a »
O

o >
0o >
0o >
[} >
O >
a >
o >
O >

ivanti IVANTI CONNECT SECURE  Selsct & Gatswsy

@

EEEBEEEEEEEBERIEIS

GATEWAYS
Standslone ICS Gatewsys
cley

selinux

dd-cluster-21x

cl2n-

test22

testl2

dd-clus-9x

D-PROD-CLUSTER

0

VERSION

In the All Gateways page, double-click the required Gateway from the list.
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5. From the Ivanti Connect Secure menu, click the Gateways icon, then select Gateways >

Troubleshooting.

The Troubleshooting Overview page appears.

$ jvantl IVANTI CONNECT SECURE / 22vm

@ GATEWAYS

22vm
Q Insights v O Gotoway Reeay
=1} Gatewsys A~ yoting Logs and o)
.57 TROUSLEEHOOTING TASE Various sections in troubleshooting sllows Admin to upload the session to the nSA. Once they
Gareways list [ Troubleshooting Overview - &] finish g, Admin can the files from thie page. This also incluces the system
Overview ]
Logs
& ITENE FOUND
Tesks 3 DETALS = DaTE sTATUS
Troubleshooting [ letReport N/A 297 Bytes 21:58 Jul 13, 2022 Ready
Multinode Configurstion v [0  lctReport N/A 303 Bytes 00:01 Jul 14, 2022 Ready
[J lctReport N/A 307 Bytes 02:03 Jul 14, 2022 Ready
Systemn v -
(0 lctReport N/A 312 Bytes 04:06 Jul 14, 2022 Ready
Authentication v
[ letReport N/A 316 Bytes 06:09 Jul 14, 2022 Ready
Users %
(] Ict Report MN/A 324 Bytes 10:15 Jul 14, 2022 Ready
Meintenance v
2 Administration v

Using the Debug Log

The Ivanti Technical Support teams might direct you to create a debug log to assist them in helping you

debug an issue with the system.

To use debug logging:
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1. From the Troubleshooting Logs and System Snapshots drop-down menu, select Debug Log.

GATEWAYS
gwpesni2l

® Gatewsy Resdy

Troubleshooting Logs and System Snapshots

SELECT TROUBLESHOOTING TASK Various sections in lruub\eshootmg allows Admin to upload the session to the controller. Once
Debug Log i @ they f\r;wish uploading, Admin can download the files from this page. This also includes the system
snapshots.

When a user is having issues viewing a website, you can make a trace recording and send it to lvanti Support for review. Here's how. Note: the user will be aware they are being traced and
have to re-sign in after the rrace

Process Names @ |
Event Codes @ |
MAX DEBUG LOG SIZE (M8) ( LOG DETAIL LEVEL
| 2 @ ‘ 0 @ | Include System Logs

+ Enable Debug Logs

Upload

2. Specify the Process Name.

3. Specify the Event Code.

4. Specify a Maximum debug log file size. The default is 2 MB. The maximum is 250 MB.

5. Specify the debug Log detail level.

6. Select Include System Logs* option to include system logs in the debug log file. Recommended.
7. Select Enable Debug Logs.

8. Click Save Settings. The system begins generating debug log entries.

9. Click Upload.

A confirmation message is displayed. You can then download the file from the Troubleshooting
Overview page and analyze the logs.

Using Network Troubleshooting Commands

You can run common network troubleshooting commands such as arp, ping, ping6, traceroute,
traceroute6, NSlookup, and AvgRTTs from the admin console. You can use these connectivity tools to
see the network path from the system to a specified server. If a client can ping or traceroute to the
access system, and the access system can ping the target server, any remote users should be able to
access the server through the access system.

To run network troubleshooting commands:
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1. From the Troubleshooting Logs and System Snapshots drop-down menu, select Commands.

GATEWAYS
gwpesni2l
® Gatewsy Resdy
T Logs and System Snapshots
SELE NG Various sections in troubleshooting allows Admin to upload the session to the controller. Once
Commands v @ they finish uploading, Admin can download the files from this page. This also includes the system

snapshots.

You can run common network troubleshooting commands such as ping, ping6, traceroute, traceroutet, NSlookup, ARF, Cluster Roundtrip from the Admin console 1o see the network path
10 g specified server. If a client can ping or traceroute 1o the gateway and the gateway can ping the target server, the client should be able 1o access the server through the gateway.

SELECT COMMAND

Ping v ®
[ TARGET SERVER
10.96.158.125 @
® Internal or Virtual Port External or Virtual Port Management Port
Output:

PING 10.96.158.125 (10.96.158.125) from 10.96.158.121 int0: 56(84) bytes of data.
64 bytes from 10.96.158.125: icmp_seg=1 ttl=64 time=0.124 ms
64 bytes from 10.96.158.125: icmp_seq=2 ttl-64 time=0.103 ms
64 bytes from 10.96.158.125: icmp_seq=3 ttl-64 time=0.122 ms
64 bytes from 10.96.158.125: icmp_seg=4 ttl-64 time=0.106 ms
64 bytes from 10.96.158.125: icmp_seg=5 ttl=64 time=0.105 ms
64 bytes from 10.96.158.125: icmp_seqg=6 ttl=64 time=0.097 ms
64 bytes from 10.96.158.125: icmp_seg=7 ttl=64 time=0.109 ms
64 bytes from 10.96.158.125: icmp_seq=8 ttl=64 time=0.125 ms
64 bytes from 10.96.158.125: icmp_seq=9 ttl-64 time=0.091 ms
64 bytes from 10.96.158.125: icmp_seq=10 ttl=64 time=0.163 ms

2. Select a network troubleshooting command from the options:

e Ping/Ping6

Traceroute/Traceroute6

¢ NSLookup
e ARP
* AvgRTTs

e Portprobe

Cluster Roundtrip

3. When prompted:
¢ Specify the IP address or hostname for the target server.
e Select the interface from which to send the command.

4. Click Start to run the command and write the output to the screen.
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Using System Snapshots

A snapshot of the system state captures details that can help Ivanti Technical Support teams diagnose
system performance problems. The system stores up to ten snapshots, which are packaged into an
encrypted "dump" file that you can download and then e-mail to Ivanti Technical Support teams.

To create and manage system snapshots:

1. From the Troubleshooting Logs and System Snapshots drop-down menu, select System

Snapshots.
GATEWAYS
gwpcsni2l
@ Gstewsy Reedy
Troubleshooting Logs and System Snapshots
SELECT TROUBLESHOOTING TASK Various sections in troubleshooting allows Admin to upload the session to the controller. Once
System $napshot ~ (i) theyfinish uploading, Admin can download the files from this page. This also includes the system

Snapshot Options

v Include System Config « Include Debug Log

Start Snapshot(s)

snapshots.

The 10 most recent snapshots are stored below and can be downloaded as an encrypted package you can send to Ivanti Support to troubleshoot system performance. Scheduling automal
resultin a performance hit so only do this at the request of a lvanti Support member. It is not recommended to take snapshots more frequently than once every four hours.

2. Select Include system config to include the system configuration file in the snapshot.

3. Select Include debug log to include debug logs (if any).

4. Click Start Snapshot(s).

A confirmation message is displayed. You can then download the file from the Troubleshooting

Overview page and analyze the logs.

Using the TCP Dump Utility

To use TCP Dump utility:
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1. From the Troubleshooting Logs and System Snapshots drop-down menu, select TCP Dump.
2. Configure the following:

e Select the ports on which to sniff (Internal, External, Management).

e Specify a Filter expression.

e Select a promiscuous mode option.

GATEWAYS
gwpesni21

® Getewsy Resdy

Troubleshooting Logs and System Snapshots

SELECT TROUBLESHOOTING TASK Various sections in troubleshooting allows Admin to upload the session to the controller. Once
TCP Dump ~v (D) | they ﬂr?\'sh uploading, Admin can download the files from this page. This also includes the system
snapshots.

TCP Dump allows you to sniff the packet headers on the network. To check that the expected packet really reached a node, run the tcpdump utility and save the output on a dump file of yo

Internal Or Virtual Port External Or Virtual Port Management Port
FILTER OPFTIONS SELECT PROMISC! 13
Filter Options Select Promiscuous Mode v éD
Output:
None

3. Click Start to start the TCP Dump process.
4. Click Stop to write the TCP Dump output to the screen.

5. Click Upload.

A confirmation message is displayed. You can then download the file from the Troubleshooting

Overview page and analyze the logs.
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